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Adaptive Remainder Modulo m Data Hiding

A. G. Chefranov

Abstract—A problem of irreversible data hiding (DH),
producing stego images resistant to steganalysis, is considered in
spatial domain of gray-scale cover images. Stego image detection
error (DE) is maximized when data is hidden (embedded) into
noisy-like image areas where pixel values vary significantly. It is
proved herein that generalization of the well-known least-
significant bit (LSB) substitution to remainder modulo m (RM-m)
DH method has an embedding invariant preserved after DH. A
new adaptive remainder modulo m (ARM-m) method hiding data
first in maximal noisy blocks by RM-m is proposed. ARM-m uses
the invariant to construct a block complexity measure for
adaptation. Ensemble classifiers and subtractive pixel adjacency
matrix (SPAM) with 686 features were used to evaluate stego
image DE on 886 images from UCID v.2 database. Compared to
the state-of-the-art methods, ARM-4 with 2x2 blocks has
DE=41.86% versus 24.42% of the best known method for 1 bit per
pixel (bpp) embedding rate (ER). For ER=1.33 bpp, not reachable
for known adaptive methods, ARM-4 and ARM-16, both with 8x8
blocks, have DE=27.33% and 27.91%, respectively. ARM-4 is
confirmed to be better than other methods also for 2658 gray scale
images. Steganalysis by two CNNs (SRNet and YeNet) revealed
high resistance of ARM-2, with 2x1-sized blocks comparable to the
state-of-the-art methods (HILL, WOW, S-UNIWARD). RS-
diagram steganalysis conducted complies with DE evaluation
results.

Link to graphical and video abstracts, and to code:
https://latamt.ieeer9.org/index.php/transactions/article/view/9901

Index Terms— Adaptation, data hiding, ensemble of classifiers,
remainder modulo, RS-diagram, SPAM features, CNN

[. INTRODUCTION

ATA-HIDING (DH) steganography methods aim hiding
Dsecret data (payload) in a cover (host) object [1], e.g.

images. Resulting image with the payload embedded is
known as a stego-image. Such images are represented in
memory by matrices of pixels with M rows and N columns. For
grayscale images, entries of the pixel matrix have integer values
in the range from 0 to 255. The pixel value 255 represents full
white (maximal intensity), and the value 0 encodes full black.
The main aim of steganography is to get a stego-image not
distinguishable from respective cover by the human visual
system (HVS), as well as by statistical detectors. Image
steganography methods [2] can work with colored, or grayscale
images, cover image can be reversible, or irreversible, and
embedding can be done in the pixels (spatial domain) or in
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transformed by Fourier, wavelet, or other transformations
images.

The present paper considers Irreversible steganography
methods for Grayscale images in Spatial domain. Such IGS-
methods include [2], e.g. least-significant bit (LSB)
substitution, pixel-value differencing (PVD), and multiple bit-
planes (MBP).

In adaptive data hiding methods, image pixel characteristics,
such as pixel value (PV), most significant bits (MSB), LSBs,
and PVDs, are used to decide what, where, and how to embed
in the pixels. The present research concerns adaptive
steganography using MSB and PVD for deciding where and
what to embed, and LSB method generalization for embedding.
Adaptation can be to an image as a whole or to the parts of an
image. Syndrome-trellis codes (STC) [3] and Optimal Optimal
Pixel Adjustment Process (OOPAP) ( [4], [5]), are examples of
methods adapting to an entire image by optimizing distortion
introduced by secret embedding. Adaptive to parts of an image
methods define noisy-like parts where more payload can be
embedded, and smooth parts for less (or not at all) embedding.
Adaptation uses observation that changes in noisy-like parts are
less detectable [2], [6]. Adaptive DH methods have the
following features: 1, 2) The parts for splitting and embedding
can be pixels, pairs of pixels, blocks of pixels, or blocks of bits
in bit-planes of image. 3) Embedding can be made by PV
change, PVD change, PV and pair-related function change,
block change, block-related function change, inside block
group-related function change, or block pixels permutation. 4)
Selection decision criteria can use complexity function
depending on PV, PVD, blocks of bits in bit-planes, or blocks
of pixels. 5) Complexity function can be embedding invariant
(i.e. preserved after embedding), or changing. In the case of
non-invariant, changing criterion, adjustment can be applied to
make criterion on the stego image matching to that of the cover
image, the block can be left modified but the secret data are
unassigned from it (the embedded portion of secret data is
returned back to the secret stream for next embedding), or block
marked as used/not used for embedding. 6) Parts of an image
with high variability of PVs can represent edges. Complexity
criteria used are represented as inequalities with thresholds,
constant in [7], or tuned in [8]. Considered above features of
IGS adaptive data hiding (ADH) methods are summarized in a
compressed form in Fig. 1 where the second-level (dashed)
blocks define methods’ general features, and connected to them
(solid lines) blocks below specify particular variants used by
respective features.

No one adaptive method, to the best of our knowledge, sorts
parts of an image by the complexity function value in order to
embed first turn into the parts with higher complexity. In the
case of the low payload (i.e. defined in Section II-A embedding
rate ER and method’s embedding capacity, EC, satisfy ER <
EC), when not all of the image pixels are used to keep the
embedded data, such sorting allows first turn embedding into
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Fig. 1. Adaptive to image parts DH methods classification schema.

noisy-like areas and avoiding changes of the pixels in the
smooth regions. The complexity function needs to be invariant
(as in [9]) to avoid readjustment after embedding. However,
the complexity function [9] can filter out many blocks because
it is constructed by subtracting block elements from its left top
element, thus, limiting its £C, and not allowing distinguishing
various direction edges. Using embedding into bit-planes
separately in [9] increases the computational time of the method
compared to considering a pixel as a whole. The present paper
contribution is proposing a new ADH method, adaptive RM-m
(ARM-m) using:

- a new complexity embedding-invariant function
defined on a block of pixels;

- embedding into pixels of the selected blocks by RM-
m method generalizing k-LSB;

- ARM-m does not fall into the classification of Fig. 1
because it embeds first turn into the blocks with
highest over entire image complexity.

Peak-signal-to-noise ratio (PSNR, see, e.g. [7], equation (8)),
measured in dB is used as DH quality metric. Higher PSNR
corresponds to less mean squared error (MSE) between the
original and stego image. However, PSNR does not depend on
the context, and, thus, embedding into the plain image regions
and into noisy-like regions with high intensity gradients
(textures, edges) yields the same PSNR. However, embedding
into the noisy-like regions is less detectable by HVS and
statistical detectors [2]. It is the reason for not discussing in the
paper PSNR as not depending on the pixels selected for
embedding that is the main idea of the proposal. Hence, ARM-
m method is steganalized by ensemble of 23 classifiers using
2" order 686 subtractive pixel adjacency matrix (SPAM)
features. It has detection error (DE) higher than that for the
state-of-the-art methods for the same payload (embedding rate,
ER), ER < 1 bpp, bit-per-pixel. Also, it has rather high DE =
28% for ER = 1.33 bpp not reachable for the known adaptive
methods. Also, CNNs (SRNet and YeNet) were used showing
high DE comparable to that of HILL, WOW, S-UNIWARD
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methods for ER < 0.5 bpp. RS-diagram steganalysis confirms
ARM-m resistance to it for ER < 1.33 bpp.

The rest of the paper is structured as follows. Section II
introduces background and IGS ADH review. Section III
proposes the ARM-m method. Section IV presents
experimental results on SPAM and CNN steganalysis of the
proposed and state-of-the art adaptive methods, and RS-
diagram steganalysis of the proposed method. Section V
concludes the paper.

II. BASIC NOTIONS AND ADAPTIVE METHODS REVIEW

In Subsection II-A, basic notions, related to embedding are
introduced. Subsection II-B introduces adaptive to image parts
DH methods according to Fig. 1.

A. Basic notions

EC is the average number of bits that can be embedded per
pixel by the method provided that all cover image pixels are
treated for embedding. ER is the average number of bits
actually embedded per image pixel. EC and ER are measured in
bits-per-pixel (bpp). PVD, pixel-value-difference, is defined as
a difference between pixels of a block comprised of two pixels.

According to [10], if PSNR is greater than 30 dB, HVS is not
able to discriminate between cover and stego images. However,
statistical detectors using learning machines trained on images’
feature vectors, such as SPAM [11], can easily detect high-
PSNR stego images when embedding is done in smooth areas
of an image. But embedding into coarse noisy-like areas, with
high variety of pixel intensities inside them, allows resisting
steganalysis better. The problem is in defining the noisy-like
areas in the same way both by embedding and extraction
parties.

When pixels for embedding are known, the well-known
embedding method, £ least-significant bit (k-LSB) substitution,
can be used, substituting £ LSBs of a pixel, p, by k-bit secret
decimal data value, s, and producing the pixel, p’. Defining
modulus m

m = 2k, (D)

such DH can be represented as:
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p’=p—pmodm+s=l%]-m+s, ()

where s € Z,, = {0,..,m — 1}, and |x] is the floor function
returning maximal integer not exceeding x. Similarly, the
modified LSB DH method (MLSB, aka LSB OPAP [10], [12],
[13], [5]) decreases error, e(p,p') = |p —p'| = %, by adding
or subtracting the modulus, m, (1), to or from the pixel, p’, (2)
and returns stego pixel, pu represented by (3):

pu = argmxinlx—pl, 3)

xe{p,p+mp —m}&0 < x < 255,

Since adding/subtraction of m does not affect remainder after
division by m, extraction of the secret data for the both
methods, LSB and MLSB, is given in (4):

s’ = p'mod m. 4

The k-LSB and MLSB methods embed in a defined pixel;
they may be used both by adaptive and non-adaptive methods.
PSNR of the methods is greater than 30 dB for k < 4 (see, e.g.
[5], Table 10 therein), and, hence, are good enough to be used
for data hiding with respect to HV'S detection.

B. Adaptive to Image Parts DH Methods Review

Particular adaptive to image parts DH methods are briefly
introduced below mainly according to “Split image into” and
“Embed message into” features shown in Fig. 1. Some of these
methods are used in our comparison experiments presented in
Section IV, A.

Splitting and embedding into individual pixels. Modulo
operator embedding (MOE) method generalizes MLSB
embedding (1)-(3) by using (2), (3) and omitting condition (1)
on the modulus value, as in [10] where a threshold, T, splits
pixel values into two sub-ranges. For the pixels with values less
than T, lower range, MLSB embedding with optimal pixel
adjustment procedure (OPAP) [12] is made using modulo m;.
Thus, pixel complexity function is defined by its value and
threshold. For the pixels from the upper subrange with values
greater or equal than T, another modulo, m,, > m, is used for
DH. Thus, [10] splits image into individual pixels, all pixels are
used for embedding, complexity function is not invariant, and
data is embedded into pixels. The method has consistency
problems discussed in [14].

In [15], an adaptive complexity based LSB matching (CB
LSBM, or CBL) method is proposed using for embedding pixels
with complexity not less than some threshold. Embedding is
done by LSBM leaving LSB as is if it matches respective secret
bit to be embedded. Otherwise, the pixel is modified by
randomly adding/subtracting 1. The choice of 1 or —1 is done
using a pseudo-random number generator (PRNG) seed of
which being a secret shared by a sender and receiver. The
complexity is calculated over 8-pixel neighborhood as a sum of
absolute differences between them and the central pixel (for a
specially constructed secondary image with all zeroed LSBs),
and then the threshold is defined based on the secret message
length. Thus, [15] splits image into individual pixels, noisy-like
pixels only are used for embedding, with embedding invariant
complexity function using a specially constructed secondary
image, and data is embedded into pixels.

IEEE LATIN AMERICA TRANSACTIONS, Vol. 24, No. 2, FEBRUARY 2026

In [16], cover image pixels are classified as edge or non-edge
pixels by their 3 MSBs. The rest 5 LSBs are used for secret bits
embedding with x-LSB into edge, and y-LSB, into non-edge,
pixels, where 5 > x > y = 1. Values of x, y are also embedded
allowing extractor using correct number of bits in the extraction
process. Thus, [16] splits image into individual pixels, all pixels
are used, embedding invariant complexity function uses MSB,
and data is embedded into pixels.

Method [17] splits an image into individual pixels, not all
pixels are used, embedding invariant complexity function uses
MSB, and data is embedded into pixels’ blue channel LSB
using XOR operation of the message bit and a bit defined the
password. The method works with colour images but uses for
embedding just one colour that is why it can be treated as
working with gray scale images.

Splitting into pairs and embedding into individual pixels. In
method [7], data hiding uses neighbouring pixel pairs, PVD
ranges, and a constant threshold on PV to define noisy-like
areas with more bits embedding by 4-LSB in the noisier blocks.
In [18], an error of [7] related to the use of 7 bits embedding for
one of the ranges is disclosed. It is fixed by proposing slightly
different method avoiding the use of 7 bits embedding. In [19],
the same error of [7] is also found, and fixed by using other
threshold value (128 instead of 192 used in [7] and [18]), the
number of bits embedded is from 3 to 5, the pairs are formed
inside 2x2 blocks with one common for them reference pixel
always getting 3 secret data bits. Adaptive modified LSB,
AMLSB, [20] also uses for adaptation PVD ranges with more
bits embedded by MLSB into pairs with higher PVD.
IRMDR+PBPVD method is proposed in [21]. It also splits an
image into disjoint pairs of neighbouring pixels, all pixels are
used, embedding invariant complexity function uses PVD
range, and data is embedded into pixels. Method [22] splits
image into pixel pairs, all pairs are used, embedding invariant
complexity function uses PVD range, and data is embedded into
pixels by 3-LSB. Method [22] is improved in [23] replacing 3-
LSB by 3-bit MLSB.

Splitting and embedding into pairs of pixels. PVD method
[24] splits image into pixel pairs, all pixels are used, embedding
invariant complexity function uses PVD range, and data is
embedded into pixel pairs. Extraction (if falling-off-boundary
condition is false) is done by b = d’ — [, and converting b to a
binary number of the bit size dictated by the current range,
where d’ is the new PVD value, and [ is the lower border of the
respective range. PVD method [24] using powers of two width
ranges, is generalized to any width ranges in [25]. The method
[25] needs converting an input binary stream to a multiple-base
number. Method [26] aims improving [24] by considering
inside 2 X 2 pixel blocks four pairs corresponding to edges with
vertical, horizontal, and diagonal orientation.

Adaptive LSB matching revisited (ALSBMR) [27] embeds
into pairs of cover pixels with absolute PVD not less than some
threshold, T <31, thus defining complexity function.
ALSBMR splits image into pixel pairs, embedding invariant
complexity function uses PVD range, and data is embedded into
noisy-like pixel pairs.

Splitting into blocks of more than two pixels, and
embedding into pixels, pairs, or blocks of pixels. Methods
[28] and [29] split image into 3-pixel blocks, use all blocks,
embedding invariant complexity function uses PVD range, and
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data is embedded into pixels and pixel pairs. A method that
splits a cover image, I, into two parts, one, I1, with six MSBs,
and another one, [2, with two LSBs of every pixel, and
embedding into each pixel of /2 and corner pixels of the 2x3-
sized blocks of /1 is proposed in [30]. Methods [31] and [32]
split image into 9-pixel blocks, use all blocks, embedding
invariant complexity function uses PVD range, and data is
embedded into pixels and pixel pairs. Similar methods but using
embedding into quotient value (after division by 4) differences
(QVD) between the block central and outer pixels for 3x3 and
2x3 blocks are proposed in [33], [34], [35], [36], and [37].
Some of them also keep secret data in the 2" LSBs of the outer
pixels, whereas the 1% LSBs keep either secret data or integrity
verification bits.

A DH method MDPVD-MLSB is proposed [13]; it uses MLSB
and MDPVD methods. It employs 9-pixel blocks, uses all
blocks of an image, embedding invariant complexity function
uses PVD range, and data is embedded into pixels and pixel
pairs. Pixel rearrangement based steganography algorithm
(PRSA) [38] splits an image into 9 X 9-pixel blocks, uses
noisy-like blocks only, embedding complexity function uses
JPEG non-zero coefficients number of which exceeds a
threshold, and m-bit data is embedded into groups (blocks) of
n pixels by transpositions (in the paper, m = 2,n = 3).
Splitting bit planes into blocks and embedding into blocks’
groups of bits. MBP method [9] splits image into n X n-bit-
plane blocks, uses noisy-like blocks only, embedding invariant
complexity function uses MSBs differences, and data is
embedded into bit-plane blocks. Method [6] splits image into
8 X 8-bit-plane blocks, uses noisy-like blocks only, embedding
invariant complexity function uses bit-change number, and data
is embedded into bit-plane blocks. MPBDH (multi bit-planes
block data-hiding) method [8] splits image into 8 X 8-bit-plane
blocks (further divided into nine segments of seven consecutive
bits used for embedding). It uses noisy-like blocks only, non-
invariant embedding complexity function uses run-length
irregularity [39], and the next 3-bit secret data is embedded into
bit-plane blocks by flipping groups of at most two bits of the
next segment.

III. PROPOSED ARM-m METHOD

As shown in Section II, adaptive data hiding methods use
various splits of an image, structures, and embedding methods.
Divisions use rectangular regions starting from the minimal
row, r and column, ¢ number in a block, r X ¢ = 1 X 1-sized
(separate pixels). The noise-like areas are most preferable for
data embedding resistant to detection: “The most important fact
here is that replacing a noise-like portion with any noise-like 8
x 8 binary blocks does not produce any visual change on the
vessel”, [6]. Hence, it is reasonable considering splitting into
blocks with r-c > 1 allowing estimating pixel intensity
changes in a block characterizing their noisiness. Despite many
methods use fixed m,n values (m-bit data is embedded into
groups (blocks) of n pixels), for the sake of flexibility and better
adaptation, it is reasonable having them as parameters with
some default values, e.g., 7 = ¢ = 8.

It is also seen from Section II that block complexity
characterizing block noisiness may be defined by various ways.
Since intensity is represented by numbers from 0..255 for gray-

scale images, it looks reasonable considering complexity
functions defined on pixel intensities, not on bits. For example,
in [9], despite embedding is done into bit-planes, complexity
function is defined over numbers derived from the MSBs of the
block pixels. When a particular bit-plane is considered and LSB
is used for embedding into it, MSBs to the left of the bit-plane
are not affected by the embedding and are invariant to it.
Embedding in LSBs using MSBs as an embedding invariant is
a reasonable choice.

As shown in Section II-A, LSB substitution uses modulo
m = 2 operation for embedding/extraction. It can be easily
generalized to remainder modulo m (RM-m) substitution
defined by (2), (4), and not requiring (1). For k-LSB method,

MSB part invariant to k-LSB embedding is lzﬂkJ’ and for RM-

m, itis I(p,m) = l%] Actually, from (2), it is easily seen that

1o.m) = |2|-%] = 16", m). )
is invariant to RM-m embedding. For example, if. m = 4,p =
239 = 59 + 4 + 3,1(239,4) = [%] = 59. The secrets = 1

is embedded replacing remainder of the pixel with resulting
pixelp’ =594+ 1 =237.

In [9], blocks for embedding are selected such that all the
differences between top-left pixel and other block’s pixels after
division by 2!, where [ € {0,..,7} is the bit-plane number, i.e.

l;ﬁ], are greater than a threshold selected as 0 or 1. The blocks

selected may have quite different variances, but the order of
using them for embedding is defined by a secret key, not by
their variance. It can result in the use of blocks with less
variance in embedding, and, thus, detection error will be less. It
is reasonable sorting the blocks by variance decreasing, and
embedding first turn into the blocks with the higher variance.

In [9], differences between the top-left and other block pixels
are used to characterize variance, and it is required that all the
differences shall be greater than the threshold. However, in
natural images, neighbouring pixels with high probability are
equal, and, hence, many high variance blocks are filtered out by
this criterion. It is desirable having more robust criterion
allowing tolerating such equalities. The following block, B,
complexity invariant (BCI) function is proposed:

51®) = max (|]) —min (7)) ©

BCI (6) is invariant to embedding because of (5). Compared
to complexity function [9], (6) allows distinguishing more
P1 Pz) _
Pz Da
. . . (]20 10| |20
). Then, complexity [9] is € = mln( 5~ 7| , |? -

edges. For example, let r=c=2,m=2,B = (

(20 10
30 10
?| ) |? - ? ) =5, distinguishes edges between the left-top

corner element and other elements in horizontal, diagonal, and
vertical and BCI(B) = max 20 E,E,E) -

2’2
min (32,2,22,2) = 10, distinguishes ~additionally ~higher

directions;

difference edges between the left-bottom, 30, and two right
pixels, 10. Above discussions result in the following Adaptive
RM-m (ARM-m) data hiding method proposal having
embedding (Algorithm 1) and extraction (Algorithm 2) parts.
From the viewpoint of Fig. 1 ARM-m splits an image into the



110

blocks and embeds into the pixels of the blocks. The blocks are
sorted in the order of decreasing of the BCI. Note that this new
approach is not reflected in the review of the known ADH
methods, Section II, B, since no one of the methods considered
uses sorting of the image parts to decide where first to embed
the secret data.

Algorithm 1. ARM-m Embedding(

Inputs: gray-scale cover image, CI(M,N); modulus, m,
secret data stream, SDS, for embedding such that SDS(i) €
Zm, i =1..S, where S<M-N, the number of secret
elements, is cardinality |SDS| of SDS; row and column
number in a block, r, c;

Outputs: stego-image SI(M,N) ; the secret bit number
actually embedded, S,

)

Begin

1. SetSI =ClI.

2. Define non-overlapping r X ¢ blocks of SI: B(i),i =

L J¥]- ] ot

3. Calculate block complexity invariant for each B(i)

according to (6):
. p . D .

BerB@) = max ([7) —min([7]). 1= 1121

4. Sort B in descending order of BCI finding a sequence of
indices, BI, such that BCI(BI(i)) > BCI(BI(i +
1)),i=1.|B| - 1.

5. Represent blocks B(BI(i)),i = 1..|B|, as the sequence
of pixels, SP(M - N)

6. Embed secret data from SDS into the pixels of SP using
RM-m according to (2):

SP'(i) = SP(i) — SP(i)mod m + SDS(i),
i=1.M-N,

converting cover image pixels to the stego image pixels
and counting the number S of embedded secret bits.

7. Reshape stego-pixel sequence SP' to the output stego-
image, SI(M, N).

End

Extraction of the secret data embedded by ARM-m is as

follows:

Algorithm 2. ARM-m Extraction(

Inputs: gray-scale stego image, SI(M,N); modulus, m;
number of secret data items, S < M - N; row and column
number in a block, r, c;

Outputs: extracted data stream, EDS, such that EDS(i) €
Zyi=1..5;

)

Begin

1. Define non-overlapping r X ¢ blocks of SI: B(i),i =

L[] [E] = 181

2. Calculate block complexity invariant for each B(i):
N I\ _ . ) .
5o = max ([o]) - min (7). 1= 1151
3. Sort B in descending order of BCI finding a sequence of
indices, BI, such that BCI(BI(i)) = BCI(BI(i +

1)),i=1.|B| - 1.
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4. Represent blocks B(BI(i)),i = 1..|B|, as the sequence
of pixels, SP(M - N)

5. Extract secret data from SP using RM-m according to
(3): EDS(i) = SP(i) mod m,i = 1..S

End

Beginning of Example 1 of embedding and extraction by
ARM-m follows:
Beginning of Example 1. Consider embedding into a part
(rows 87..90, columns 1..4) of the size 4 X 4 of the gray-scale
version of the image ucid0001.tif shown in Fig. 2, (a). An
arrowed square in Fig. 2, (a) specifies a noisy-like region (rows
(87:103), columns (1:17)) shown in Fig. 2, (b) left-top corner of
which is used in the example.

(@) (b)

Fig. 2. (a) Gray-scale version of the image UCIDO0001.tif, and (b) its part
shown by an arrowed square (rows (87:103), columns (1:17)) left-top pixels of
which are used in Beginning of Example 1.

ThenletM =N=4,r=c=2,m =4,

241 255 254 254

239 238 239 255)
254 254 254 248

SDS = (1,2,1,0,0,1,2),S = 7¢I = <255 250 253 253

Then, according to Step 2 and using ordering by columns,
239 238 241 255
B = ( )B@) = ( ).

3(3)=(253 253)’3(4)=(254 248)'

According to Step 3, BCI(B(1)) = 63 — 59 = 4,
BCI(B(2)) = 63— 60 =3, BCI(B(3)) = 63 — 59 =4,
BCI(B(4)) =63 — 62 = 1.

According to Step 4, BI = (1,3,2,4).

From BI, we see have that the noisisest block, B(1), where
pixels differ by 17 = 255 — 238 is to be embedded first,
followed by B(3) with difference 16=255-239, and so forth. In
this example, BCI and the maximal pixel difference in a block
comply by order. Note that generally, these two orders may
differ but not much. However, pixel difference cannot be used
for blocks ordering since after embedding pixel difference can
change contrary to BCI that remains invariant after embedding.
According to Step 5,
SP = (SI;; = 239,S51,, = 255,51, = 238, SI,, = 250,
Sli3 = 239,513 = 253,81, = 255,51, = 253,
Sl31 = 241,51, = 254,515, = 255,51, = 254,
Sl33 = 254,51,3 = 254,515, = 254, 51,4, = 248).
According to Step 6,
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SP = (Sl,, = 237,51,, = 254,S1,, = 237,S1,, = 248,
Sl; = 236,513 = 253,S81;, = 254,S51,, = 253,
Sl = 241,81,, = 254,513, = 255,51,, = 254,
Sl33 = 254, 51,3 = 254,515, = 254, 51,, = 248),
and thus, according to Step 7,

237 237 236 254
o (254 248 253 253
241 255 254 254 [
254 254 254 248

Let us consider now extraction from SI.
Then, according to Step 1,

(237 237 (241 255

ol a0 )

B®) :(253 253)’3(4)=(254 248)'
According to  Step 2, BCI(B(1)) =63—759 =4,

BCI(B(2)) = 63 — 60 = 3, BCI(B(3)) = 63 — 59 =4,
BCI(B(4)) = 63 — 62 = 1. It is seen that BCIs of the stego-
image blocks are exactly the same as for the cover-image
blocks: (1,3,2,4).
According to Step 3, BI = (1,3,2,4).
According to Step 4,
SP = (S1;; = 237,51, = 254,51,, = 237,S51,, = 248,
S5 = 236,515 = 253,51, = 254,51,, = 254,
Sl = 241,51,, = 254,513, = 255,51,, = 254,
Sl;3 = 254,51,5 = 254,515, = 254,51, = 248).
And according to Step 5, the secret is extracted as
EDS(1..S) = EDS(1..7)
= (237 mod 4,254 mod 4,237 mod 4,248 mod 4,
236 mod 4,253 mod 4,254 mod 4),
and thus EDS(1..7) = (1,2,1,0,0,1,2) = SDS(1..7).
End of Beginning of Example 1.
Note that for the practical use, the number, S, of data items
embedded, can be embedded in some predefined image part as
side information.

IV. EXPERIMENTS ON ARM-M AND KNOWN METHODS

Lenovo laptop having Intel® TM 15-62000 CPU @ 2.30 GHz,
8GB RAM, Windows 8, and Matlab R2017a was used in the
experiments of Sections IV-A, IV-C. Section IV-A presents
experimental results on SPAM steganalysis of ARM-m and
known methods. Section IV-B shows results of CNN
steganalysis of ARM-m by SRNet and YeNet [40] implemented
in Python on 9MR10L1 IntelCore™ i9-14900 KF 3.20 GHz
desktop with Windows 11 Pro and GPU Nvidia GeForce RTX
4090. Section IV-C applies RS-steganalysis to ARM-m.

A. SPAM steganalysis of ARM-m and known adaptive DH
methods

Experiments on the 2" order SPAM with threshold T = 3
steganalysis (686 features, available from [41]) were conducted
on ARM-m and several looking the best adaptive to image parts
DH methods discussed in Section II, B, including MBP [9] with
B X B-sized blocks, B € {2,4,8}, and two bit planes used;
AMLSB [20] with parameters D;, =15, [-h=2-3; and
ALSBMR [27] with B € {4,8,12}. Also, adaptive to an entire
image minimizing distortion syndrome-trellis code (STC)

vowuiun errur yva)

method [3], with 8 X 4-sized generating matrix H =
[253 199 251 167], available from [42] was used.

They show superiority of the proposed method in terms of
detection error (DE) and EC. Statistical detection of stego-
images was made by Classification Learner application of
MatlabR2017a with 23 classifiers.

A dataset of 886 color images from standard UCID [43], [44]
was used. Gray scale images were obtained from the red
channel of the images. Detection error is defined as

FP+FN
DE =
Total

-100%, @)

where FP,FN, and Total are the number of false positives
(cover images that are recognized as stego), false negatives
(stego images that are classified as cover), and total number of
images used, respectively. Five-fold cross validation was used
in training on 1600 images (800/800 cover/stego images), and
other 172 images (86 cover and 86 stego) for testing for each
payload (1% settings). A classifier showing in training the
maximal accuracy was selected for testing.

Detection error dependence on embedding rate in bits per
pixel (bpp) for four most efficient methods is shown on Fig. 3.
To validate the results, the experiments were extended to 2658
gray scale image obtained from all three channels (red, green,
and blue) of the original 886 colored images. Then 4000 images
(2000 cover and 2000 respective stego) were used for training
and the rest 1316 images (658 cover and 658 respective stego)
were used for testing (2" settings). Results of this experiment
are shown by lines with ‘2000’ in their legend. Generally DE
decreases with the payload (bpp) increasing since distortion of
an image grows that is easier to detect.

For the 1% settings, AMLSB has the lowest DE dropping from
22% to 1% for ER raising from 0.17 to 0.85 bpp. MBP for the
block size B = 2 has the least DE (dropping from 36% to 21%)
but the maximal ER range for that method spanning from 0.17
to 0.48 bpp. For MBP, with B growth, DE grows, and ER range
shrinks.
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Fig. 3. Detection error by ensemble of classifiers using the 2™ order SPAM with
T=3 (686 features) for ARM-4 B x B, B € {2,8}), STC (STC1), ALSBMR
(ALSBMRS for B = 8). Results of testing on 658 images of the models trained
on 2000 images are shown by dash lines denoted 2000 in the legend.
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ALSBMR for B =8 has DE, the highest among this
method’s variants with B € {4,8,12}, of about 50% for ER <
0.5 bpp. Since for ALSBMR, EC = 1 bpp, ER is limited by it.
ALSBMR with B =8 has DE = 21.51% for ER =1 bpp.
Optimizing distortion STC method has DE comparable to the
best ALSBMR variant for ER < 0.5 bpp, and slightly higher
for ER € [0.5,1] bpp. STC method has DE = 24.42% for
ER =1 bpp.The proposed ARM-4 method with B =2
supersedes by DE all other compared with methods for ER < 1
bpp. Moreover, it and other ARM-m variants form € {4, 8, 16}
and B € {2,8} used in the experiments have acceptable DE >
20% for ER € [1,1.35] bpp. In that ER range, variants with
{m=4,B=8}, {im=8,B=2}, and {m = 16,B = 8} are
better by DE than the variant with {m = 4, B = 2}.

For the 2" settings (2000 in legend), it is seen that behaviour
of the methods, ALSBMR, STC, and ARM, is similar for that
in the 1% settings, but DE for ARM-4 with B = 8 slightly
increased from 37.1% to 38.60% for ER = 1 bpp, and DE for
ALSBMR with B = 8 increased from 21.51% to 33.13% still
preserving superiority of ARM. STC is better than ALSBMR
for B =8 for ER < 0.5 bpp. Both STC and ALSBMR are
worse than ARM with m = 4 and B = 8 for all payloads ER <

1 bpp.

B. CNN-steganalysis of ARM-m

Two CNNs, SRNet and YeNet [40] available from [45] were
used on UCID images resized by Matlab imresize() to

60
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256 x 256, converted to three gray-scale images resulting in
2658 images, and split into 1500/500/658-element subsets for
respectively training/validation/testing. DE for ARM-m 2 X B
form € {2,4}, B € {1,2} is given in Fig. 4 for the payload ER €
[0.05,0.5] bpp (six runs a point). It is seen that ARM-4 2x2
(denoted by 1) has DE falling from 30% to 15% that is not
good. Better results shows ARM-2 2 X 2 (denoted by 2).
However, ARM-2 2 x 1 shows DE compatible with best to date
known results both for SRNet (denoted by 3) and YeNet
(denoted by 4). In [40], Table 1 the highest DE = 23.53%
when using SRNet and YeNet for ER = 0.2 bpp is reached for
HILL for BOSSbase and BOSS2 image datasets. In [46], Table
5, maximal DE = 46.21% for HILL is reached by YeNet for
this ER and BOSSbase and BOSS2 datasets. And in [47], Table
2, maximal DE = 48.8% for HILL-P and the same ER = 0.2
bpp for BOSSbase and UCID datasets. In our experiments with
ARM-2 2 X 1, minimal, average, and maximal DE reached by
SRNet for this ER and UCID dataset are, respectively,
22.80%,42.51%, and 47.12% that is comparable to the best
currently known results. ARM-2 2 X 1 on BOSSbase split into
5000/1000/4000-element  subsets of images for
training/validation/testing for 0.1 bpp payload showed DE €
[34.66%, 41.36%] that is better than 31.34% of HILL shown
in Table 1 of [40]. On the other hand, computational complexity
of ARM-m is significantly lower and defined by BCI sorting.
Average total time of embedding 0.4 bpp payload followed by
extraction for a 256 X 256-sized grayscale image on the laptop
is 9 ms.
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Fig. 4. Minimal (mn), maximal (mx), and average (av) DE (out of six runs) for 2658 UCID dataset images for ARM-4,2 X 2 (1); ARM-2,2 X 2 (2); and ARM-

2,2 x 1 (3) by SRNet, and for ARM-2,2 x 1 (4) by YeNet.
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C. RS-steganalysis of ARM-m

To verify SPAM steganalysis results, RS-steganalysis [48]
was also used but applied to 512 X 512-sized grayscale
images from [43] not used in SPAM analysis Section [V-A;
they are given in Fig. 5 (top row: (a) Baboon, and (b)
Barbara).

Fig. 5. Images used in our experiments on RS-steganalysis (top row) and
corresponding RS-diagrams (bottom row) for ARM-m with m=4 and B=2
for (a) Baboon (b) Barbara.

RS-diagrams with mask M = (1) (1)] for ARM-m with

m = 4, B = 2 for images presented are also displayed in Fig.
5 (bottom row).

The main idea of RS-steganalysis is to split an image into
disjoint groups of neighboring pixels, disturbing them by +1
by some mask and its negation, calculating discrimination
function for the groups, and classifying the groups into
regular (R), singular (S), and unusable (U) ones. In RS-
steganalysis, cardinalities of the classes divided by the
number of groups and expressed in percentages, for the mask
M, are denoted by Ry, Sy, Uy such that Ry + Sy + Uy =
100%. The statistical hypothesis used is: percentage of R (S)
groups for mask and its negation is approximately the same
for images without payload, and differs for stego images: the
greater payload, the greater difference. Payload is shown by
the horizontal axis in the range [0,1], with 0 corresponding
to no payload, and 1 to the maximal possible for a method
payload equal its embedding capacity; EC = log,m for
ARM-m.

From Fig. 5, bottom row, it is seen that Ry, R_y, solid
lines, and Sy, S_py, dashed lines, for @ = 0.5 go side-by-
side, and then tend diverging. This complies with SPAM
steganalysis results that DE is rather high for ER < 1 = EC -
a = 2a bpp, since EC = log,4 = 2 bpp.

V. CONCLUSION

The paper considers a problem of irreversible secret DH,
producing stego images resistant to steganalysis in spatial
domain of gray-scale cover images. Stego image detection

error is maximized when data are hidden (embedded) into
noisy-like image areas where pixel values vary significantly.
It is proved herein that generalization of the well-known LSB
substitution to RM-m DH method has an embedding
invariant (5) preserved after DH. A new adaptive remainder
modulo m, ARM-m, method hiding data first in the maximal
noisy blocks by RM-m is proposed that shows good
performance due to the content aware adaptive embedding.
ARM-m uses the embedding invariant (5) of RM-m to
construct the block complexity embedding invariant BCI
function (6) for adaptation to an image. The use of BCI (6)
guarantees that the data are extracted exactly from the same
blocks and in the same order as in the embedding process.
Ensemble of 23 classifiers and the 2" order SPAM with 686
features were used to evaluate stego-image detection error
DE. Compared to the state-of-the-art methods, for the 1%
settings, ARM-4 with 2 X 2 blocks has DE = 41.86%
versus 24.42% of the best known STC method for ER = 1
bpp. For ER = 1.33 bpp, not reachable for known adaptive
methods, ARM-4 and ARM-16, both with 8 X 8 blocks,
have DE = 27.33% and 27.91%, respectively. ARM-4 is
confirmed to be better than other methods also for 2658 gray-
scale images derived from UCID v.2 dataset in the 2™
settings. Steganalysis by two CNNs (SRNet and YeNet)
revealed high resistance of ARM-2, with 2x1-sized blocks
comparable to the state-of-the-art methods (HILL, WOW, S-
UNIWARD). RS-diagram steganalysis conducted complies
with DE evaluation results. Future research will be devoted
to more comprehensive study of the proposed method.
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