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Abstract—The increase in the incidence of cyberattacks,
especially through the use of complex mechanisms for exploiting
vulnerabilities, such as malware obfuscation, has driven the
adoption of Machine Learning (ML) techniques in cybersecurity.
This study investigates the application of Federated Learning
(FL), a decentralized approach that preserves data privacy
and overcomes challenges in transferring large volumes of
information. Furthermore, it proposes an innovative solution
for the application of Transfer Learning (TL) techniques,
integrating a DevOps pipeline. Two labeled datasets were
used, CIC-MalMem-2022 and Malware Detection Dataset,
along with two FL frameworks, Flower Framework and
TensorFlow Federated. A decentralized model based on a Linear
Neural Network (LNN) with federated averaging (FedAvg) was
compared to a centralized model using a Recurrent Neural
Network (RNN) in supervised binary classifications of malware.
The results demonstrate high accuracy across all analyzed
scenarios, highlighting the outcomes obtained in centralized
training for the CIC-Malware dataset, achieving an accuracy
of 0.99, precision of 1.0, and recall of 0.99, emphasizing the
potential of FL in cybersecurity.

Link to graphical and video abstracts, and to code:
https://latamt.ieeer9.org/index.php/transactions/article/view/9689

Index Terms—Federated learning, Transfer learning, Feder-
ated transfer learning, malware, cyberattacks, neural network,
TensorFlow.

I. INTRODUCTION

AS attacks on computing systems and computer networks
become increasingly complex, the need to develop so-

phisticated intrusion detection methods is becoming more
evident every day. Malware poses a significant threat to the
confidentiality, integrity, and availability of personal, corpo-
rate, or government data. Generally, three types of malware
have been frequently used by crackers: Spyware, Ransomware,
and Trojan Horse [1]. Spyware employs techniques to access
sensitive or confidential information to collect data, being
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regarded as the type of malware that most threatens user
privacy [2]. On the other hand, Ransomware has a unique
characteristic that, regarding privacy, allows command and
control communication with the attacker’s workstation, facil-
itating data exfiltration (illegally extracting and transferring
confidential information) prior to encryption [3]. Finally, Tro-
jan Horses can install backdoors 1 that enable surveillance and
data theft while misleading the user into making mistakes by
pretending to be a legitimate application [4].

Although each category of privacy-targeted malware op-
erates with distinct mechanisms and architectures, many of
today’s families of spyware, ransomware, and Trojans share
a common feature: once they are executed by a legitimate
operating system process, they tend to be undetectable by
security controls until the malware has fully or partially
achieved its objective [5]. This occurs mainly because they
use obfuscation techniques as an evasion method. Generally,
current malware detection techniques focus on recognizing
unobfuscated malware, and so far, there is no clear and unified
technique for detecting and understanding the patterns and
behaviors of obfuscated malware in real-time [1], [6].

Global models in FL face significant challenges during the
training process, particularly due to obfuscation techniques
employed by malware, such as packaging, encoding, and
encryption. To mitigate these obstacles, TL based approaches
have been adopted, with fine-tuning strategies carried out on
the client side. These solutions aim to enhance the general-
ization capability of the global model, even in contexts with
heterogeneous data [7].

For this reason, machine learning algorithms, especially
LNNs, are frequently utilized to analyze obfuscated privacy
malware.

The main scientific contributions of this work are an inno-
vative approach that combines Federated Learning (FL) and
Transfer Learning (TL) for malware detection, ensuring data
privacy. By utilizing real datasets and frameworks such as
Flower and TensorFlow Federated, the models achieved robust
performance (both centralized and decentralized), demonstrat-
ing the feasibility of FL in cybersecurity in a scalable and
secure manner.

Recently, there has been a significant increase in the so-
phistication of cyber attacks, particularly with the use of

1A backdoor is a method by which authorized and unauthorized users can
bypass security measures to gain the highest level of permission (Adminis-
trator) on a computer system, network, or software application.
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obfuscated malware. According to data from CERT.br, in 2024,
over 1.2 million security incident notifications were recorded,
representing a 15% increase compared to the previous year.
Among these notifications, there is notable growth in attacks
related to obfuscated malware, which complicates [8] identi-
fication and mitigation efforts by security teams.

A study by Symantec (Broadcom) indicated that 93% of
malicious files detected in 2022 were distributed via email
using obfuscation techniques, primarily in JavaScript scripts
or Office documents with malicious macros [9].

This work presents a detection system for obfuscated mal-
ware that achieves competitive metrics using advanced ML
techniques, focusing on a binary scenario that allows the
distinction between processes displaying patterns and behav-
iors associated with malicious infections, utilizing a logistic
regression model.

The overall objective of this research is to accurately detect
malicious network attacks, employing FTL to preserve the
privacy and security of institutional data. The LNN model
will be shared among cores, organizations, and edge devices,
maintaining its effectiveness.

The configuration includes edge devices, IoT, three organi-
zations (users), and a cloud server that hosts the global model,
with the possibility of expansion to more organizations as
needed. Additionally, a comparison was made between two TL
Frameworks during the experiments, and a DevOps framework
was implemented to assist in transferring the pre-trained model
to new architectures. In this context, this paper presents an
innovative approach that combines FL, TL techniques, and
hybrid models for the detection and mitigation of obfuscated
malware, contributing to the cybersecurity of corporate net-
works.

The remainder of this article is organized as follows: Section
II presents a review of related works in the area of detection
and mitigation of obfuscated malware in edge devices using
FL. Section III provides a brief overview of some basic
concepts. Section IV proposes the FL method for the detection
and mitigation of malware, along with the performance metrics
used. Section V discusses the results, and the conclusions are
presented in Section VI.

II. RELATED WORK

The problem addressed in this paper has been widely
investigated in the literature, given its relevance. Various
approaches have been proposed, seeking solutions for malware
classification using Federated Learning Frameworks.

In the analysis of the article by Karimireddy et al. [10],
the authors relate the main characteristics to identify a good
Federated Learning framework, highlight the need for a sys-
tematic analysis of FL frameworks, motivated by researchers’
decision-making, and identify suitable frameworks and future
research gaps. Thus, they analyze 14 FL frameworks (Ten-
sorflowFederated, PySyft, FATE, PaddleFL, FedBioMed, Sub-
stra, FedML, FLower, FederatedScope, OpenFL, NVFLARE,
APPFL, Vantage6, and FedN), focusing on characteristics such
as data distribution, communication topologies, and security.
Therefore, the authors conclude that FedML and Federated-
Scope stand out for their comprehensive functionalities.

In the study by Cevallos-Salas et al. [11], the authors con-
duct research on the detection and classification of obfuscated
privacy malware, using memory dump analysis techniques.
The authors develop three classifiers: a binary classifier that
distinguishes between benign and malicious samples using lo-
gistic regression, and two multiclass classifiers that categorize
malware into different types, such as spyware, ransomware,
and Trojans. The research highlights the effectiveness of a
new Ensemble architecture, where a Deep Neural Network
(DNN) model is combined with a logistic regression (LR)
model compared to traditional Machine Learning (ML) algo-
rithms, demonstrating statistically significant improvements in
performance metrics. In conclusion, the study highlights the
importance of innovative approaches in malware detection,
especially in a context where obfuscation techniques are
becoming increasingly sophisticated. The use of datasets such
as CIC-MalMem-2022 and the application of techniques like
Synthetic Minority Over-sampling TEchnique (SMOTE) to
address data imbalances are crucial steps in advancing user
privacy protection against cyber threats.

The article by Lazzarini et al. [12] proposes a method
for intrusion detection using FL. For the development of the
research, the authors utilize open-source tools and datasets,
where discrete results were achieved. To validate the research,
they used the ToN IoT dataset and CICIDS2017, performing
binary and multiclass classification with a shared artificial
neural network (ANN) model and federated averaging (Fe-
dAvg) as the aggregation algorithm. To enrich the results,
the authors evaluate three additional alternative aggregation
methods, namely FedAvgM, FedAdam, and FedAdagrad, and
compare their performances with FedAvg.

The article by Rajesh et al. [13] addresses two main chal-
lenges in intrusion detection in Industrial Internet of Things
(IIoT) networks: the scarcity of specific data and the limita-
tions of traditional Machine Learning algorithms in the face
of high dimensionality and data heterogeneity. As a solution,
the authors propose the use of Federated Transfer Learning
(FTL) combined with a new convolutional neural network
architecture, called Combo-NN, which integrates DNN and
Convolutional Neural Network (CNN). The architecture is
agnostic to the type of dataset, allowing the use of public IoT
databases. The experiments demonstrated consistent perfor-
mance between clients and the server, with minimal variations
in accuracy across iterations, achieving up to 90% accuracy in
the initial phase.

The SIM-FED article, [14] presents a malware detection
model for IoT devices based on FL and Deep Learning,
focusing on privacy preservation and security in distributed en-
vironments. The model utilizes a lightweight one-dimensional
CNN with optimized hyperparameters, reducing the need for
preprocessing and computational overhead. Among the eval-
uated aggregation strategies, FedAvg was adopted to consoli-
date local models. SIM-FED demonstrated robustness against
white-box and black-box attacks, with minimal performance
degradation, an aspect often overlooked in previous studies.
The tests conducted with the IoT-23 dataset indicated superior
performance compared to other approaches, achieving 99.52%
accuracy. This approach is particularly relevant for distributed
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and privacy-sensitive environments, such as IoT networks.
The article by Hossain et al. [15] proposes an advanced

structure based on Machine Learning for the detection of
obfuscated malware in memory dumps, considered one of
the most challenging contexts in cybersecurity. The approach
uses a comprehensive dataset, Obfuscated-MalMem2022, con-
taining benign and malicious samples, including spyware,
ransomware, and Trojans. The process includes rigorous pre-
processing steps such as normalization, encoding, and class
balancing through SMOTE. Feature selection is performed
based on chi-squared tests, mutual information, and correla-
tion analysis. The final model, based on ensemble learning
techniques, outperformed previous approaches by achieving
accuracy above 99% in both binary and multiclass classifica-
tions, demonstrating its effectiveness and robustness against
sophisticated threats.

The article of Chirp et. al. [16] proposed the Deep-HMD,
a deep learning-based model for zero-day malware detection
using data collected from Hardware Performance Counters
(HPCs), overcoming limitations of traditional software-based
approaches. The HMD methods train standard ML algorithms
on HPC events to develop accurate classifiers for detecting ma-
licious software signatures. The proposal transforms hardware
event data into images and applies a lightweight convolutional
neural network architecture with residual blocks (ResNet) to
improve detection. Nine types of malware were considered,
with four used as zero-day threats (not seen during training).
The model demonstrated superior performance compared to
traditional ML classifiers, achieving a 97% F1-score, 98%
accuracy, and 99% recall, confirming its effectiveness in
detecting unknown malware in real-time.

The Wang et. al. [17] proposed hybrid approach that
combines TL and deep learning to improve malware detec-
tion in executable files. The method involves converting PE
(Portable Executable) files into byte images and using pre-
trained networks such as DenseNet to extract complex visual
features. The model is fine-tuned with a small labeled dataset
of malware, allowing for rapid adaptation to the new domain
without significant loss of performance. The experiments
showed that this technique outperformed traditional signature-
based or heuristic methods, highlighting the robustness of
TL in cybersecurity environments with emerging threats. In
the experiments, the model achieved 97.3% accuracy, 96.8%
precision, and 97.6% recall, surpassing traditional signature-
based or heuristic methods. The results underscore the ro-
bustness of TL in detecting emerging threats in cybersecurity
environments.

In a recent work [18], the authors presented a malware
detection strategy based on TL, utilizing pre-trained models
to extract relevant features from files converted into images.
The study employs the EfficientNet architecture, which offers
an excellent balance between performance and computational
efficiency, adapted to classify PE files as benign or malicious.
The technique demonstrated robustness against obfuscated
samples, standing out for its ability to generalize to new
variants of malware with minimal training. The approach rein-
forces the potential of TL as a scalable and effective alternative
in modern information security systems. In the experiments,

the model achieved an accuracy of 98.6%, a precision of
98.2%, and a recall of 98.9%, surpassing traditional methods
based on signatures or heuristics. The approach reinforces
the potential of TL as a scalable and effective alternative in
modern information security systems.

Chen et al. [19], investigate the current challenges in
intrusion detection in networks and propose the FETLSVM
algorithm, which combines FL and TL to train models in a
decentralized manner, with encrypted sharing of parameters,
preserving data privacy. The approach is divided into three
phases: model training in the cloud, local learning within
organizations, and updating the global model. Experiments
were conducted using the dataset CICIDS2017, and the re-
sults showed that FETLSVM outperformed baseline models
(AdaBoost, GoogLeNet, AlertNet, and DeepFed) in accuracy,
especially in complex attacks. For benign samples, FETLSVM
achieved 98.89% accuracy; for Brute Force attacks, 97.23%;
for XSS, 65.35%; and for SQL Injection, 22.85%—demon-
strating significant gains in scenarios where conventional mod-
els performed much worse. These results validate the effec-
tiveness and precision of the proposed model in distributed
environments with different attack patterns.

The analyzed articles present solutions for network protec-
tion through Intrusion Detection Systems (IDS) or implement
obfuscated malware detection techniques and evaluation of FL
frameworks in isolation. The paper’s proposal is to obtain re-
sults that demonstrate the use of FL frameworks in obfuscated
malware detection as an important part of the process.

The works explore the use of ML to improve malware and
intrusion detection in general, addressing aspects of FL tech-
niques, classification techniques, and aggregation functions,
highlighting the effectiveness and challenges of this approach
in FL cybersecurity scenarios.

The differential of this article lies in its innovative approach
to detecting malicious attacks on networks, utilizing FTL with
a focus on preserving the privacy and security of institutional
data. Additionally, it stands out for its dynamic scalability to
include more organizations, providing adaptable flexibility to
real scenarios. The concern for maintaining the generality of
the model without loss of efficiency when transferred between
different cores and organizations strengthens the robustness of
the proposed solution, distinguishing it from other existing
approaches.

III. THEORETICAL FOUNDATION

Federated Learning was introduced in a Google paper in
2017 [20] and refers to the training of machine learning models
in a decentralized and collaborative manner. This technique
allows for data storage on edge devices, where models are
trained and updates are sent to a central server. FL can be
classified into three categories: horizontal federated learning,
vertical federated learning, and federated transfer learning.

A. Horizontal Federated Learning
Horizontal Federated Learning (HFL), also known as

sample-based Federated Learning, occurs when different de-
vices or locations have the same features, but different in-
stances [21].
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In 2017, Google proposed a solution for HFL to update
models on Android devices. In this model, each Android
phone trains the model parameters locally and sends updates
to a central server, allowing continuous improvement of the
model without sharing raw data [22]. For example, regional
banks may serve different customer groups but share the same
financial variables. The work of Shokri et al. [23] proposes
a collaborative deep learning scheme in which participants
train models independently and share only subsets of updated
parameters.

B. Vertical Federated Learning

Vertical Federated Learning (VFL), or attribute-based Feder-
ated Learning, applies when different organizations have data
on the same users, but with distinct variables [24].

For instance, a bank and an e-commerce company may
share a customer base in the same city. However, while the
bank holds financial and credit data, the e-commerce company
maintains browsing and purchase records. To build a predic-
tive model that utilizes both sources without compromising
privacy, VFL is applied.

Liu et al. [21] define VFL as an environment in which
different parties collaboratively train machine learning models
without exposing their raw data or model parameters.

C. Federated Transfer Learning

Federated Transfer Learning (FTL) is employed when the
datasets differ in both samples and attributes. This method
uses transfer learning to mitigate the scarcity of labeled data
and the disparity between the attribute spaces of the datasets
utilized [21].

Unlike HFL and VFL methods, which require some similar-
ity in the data, FTL allows for the adaptation of models across
distinct domains, enabling the reuse of acquired knowledge in
one context to enhance a model in another.

D. Transfer Learning

Transfer learning (TL) is a widely used technique to op-
timize the training of Machine Learning (ML) models. This
approach enables the reuse of a previously trained model on a
dataset with characteristics similar to the new dataset, reducing
the need to train the model from scratch [25].

ML models often require large volumes of data to achieve
effective learning. TL mitigates this need by allowing pre-
viously trained models to be adapted to new problems with
a smaller amount of data and in less time. This approach
significantly reduces the computational cost and has been
widely adopted by large technology companies [26].

The first reference to transfer learning in the context of neu-
ral networks was presented by Bozinovski and Fulgosi in 1976,
in the paper The Influence of Pattern Similarity and Transfer
of Learning upon Training of a Base Perceptron B2 [27].
Subsequently, in 1993, Pratt formulated the Discriminability-
Based Transfer Algorithm (DBT), significantly contributing to
the advancement of the technique [28].

E. Dataset

Datasets are structured collections of information used in
the training and testing of models, being essential for the
validation of experiments in Machine Learning and other data
processing algorithms. In this study, we utilized datasets fo-
cused on Intrusion Detection Systems and Malware Detection,
which contain samples of benign and malicious traffic.

Various types of datasets are available for different domains,
such as computer vision, natural language processing, and data
science. For this work, we employed a public dataset aimed
at Malware Detection, suitable for the context of the study.

F. FedAvg (Weighted Average Algorithm)

The FedAvg method is the most widely used for implement-
ing FL; its goal is to train models that can accurately predict
output based on an input set, considering that the data for
training the model is distributed across various edge devices.
The main advantage of FedAvg is that it allows collaborative
training without needing the samples stored on edge devices to
be transmitted to the central server; data privacy and network
overhead are two relevant points in this architecture.

By running two models from the same random initialization
and training each one separately on different subsets of data,
McMahan [20] observed that FedAvg produces surprisingly
strong performance.

G. Federated Learning Frameworks

To facilitate the implementation of FL, there are frame-
works that perform the necessary orchestration for using the
technology. The frameworks are capable of managing the
process of transferring the global model to edge devices, as
well as the reverse flow, from the edge device to a central
server. Furthermore, the framework should be responsible for
the model aggregation activity, which must take place on the
central server. Although the use of FL is quite recent, there
are several Python libraries for developing applications. We
can highlight some federated learning frameworks that stand
out in the current landscape:

• Nvidia Flare; [29].
• TFF - TensorFlow Federated; [30]
• IBM FL Community Edition; [31].
• PySyft; [32].
• Flower – Friendly Federated Learning Framework. [33].
Different tools are analyzed in this study, with those that

best fit the research objectives being selected.

H. DevOps

A set of practices that combines software development
(Dev) and IT operations (Ops). DevOps aims to shorten the
system development lifecycle while providing resources, fixes,
and updates frequently in close alignment with business objec-
tives. At the heart of the DevOps philosophy are the practices
of Continuous Integration (CI) and Continuous Delivery (CD),
which form the backbone of a successful DevOps implemen-
tation. Continuous Integration is a development practice where
developers integrate code into a shared repository frequently,
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Fig. 1. Flow of the proposed model - The diagram illustrates the complete cycle of the model development process, spanning from sample
balancing, centralized training, to decentralized execution with the Flower and TFF frameworks, culminating in the generation of the final
results.

preferably several times a day. Each integration is verified by
an automated build and automated tests to detect integration
errors as quickly as possible. This practice helps ensure
that the software is always in a state that can be released,
significantly reducing the time needed to deliver new features
and fixes [34].

IV. METHODOLOGY

The methodology describes the items that make up the
project and are used during the experiment; it also defines
the datasets to be used and the classifiers (models) that are
most suitable. The datasets need to be trained using a param-
eterized and fine-tuned classifier so that this same classifier
can subsequently train other datasets, initially with similar
characteristics.

It is important to highlight that datasets were chosen for the
work in a way that they can utilize the FL technique, focusing
on characteristics such as user data privacy, decentralization,
and collaboration. The following outlines the steps, techniques,
and preparation for the tests and training that were carried out
during the development of the project, according to the flow
in Fig. 1.

A. Datasets

To achieve the desired results in testing and training, two
data sets were selected that meet specific academic criteria,
such as the inclusion of audit records, diversity of attacks,
labeled normal traffic, and privacy assurance. Some character-
istics were noted in the choice of the data sets:

• Includes audit logs and raw network data;
• Contains a variety of modern attacks;
• Represents realistic and diverse normal traffic;
• Is labeled;
• Provides privacy assurance;
• Is accepted by the community.
The selected data sets were Malware Memory Analysis

CIC-MalMem-2022 [35] and Malware Detection Dataset [36].

B. Malware Memory Analysis CIC-MalMem-2022

The Malware Memory Analysis CIC-MalMem-20222 was
created by the Canadian Institute for Cybersecurity. This
data set is balanced, consisting of 50% malicious memory
dumps and 50% benign, covering three categories: Trojan,
Spyware, and Ransomware, containing 29.298 benign samples
and 29.298 malicious samples [35].

C. Malware Detection Dataset

The Malware Detection Dataset3, meticulously created in
a Unix/Linux-based virtual environment, comprises 100.000
observations intended to classify Android applications into
benign and malicious categories. Each observation encapsu-
lates the behavior and characteristics of a distinct application
across 35 diverse features, covering aspects such as system
calls, network activity, and permission requests. This extensive
set of features, combined with a balanced representation of
harmless and malicious software, provides a comprehensive
and granular perspective essential for the development of
reliable Machine Learning models for malware detection [36].

Obfuscated malware is malware that conceals itself to avoid
detection and eradication. The obfuscated malware dataset is
designed to test detection methods for obfuscated malware
through memory.

D. Data Preprocessing

The data extracted in its original form is not always ready
for use in classifiers, requiring preprocessing to adjust and
validate it. Data preprocessing is a data mining technique [37]
that transforms raw data into a format suitable for analysis.

Real-world data often presents inconsistencies, incomplete-
ness, and errors, as well as the absence of certain patterns.
Preprocessing serves as an effective method to mitigate these
problems [38].

2https://www.unb.ca/cic/datasets/andmal2020.html.
3https://www.kaggle.com/datasets/nsaravana/malware-detection.
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In this study, data cleaning involves filling in missing values,
smoothing noisy data, and resolving inconsistencies. Subse-
quently, data integration is performed, consolidating different
representations and eliminating redundancies.

After this stage, the data is normalized and divided into
training and testing sets. This practice, widely adopted in the
literature, includes a separate validation set, used exclusively
to evaluate the model’s final performance. This work adopts
a 70% split for training and 30% for testing, using the train-
test-split strategy [39].

In decentralized training, the dataset is partitioned according
to the number of clients, defining the size of each partition.
The train-test-split function from the sklearn library is used to
assist in this process. For the application of Federated Learning
(FL) associated with Transfer Learning (TL), we use FedAvg
as the aggregation function and models based on Local Neural
Networks (LNN), chosen based on previous studies [40], [41].

The approach employed in this study includes FL with
Recurrent Neural Networks (RNN) in a centralized format
(FL server), and in a decentralized format (10 FL clients), we
utilize LNN, TensorFlow Federated (TFF), and Flower with
FedAvg to assess the model’s effectiveness. Additionally, we
incorporate DevOps techniques for knowledge transfer (TL).

Fig. 2 illustrates the application of Federated Transfer
Learning (FTL), a paradigm where multiple organizations
or devices collaborate in training a model without sharing
private data. The diagram also represents the DevOps Pipeline,
responsible for automatically creating, testing, and deploying
a pre-trained model to perform TL.

At the top of the diagram, the central cloud represents the
global server, which stores the initial model trained with an
external dataset. This model is distributed to all institutions,
which can refine it before using it internally. Each institution
generates its own local model, tailored to its specific data.

Periodically, the parameters of the local models are aggre-
gated on the central server using techniques such as FedAvg
for updating the global model. After this update, the model is
sent back to the devices or organizations for the next round
of training.

In the proposed scenario, focused on the financial sector,
each organization or device conducts training locally, keeping
its data private and without the need to share it with the central
server. In the corresponding diagram, the local models are
represented as Model 1, Model 2, ..., Model k, illustrating
the flow of learning between the participating institutions and
the global server. The involved organizations — such as banks
and financial institutions — contribute to the federated training
through internal servers (D1, D2, ..., Dk), without exposing
sensitive information. Edge devices, such as laptops and
smartphones, also integrate into the computational process,
enabling collaborative learning while preserving privacy.

However, the heterogeneity among different branches of
activity can directly impact the performance of the federated
model, influencing aspects such as: (i) the variability of
local data, which complicates the convergence of the global
model; (ii) the effectiveness of knowledge transfer in Trans-
fer Learning-based architectures, especially when the feature
space is not shared among domains; and (iii) the capacity of

the model to generalize in environments with low statistical
similarity between the data (non-IID).

As illustrated in Fig. 2, training in FL occurs at the level
of edge devices or organizations, while TL leverages a pre-
trained model within a DevOps pipeline. This model reduces
training time, the need for large volumes of data, and improves
generalization. For the development of the models, we use
two Federated Learning frameworks, evaluating criteria such
as client-side training capability, server-side aggregation, and
communication efficiency. Additionally, we check whether the
frameworks support simulation, ensuring the reproducibility of
experiments.

E. Flower Framework

The Flower Framework [33] was originated as a research
project at the University of Oxford and is distributed by the
German company Adap GmbH. Developed as a flexible and
open-source framework for Federated Learning (FL), it stands
out for its ease of use, comprehensive documentation, and
independent configuration, allowing machine learning (ML)
models to be easily adapted to the federated setting.

Flower enables customization, extension, or replacement
of components, making it suitable for new aggregation al-
gorithms and research applications. Additionally, it features
interoperability with different operating systems, support for a
wide variety of devices, and scalability for millions of clients.
However, it does not include native functionalities for privacy,
monitoring, deployment, or orchestration.

In this study, Flower is applied to the CIC-MalMem-2022
and Malware Detection Database datasets after data prepro-
cessing. LNN is then used to train the proposed model. The
training and evaluation of the ML model are carried out using
PyTorch, considering metrics such as loss, accuracy (ACC),
area under the curve (AUC), recall, and precision, for both
the training and test data over 10 epochs.

F. TensorFlow Federated (TFF)

TensorFlow Federated (TFF) [30] is an open-source frame-
work for FL, developed by Google, initially focused on
mobile keyboard predictions and on-device research. TFF is
actively used by Google, allowing for the adaptation of Tensor-
Flow/Keras models to federated settings, as well as providing
support for TensorBoard and enabling the implementation of
custom aggregation algorithms.

To simulate a FL scenario, the training data (Xtrain and
ytrain) and test data (Xtest and ytest) are equally divided among
NUM CLIENTS clients and stored in a list called client data.
Each client receives 4.354 samples, except for three clients
that receive one extra piece of data, resulting in the following
distribution: clients 1 to 3 have 4.355 samples, while clients 4
to 10 have 4.354 samples in the CIC-MalMem-2022 dataset.
In the Malware Detection Dataset, each client receives 7.500
samples.

In this study, TFF is applied with the same configurations
and proportions as Flower, both on the server and on the
clients, ensuring compatibility between the two approaches.
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Fig. 2. Federated Transfer Learning Diagram - The figure illustrates the FTL architecture, structured into three main stages: the first shows
the global model stored in the cloud and the process of parameter exchange; the second describes the DevOps Pipeline responsible for the
automated deployment of the pre-trained model; and the third highlights two decentralized processing scenarios using FL, demonstrating the
interactions between clients and the central server.

For the execution of the experimental tests, the follow-
ing frameworks and libraries were used: Python 3.10, Ten-
sorFlow 2.14, PyTorch 2.1, Flower 1.5.0, and TensorFlow
Federated (TFF) 0.61. The experiments were conducted in
a computational environment with the following hardware:
Intel® Core™ i7-1255U processor (10 cores, 12MB of cache,
frequency up to 4.7GHz), Windows 11 Home 64-bit operating
system (in Portuguese), integrated Intel® Iris® Xe GPU with
shared graphics memory, and 16GB of DDR4 RAM (2x8GB).

V. RESULTS

The results obtained in the tests demonstrate excellent per-
formance on the CIC-MalMem-2022 and Malware Detection
datasets, using TFF and Flower. For a more detailed analysis,
the metrics ACC, Precision, and Recall are evaluated, and the
confusion matrix for each model (centralized and decentral-
ized) from the conducted tests is also generated. Furthermore,
the training time for each model is analyzed.

A. Results in Centralized Tests

The results obtained from the CIC-MalMem-2022 dataset
using TFF and RNN indicate that the ACC progressively in-
creases, stabilizing at 0.9992 starting from the 6th epoch. The
metrics Precision, Recall, and AUC reach values of 0.9994,
0.9992, and 0.9992, respectively, in the tests conducted on the
FL server. The consistent trajectory of these metrics signals
stability and convergence of the model. Fig. 3 illustrates the
values of the ACC, Precision, and Recall over the epochs.

The tests conducted with the Malware Detection dataset and
TFF, as shown in Fig. 3, second graph, show that the ACC
starts at 0.9443 and reaches its best index of 0.9997 in the
10th epoch, indicating that the model efficiently captures the
patterns of the test data, demonstrating an excellent ability to
generalize.

The AUC rises from 0.9442 to 0.9998, indicating perfect
separation between the classes.

The model exhibits excellent metrics in both Precision and
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Fig. 3. Centralized Diagram - Test result Accuracy, Precision and Recall.- Figure (3a): TFF with CIC-MalMem-2022 dataset (centralized). -
Figure (3b): TFF with Malware Detection dataset (centralized). - Figure (3c): Flower with CIC-MalMem-2022 dataset (centralized). - Figure
(3d): Flower with Malware Detection dataset (centralized). Each subfigure presents Accuracy (blue), Precision (green), and Recall (red)
metrics.

TABLE I
COMPARATIVE RESULTS BETWEEN TFF AND FLOWER - TEST - CENTRALIZED

Dataset ACC Initial Best ACC AUC Loss Precision Recall Time Framework Samples
CIC-Malware 0.9975 0.9992 (6ª época) 0.9992 0.0018 0.9994 0.9992 36s TFF 13.064
Malware Detection 0.9443 0.9997 (10ª época) 0.9998 0.0016 1.0 0.9994 68s TFF 22.500
CIC-Malware 0.9996 1.0 (3ª época) 1.0 0.0014 1.0 1.0 23s Flower 13.064
Malware Detection 0.9992 1.0 (2ª época) 1.0 0.0002 1.0 1.0 46s Flower 22.500

Recall during training and testing, with AUC close to 1.0.
The testing and training time of TFF in Malware Detection is
68 seconds, a relatively optimal value considering the larger
number of records and the lower dimensionality of the dataset.

The tests with the Flower Framework on the CIC-MalMem-
2022 dataset Fig. 3, third graph, show consistent and high
ACC, starting at 0.9996 and reaching 1.0 in the 3rd epoch,
with a slight decrease to 0.9998 in the 9th epoch. This drop
may be associated with fluctuations in the test data.

The Precision rises from 0.9994 in the 1st epoch to 1.0
in the 2nd epoch, with a partial drop to 0.9997 in the 9th,
ending at 1.0 in the 10th epoch. The Recall maintains values
of 0.9998 for the 1st and 2nd epochs, then reaches 1.0 for the
remaining epochs, except in the 10th epoch where it returns
to 0.9998. The training time in the Flower Framework is 23
seconds, demonstrating efficiency.

In the tests conducted on the Malware Detection dataset
with Flower, the ACC starts at 0.9992 in the 1st epoch,
reaching 1.0 in the 2nd epoch and maintaining that value until
the 10th epoch. The Precision follows the same trend but starts
at 0.9984 in the 1st epoch. The Recall maintains an index
of 1.0 for all epochs. Despite the excellent results, constant
metrics may indicate that the model does not learn significantly
after the initial epochs. The training time of Flower is 46
seconds, shorter than the time for the same model trained with
TFF.

The Table I summarizes the results of the tests conducted
on the centralized model application.

In Table II, the results of the centralized tests for the
TFF and Flower models are presented. It is noted that the
Flower model stands out significantly, exhibiting superior
performance across the two analyzed datasets. Notably, the
values for False Positives (FP) and False Negatives (FN)

reached minimal levels, going down to zero, which highlights
the model’s effectiveness in correctly classifying the samples.
This performance suggests greater accuracy and reliability of
Flower compared to TFF in detecting the analyzed instances.

B. Results in Decentralized Testing

In the experiments with decentralized FL, the average values
of the test metrics ACC, Precision, Recall, and AUC are also
extracted over the epochs.

The decentralized model trained with TFF on the CIC-
MalMem-2022 dataset, using 10 clients with approximately
1,306 records per client, achieves good values of ACC, starting
at 0.9992 in the first epoch and reaching its best value of
0.9998.

The metrics for Precision, Recall, and AUC reach values
of 1.0, 0.9997, and 1.0, respectively, in a time of 36 seconds.
Notably, AUC demonstrated 1.0 in all epochs. The results for
the metrics of ACC, Precision, and Recall can be observed in
the first graph in Fig. 4.

In the Fig. 4, the third diagram, illustrates the results of the
Flower Framework applied to the CIC-MalMem-2022 dataset
in the decentralized test. The ACC applied to the test set starts
at 0.9996, reaching 1.0 in the 2nd epoch. The AUC follows
the same pattern, beginning at 0.9977 and achieving 1.0 in the
4th epoch. The model execution time is approximately 128
seconds per client; despite the time being longer than TFF
with the same dataset, it presents better results. This can be
observed in the FP and FN in Table IV.

Lastly, Fig. 4, the fourth diagram, illustrates the results
of the Flower Framework applied to the Malware Detection
dataset in the decentralized test, where the tests for ACC start
at 1.0 in the 1st epoch and remain at that value until the end.
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TABLE II
CONFUSION MATRIX - COMPARISON BETWEEN TFF AND FLOWER - CENTRALIZED TEST

TFF - Centralized Test Flower - Centralized Test
TFF + CIC-Malware TFF + Malware Detection Flower + CIC-Malware Flower + Malware Detection

Epoch TN FP FN TP TN FP FN TP TN FP FN TP TN FP FN TP
1 6578 17 16 6453 34889 8 7 35096 6591 4 1 6468 11185 18 0 11297
2 6588 7 13 6556 34895 2 4 35099 6595 0 1 6468 11203 0 0 11297
3 6590 5 10 6459 34894 3 1 35102 6595 0 0 6469 11203 0 0 11297
4 6590 5 8 6461 34895 2 1 35102 6595 0 0 6469 11203 0 0 11297
5 6590 5 7 6462 34895 2 0 35103 6595 0 0 6469 11203 0 0 11297
6 6590 5 6 6463 34897 0 0 35103 6595 0 0 6469 11203 0 0 11297
7 6590 5 5 6464 34896 1 1 35102 6595 0 0 6469 11203 0 0 11297
8 6591 4 15 6454 34897 0 1 35102 6595 0 0 6469 11203 0 0 11297
9 6590 5 6 6463 34897 0 0 35103 6595 0 0 6469 11203 0 0 11297

10 6590 5 7 6462 34897 0 0 35103 6595 0 0 6469 11203 0 0 11297

Fig. 4. Decentralized Diagram - Test result Accuracy, Precision and Recall - Figure (4a): TFF with CIC-MalMem-2022 dataset (Decentralized).
- Figure (4b): TFF with Malware Detection dataset (Decentralized). - Figure (4c): Flower with CIC-MalMem-2022 dataset (Decentralized). -
Figure (4d): Flower with Malware Detection dataset (Decentralized). Each subfigure presents Accuracy (blue), Precision (green), and Recall
(red) metrics.

TABLE III
COMPARATIVE RESULTS BETWEEN TFF AND FLOWER - DECENTRALIZED TEST

Dataset ACC Initial Best ACC AUC Loss Precision Recall Time Framework Samples
CIC-Malware 0.9992 0.9998 - 5ª época 1.0 0.0035 1.0 0.9997 36s TFF 1.306
Malware Detection 0.9961 1.0 - 8ª época 1.0 0.0014 0.9999 1.0 86s TFF 2.250
CIC-Malware 0.9996 1.0 - 2ª época 1.0 0.0002 1.0 1.0 128s Flower 1.306
Malware Detection 1.0 1.0 - 1ª época 1.0 0 1.0 1.0 46s Flower 2.250

In the tests, AUC starts at 0.9950 and reaches 1.0 in the 3rd
epoch, remaining constant until the last epoch. The training
time is 46 seconds.

Goodfellow et al. [42] highlight that high and consistent
ACC with a low and consistent loss during training and testing
are indicative that the model does not show signs of problems.
This behavior may occur due to the ease of classifying the data
or the high suitability of the model for the task.

However, it is observed that the comparative results between
TFF and the centralized Flower test are presented in Table
1; however, the most relevant results are not described or
discussed, which contributes to a better understanding of the
results.

The same occurs with the presentation of results in Table
III. Table I shows that both frameworks achieve excellent
performances in ACC, AUC, Precision, and Recall, close to
or equal to 1.0; however, Flower achieves the best results in

fewer epochs and with less time. In the CIC-Malware, Flower
reaches an ACC of 1.0 by the 3rd epoch, compared to the 6th
epoch for TFF.

In Malware Detection, Flower achieves 1.0 by the 2nd
epoch, while TFF requires 10 epochs. It is also noted that
Flower is more efficient in execution time, consuming fewer
seconds per experiment, which can be relevant in contexts
with computational constraints. In Table III, it is observed that
TFF and Flower demonstrate almost perfect performance, with
ACC, AUC, Precision, and Recall metrics close to or equal
to 1.0. The Loss values in Flower are lower, indicating less
classification error during testing.

Regarding speed and convergence efficiency, Flower is
superior to TFF, achieving an ACC of 1.0 by the 1st epoch
for the Malware Detection dataset, and by the 2nd epoch for
CIC-Malware, while TFF requires 5 to 8 epochs to achieve
similar performance. This demonstrates a greater learning
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TABLE IV
CONFUSION MATRIX - COMPARISON BETWEEN TFF AND FLOWER - DECENTRALIZED TEST

TFF - Decentralized Test Flower - Decentralized Test
TFF + CIC-Malware TFF + Malware Detection Flower + CIC-Malware Flower + Malware Detection

Epoch TN FP FN TP TN FP FN TP TN FP FN TP TN FP FN TP
1 6591 4 7 6462 10422 781 473 10824 6591 4 1 6468 11203 0 0 11297
2 6591 4 7 6462 10829 374 304 10993 6595 0 1 6468 11203 0 0 11297
3 6591 4 2 6467 10923 280 72 11225 6595 0 42 6427 11203 0 0 11297
4 6595 0 12 6457 10947 256 21 11276 6595 0 0 6469 11203 0 0 11297
5 6595 0 2 6467 11192 11 58 11239 6595 0 0 6469 11203 0 0 11297
6 6595 0 7 6462 11183 20 21 11276 6595 0 0 6469 11203 0 0 11297
7 6593 2 2 6467 11203 0 31 11266 6595 0 0 6469 11203 0 0 11297
8 6595 0 2 6467 11203 0 27 11270 6595 0 0 6469 11203 0 0 11297
9 6595 0 2 6467 11203 0 13 11284 6595 0 0 6469 11203 0 0 11297

10 6595 0 7 6462 11203 0 7 11290 6595 0 0 6469 11203 0 0 11297

efficiency of Flower in the decentralized environment. In terms
of execution time, Flower in CIC-Malware is greater (128s
compared to 36s for TFF), suggesting that the efficiency of
ACC comes at a higher computational cost in this case. For
the Malware Detection dataset, Flower is faster (46s) than TFF
(86s), showing better performance in both quality and time in
this scenario. Another positive point for Flower is that despite
the sample sizes, it maintains its performance superior to or
equal to TFF.

Comparative Analysis between TFF and Flower
Performance in Centralized Scenario (Table I):
• Final Accuracy: Both frameworks achieve excellence

(ACC ≥ 0.9992); however, Flower reaches 1.0 on both
datasets, slightly surpassing TFF (0.9992 to 0.9998).

• Convergence Speed: Flower shows a significant advan-
tage, achieving the best accuracy already in the 2nd and
3rd epochs, while TFF requires the 6th and 10th epochs.

• Computational Efficiency: Flower exhibits a shorter exe-
cution time compared to TFF (23s vs. 36s) on the CIC-
Malware dataset and Malware Detection (46s vs. 68s).

Performance in Decentralized Scenario (Table III):
• Stability: Flower maintains perfect performance (ACC

≥ 0.9996 across all epochs), while the TFF reaches
ACC (≥ 0.9992), indicating greater sensitivity to the data
distribution.

• Communication Overhead: Flower’s processing time in-
creases drastically in decentralized environments using
the CIC-Malware, while TFF maintains stable times. This
suggests that TFF may be more suitable for networks with
latency constraints. Although both frameworks achieve
high ACC (≥ 0.9992), the choice between TFF and
Flower depends on the scenario:

• Priority on maximum ACC: Flower is ideal, especially in
centralized environments.

• Applications sensitive to latency: TFF offers a better
balance between time and performance in decentralized
systems when applied to the CIC-Malware dataset, which
contains a smaller number of samples.

Flower’s perfect results (Table III) require caution; we
suggest future analyses with unbalanced datasets to assess
robustness.

This can also be observed in the confusion matrix of the
table IV, where the values of FP and FN remain at zero since
the first epoch.

VI. CONCLUSION

The analysis of the results obtained with the FL models,
using the CIC-MalMem-2022 and Malware Detection datasets,
confirms an excellent performance, both in centralized and
decentralized configurations. The metrics (ACC), (Precision),
(Recall), and (AUC) are close to 1.0, combined with the results
from the confusion matrix, reflecting the models’ ability to
learn and generalize efficiently, as well as their operational
efficiency in terms of training time.

The Flower framework demonstrates superior performance
in both centralized and decentralized scenarios, while the
TFF framework excels in execution time in tests conducted
with the CIC-MalMem-2022 dataset using the decentralized
model. However, it has a longer execution time when applied
to Malware Detection, which involves a larger amount of
data. These findings emphasize the importance of selecting the
most suitable approach for the specific needs of the project,
indicating that both TFF and Flower play crucial roles in the
evolution of malware detection solutions.

The model applied to the detection and mitigation of ob-
fuscated malware demonstrates high efficiency on the utilized
datasets, validating the effectiveness of FL in this area. Despite
some limitations, such as the need for minimum infrastructure,
use of simulated data, presence of non-IID data, and absence of
tests against adversarial attacks, the results are promising. The
proposal shows potential for application in real environments
that require high security and privacy preservation, such as
hospitals, financial institutions, and research centers.

These results reinforce the need for continuous evolution
and optimization of learning techniques to strengthen cyber-
security, which is essential in an increasingly digital world. In
this way, we encourage the academic community and profes-
sionals in the field to deepen their studies and investigations,
further exploring the potential of FL in combating threats and
protecting data.

For future research, it is suggested to explore alterna-
tive aggregation methods such as FedAvgM, FedAdam, and
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FedAdagrad, as well as to enhance the FTL technique, since
there are no FL frameworks with this native functionality. It is
also proposed to conduct studies with eXplainable AI (XAI)
approaches, such as federated SHAP or federated attribution
maps, focused on FL. These areas remain underexplored in
academia, presenting promising opportunities for the devel-
opment of more efficient models for IoT devices and edge
devices. We also propose to mitigate vulnerabilities when
malicious clients attempt to inject modified updates with the
aim of weakening the model using false positive samples.
Another proposal is the creation of a probabilistic mechanism
to classify malware by offensive performance level, assisting
in the assessment of the severity of threats and in prioritizing
defensive responses in distributed environments.
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(UNESP – São José do Rio Preto), and a Ph.D.
in Computer Science from the Advanced Network
Security Laboratory at UNESP (LARS/UNESP –
Bauru). He was affiliated with the Federal University
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