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Abstract—FrodoKEM, a Kkey encapsulation mechanism
(KEM) based on the learning with errors (LWE) problem,
would be included for standardization by the International
Organization for Standardization (ISO) and recommended
for post-quantum cryptography (PQC) migration by the
BSI (German Federal Office for Information Security) and the
ANSSI (French Cybersecurity Agency). It is closely related to the
challenging time-computational problem inherent to algebraically
unstructured lattices. However, hardware implementations of
this scheme are required to verify its effectiveness in real-
world applications. To the best of our knowledge, this is the
first hardware implementation of FrodoKEM using High-
Level Synthesis (HLS), which meets all requirements of the
version submitted for standardization to ISO. The proposed
design started with the profiling of the reference C software
implementation using Valgrind software tools, to identify the
functions that are the most time-consuming. The advantages of
the proposed implementation include a 34% improvement in the
speed metric of the Key Generation module in comparison with
the reference software implementation. The results show that the
key generation, encapsulation, and decapsulation use 26 %, 39 %,
and 32 %, respectively, of the total area utilization on the Artix-7.

Link to graphical and video abstracts, and to code:
https://latamt.ieeer9.org/index.php/transactions/article/view/9651

Index Terms—Lattice-Based Cryptography, Post-Quantum
Cryptography, FrodoKEM, High-Level Synthesis (HLS), FPGA.

I. INTRODUCTION

NE of the biggest challenges of current cryptography is
how not to lose its security when the quantum computer
arrives and thus not generate fear among users. Peter Shor
demonstrated that computational problems such as discrete
logarithms and bigger integer factoring can be solved faster
in a hypothetical quantum computer making traditional public
key cryptography ineffective [1]. Then, to address the above
issue, post-quantum cryptosystems have been proposed such
as Hash-based, code-based, and Lattice-based cryptography
among others [2].
According to NIST (National Institute of Standards and
Technology) from the U.S. Department of Commerce, actual
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public key cryptography infrastructure took almost 20 years
to implement and it will necessary a great effort to guarantee
a secure migration from current cryptosystems widely used
to the new quantum computing resistant. Therefore, NIST in
December 2016 requested nominations for Public-Key post-
quantum cryptographic Algorithms and its goal is to stan-
dardize PQC systems that achieve the highest security against
attacks from both classical and quantum computers. Then, the
proposed NIST evaluation parameters were security analysis,
performance, and implementation characteristics.

Agencies such as BSI and ANSSI have decided to recom-
mend for PQC migration, in addition to the algorithms stan-
dardized by NIST, more conservative ones like FrodoKEM, a
key-encapsulation mechanism based on algebraically unstruc-
tured lattices that would be included for standardization by
ISO, and was part of the third round of the NIST process.
Thus, in this work, we have implemented the ephemeral
FrodoKEM-640 -SHAKEI128 algorithm on an FPGA (Field
Programmable Gate Array) using High-Level Synthesis and
compared its performance with similar works. Using this
language, we carried out one first hardware implementation
for the later design of this algorithm using a traditional HDL
(Hardware Description Language) to achieve better perfor-
mance.

This paper makes the following contributions:

1) A profile of the reference C software implementation
submitted to ISO standardization is developed to identify
the most time-consuming functions, prioritizing their
implementations in hardware.

2) Parallel design of the Gaussian samplers S and E for the
FrodoKEM-640 considering a constant time.

3) Improvements to the reference C software implementa-
tion for speeding up the generation of large public matrix
(A) using SHAKE128, securing protection against side-
channel attacks (SCA) by fly generating one row of A.

4) Hardware design of the key generation, encapsulation,
and decapsulation modules of FrodoKEM-640 using
HLS to reduce time-consuming design, achieving a good
trade-off between speed and area.

5) An analysis of clock cycles and the area of the key
generation implementation to determine which blocks
required improvement in future versions.

The rest of this paper is organized as follows. Section II
introduces related research works. Section III explains the
background. Section IV describes the methodology. In Section
V, we explain the experimental results and discussions in
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detail. Finally, conclusions are given in Section VI.

II. RELATED WORKS

Since the request for the nomination of PQC algorithms by
NIST, several have been presented; however, some have not
been implemented in hardware due to their complexity. For
hardware implementation, the NIST team suggested the use
of Cortex-M4 for microcontrollers and AMD Xilinx Artix-7
for FPGA. This decision was to facilitate comparison between
hardware performance data.

In [3], the authors presented the first hardware implemen-
tation of an area-optimized hardware architecture of a lattice-
based cryptographic scheme, implementing the standard-LWE
encryption on a Spartan-6 FPGA. It incorporates a fast-discrete
Gaussian sampler, designed to generate samples in parallel and
without delay to the critical path. The implementation results
show that this encryption scheme can achieve competitive
performance compared to ring-LWE hardware designs. Finally,
this work discusses the security advantages of standard lattices
over ideal lattices, emphasizing that standard-LWE does not
require the additional security assumptions associated with
structured ideal lattices. This aspect highlights the robustness
of the proposed scheme against potential attacks.

In [4], the authors implemented the version of FrodoKEM
submitted to the first round of NIST on microcontrollers and
FPGA. For hardware implementation, they used cSHAKE (Se-
cure Hash Algorithm-3) [5], and AES (Advanced Encryption
Standard) as a pseudo-random number generator (PRNG). The
design used a vector-matrix multiplication operation for car-
rying out the matrix-matrix multiplication (called matrix mul-
tiplication) to save area. The FPGA implementation achieves
output rates of 51 results per second for key generation and
encapsulation, and 49 results per second for decapsulation.
However, this hardware implementation required more than
three million cycles to generate the result. The ARM (Ad-
vanced RISC Machine) implementation also shows optimized
memory allocation, fitting well within the constraints of em-
bedded microcontrollers.

To achieve parallelization of some operations, particularly
vector-matrix multiplication, in [6] the authors used Trivium
instead of cSHAKE, which does not comply with the re-
quirements of the proposal submitted to NIST. The authors
also explore the integration of first-order masking into the
decapsulation module, which is essential for countering side-
channel attacks. This addition improves security and comple-
ments the overall performance enhancements achieved through
parallelization. The use of Trivium improves both area and
speed compared to the previous works, and they use a directive
not to generate BRAM (Block RAM); however, it does not
specify the number of clock cycles required to generate the
result.

In [7], the authors studied how to improve the matrix
multiplication using the Strassen algorithm achieving im-
provements up to 30% over the straightforward FrodoKEM
approach. However, according to the authors, this approach
only applies to AES128 and matrices must be stored entirely.
This technique may be useful for high-speed devices with an

AES accelerator and no area constraints, but it is not suitable
for low-area.

Authors in [8] introduce a discrete Gaussian sampling hard-
ware design that is both efficient and flexible. The design can
support various sampling parameters, making it adaptable for
different cryptographic applications. A critical feature of the
proposed design is its constant-time behavior, which eliminates
timing side-channel attacks. This is achieved by ensuring
that all memory elements are accessed simultaneously, thus
preventing any timing discrepancies that could be exploited.
The design employs a Cumulative Distribution Table (CDT)
approach, reduces table size through Gaussian convolutions,
and utilizes a fusion tree search algorithm. This combination
results in a compact and fast sampling technique, marking the
first hardware implementation of the fusion tree search algo-
rithm. The design has an advantage because can support the
discrete Gaussian distributions used in Falcon and FrodoKEM.

Because of the complexity of PQC algorithms, it is essential
to explore methodologies like HLS and co-design to speed
up hardware implementation time. For example, authors in
[9] presented the implementation of FrodoKEM, Round5, and
Saber. The matrix multiplication and SHAKE128/256 hash
functions were implemented in RTL (Register Transfer Level)
and the rest of the scheme in the ARM core. This analysis
provides valuable insights into the performance characteristics
of these schemes under this new benchmarking framework.
The results show that the total speed-up for all analyzed
schemes exceeds a factor of 7, with the highest speed-up rea-
ching 28.4 for the FrodoKEM scheme. This indicates that the
proposed SW/HW co-design approach can lead to substantial
performance improvements in PQC implementations.

In [10], the authors presented the hardware implemen-
tation of FrodoKEM, using a similar methodology to the
previous work. This implementation is specifically designed
for hardware-constrained environments like smart meters, ad-
dressing the need for quantum-secure cryptographic solutions
in these applications. A novel SoC (System-on-Chip) - FPGA
architecture is proposed to accelerate the most time-consuming
operations of the FrodoKEM scheme. This approach allows
for a more efficient execution of the cryptographic routines,
which is crucial for the performance of smart meters. The
work provides a detailed analysis of the execution time and
hardware resource usage of the proposed SoC implementation.
Experimental results indicate that the execution time is reduced
to one-third compared to the benchmark software implementa-
tion, demonstrating the effectiveness of the proposed solution
in enhancing performance for smart meter applications. How-
ever, there is no information concerning the total area of the
design and the number of clock cycles used.

In [11], the authors use an HLS-based design methodology
for extensive design-space exploration. This methodology is
useful for generating RTL descriptions from high-level speci-
fications, allowing design optimizations for specific constraints
like area and latency. This work discusses optimizations like
loop unrolling and loop pipelining that improve the latency
of PQC implementations. These optimizations are crucial for
enhancing the efficiency of hardware designs. The FrodoKEM
implementation results using a Virtex-7 FPGA are 128031
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LUT (Lookup Table) and 117736 clock cycles for encapsu-
lation, and 179290 LUT and 335891 clock cycles for decap-
sulation.

The authors in [12] deployed the FrodoKEM (version 2021)
scheme over a RISC-V (Reduced Instruction Set Computer)
using hardware/software co-design that supports all three pa-
rameter sets of the scheme. To enhance performance, this work
introduces tightly coupled hardware accelerators specifically
designed for the computationally intensive tasks involved
in FrodoKEM. The authors provide a detailed performance
analysis, demonstrating speedup factors of up to 8.13 when
comparing the accelerated design to plain software implemen-
tations. This shows the effectiveness of the proposed hardware
acceleration.

In [13], the authors claim to be the first to implement
GPU (Graphics Processing Unit) acceleration for three post-
quantum key exchange algorithms: FrodoKEM, NewHope,
and Kyber. This is a notable advancement as it explores the
potential of using CUDA (Compute Unified Device Archi-
tecture) for processing these algorithms, which are critical in
the context of quantum resistance in cryptography. The work
presents two distinct implementation strategies: batch mode
and single mode processing on multiple GPUs. This dual
approach allows flexibility in executing, catering to different
computational needs and environments. For FrodoKEM-976 a
significant speedup of 50.6x was achieved for KeyGen, 44.2x
for Encaps, and 36.9x for Decaps compared to the reference
C software implementation.

In [14], the authors introduced optimized techniques for
parallel matrix multiplication specifically for FrodoKEM-640
- AES. This implementation leverages the vector registers and
vector instructions available in ARMv8 processors, allowing
efficient computation of matrix operations. The proposed
method can compute 80 elements of the output matrix simul-
taneously, significantly enhancing performance. The authors
also used the build-in AES accelerator for AES encryption
on the ARM processor, and applied these techniques to the
FrodoKEM-640 scheme, further enhancing performance. In
the best-case scenario, the FrodoKEM implementation with
the AES accelerator demonstrated a performance increase of
3.33x compared to the reference C software implementation.

Authors in [15] introduced a new implementation of
FrodoKEM-AES using the ARM Neon instruction set as a
baseline, which already set speed records on Apple’s Ml
and M3 processors. The work presents an AMX (Apple
Matrix eXtensions) instruction implementation that improves
upon the ARM Neon, showcasing the potential of AMX for
enhancing cryptographic performance. The authors explored
various matrix multiplication strategies and introduced a novel
technique for generating matrix A in FrodoKEM-AES. They
utilized AMX-unique genlut instruction for Gaussian sam-
pling, achieving improvements of up to 418% compared to
the ARM Neon implementation.

As described above, most of the previous hardware im-
plementation were for the version of FrodoKEM submitted
to the first round of NIST. However, the actual version of
FrodoKEM (2024) uses SHAKE instead of cSHAKE; the
Gaussian parameter ¢ was modified from 2.75 to 2.8; the
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TABLE I
SI1ZES IN BITS FOR seedgsg AND seedgq;; FOR FRODOKEM

FrodoKEM-640 FrodoKEM-976 FrodoKEM-1344

lensg 256 384 512
lengsait 256 384 512

eFrodoKEM-640 eFrodoKEM-976 eFrodoKEM-1344
lensg 128 192 256
lengqrt 0 0 0

generation of pseudo-random bits for error matrices S and E
in KeyGen and S’, E’, and E” in Encaps were changed, and
to reduce the risk of batch attacks targeting multiple keys, it
includes the hash value of the public key pkh in the calculation
of the random bit-string r. This last part modifies the scheme
by adding the SHAKE function to the key generation and
encapsulation algorithms. In this work, we contribute to the
state-of-the-art of PQC hardware implementation, presenting
the design and synthesis results of the up-to-date version of the
FrodoKEM key-generation, encapsulation, and decapsulation
modules and exploring the capabilities of the profiling tools
and the HLS design flow.

III. FRODOKEM KEY-ENCAPSULATION MECHANISM
A. Learning with Errors

In 2005, Regev introduced the learning with errors problem
[16]. This mathematical problem has become fundamental in
PQC due to its assumed resistance to attacks from quantum
computers.

LWE can be defined as follows: Let n, ¢ € Z*, and an
‘error’ probability distribution x on Z,. Let A, be the
distribution, e € Z, been an error sampled from x, s € ZZ;
been the secret, a € Z, being uniformly chosen at random,
and generating as output:

(a,b=<a,s>+e mod q) € Zy,Z, (1)

The challenge in the LWE problem is to find out the secret
vector s given many pairs of (a;,b;) where each pair follows
the equation above. Without the error (i.e., e = 0), it would
be relatively easy to find the secret vector s. However, with the
small error (e) added to each equation, the problem becomes
more difficult. So far, no quantum algorithm is known that can
solve this problem in polynomial time.

B. FrodoKEM

FrodoKEM is a post-quantum Kkey-encapsulation mecha-
nism, which means that it is designed to exchange keys se-
curely between two parties. It uses the LWE problem involving
noisy linear equations to achieve cryptographic security [16].
It is part of the family of lattice-based cryptographic schemes
that rely on unstructured lattices, making it more conservative
in terms of security assumptions.

It is designed for IND-CCA (Indistinguishability under
Chosen Ciphertext Attack) and has three versions, FrodoKEM-
640, FrodoKEM-976 and FrodoKEM-1344 for NIST security
levels 1, 3 and 5. Each security level matches or exceedes
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Fig. 1. Key Encapsulation Mechanism.

the brute-force security of AES-128, AES-192, and AES-256.
To pseudo-randomly generate a large public matrix (called A)
there are two approaches. The first one is to use AES128
for achieving hardware acceleration, and the second one is
SHAKEI128 for providing better performance in the absence
of AES hardware acceleration.

Ephemeral instances of FrodoKEM (eFrodoKEM-640,
eFrodoKEM-976, and eFrodoKEM-1344) are only meant for
applications that ensure a small number of ciphertexts (e.g.,
28), optimal for resource-constrained environments such as
those used for the Internet of Things environment. Table I
shows the values of seedsr and seedg,;; for each one of the
versions.

Fig. 1 shows the diagram block of the Key Encapsulation
Mechanism, which has three main components:

1) Key generation: Alice generates a public and secret key
pair, and sends the public key to Bob. The public key
contains a matrix A and some noisy values related to a
secret vector S.

2) Encapsulation: Bob uses the public key to encapsulate a
shared secret key. He sends the ciphertext to Alice and
keeps the shared secret.

3) Decapsulation: Alice receives the ciphertext and uses her
secret key to decapsulate it, recovering the same shared
secret.

Algorithm 1 FrodoKEM.KeyGen

Input: None.

Output: (pk, sk).

: sl|seedsp||z & U({0, 1}1ensHenseeaspHens)

: seedq < SHAKE(z,leny)

: A< Frodo.Gen(seed,)

. bit_string + SHAKE(0X5F||seedsg, 32nf)
bit_string < (r®,r(1) . pEn-1)

: ST « Frodo.Sample(r® +(D_ _ r2=1) 5 pn)

E <« Frodo.Sample(r(™) prntl) - p@na=1) 4 7)

B+ AS+E

: b < Frodo.Pack(B)

. pkh + SHAKFE(seed 4||b,lens)

10: return pk < (seeda||b), sk < (s||pk||S™||pkh)

T R S

R A4

SS

Decapsulation ’

Secret Key (SK)

The LWE problem is used to generate the key-pair as the
matrix B = AS + E, this generates multiple tuples (a;,b;).
According to this principle, the matrix operations are the most
time-consuming. The three components are carried out by the
algorithms KeyGen, Encaps, and Decaps [17].

In this paper, we present the hardware implementation of
ephemeral FrodoKEM-640 - SHAKE128, which focuses on
accelerating the key generation described in Algorithm 1. It
uses uniformly random values to generate the required seeds.
FrodoKEM uses a large n x n matrix with coefficients in
Zq denoted as A and generated with the function Frodo.Gen
as shown in line 3 and using SHAKEI28. To perform the
sampling, a random bit string of length 16-bit denoted by r()
is required for each coefficient of the matrix. The random
bit strings are initially generated using either SHAKEI128
(in FrodoKEM-640) or SHAKE256 (in FrodoKEM-976 and
FrodoKEM-1344), using a fixed prefix and a newly generated
random seed as input shown in line 4. The secret (S) and
error (E) matrices are sampled from a Gaussian distribution
as shown in lines 5 and 6 through the Frodo.Sample() function.
It takes a seed that is expanded to uniformly distributed
values and then redistributed to Gaussian samples that form
the matrices [12]. Then, the generated matrices are processed
according to line 7 to generate matrix B, which is processed
using the function Frodo.Pack() (line 8). Finally, a SHAKE
is required to generate pkh as shown in line 9. The public
key pk is composed of the seeds and b, and the private
(secret) key is derived from the public key, the hashed public
key (pkh), a uniform vector (s), and the secret matrix (S7).

Algorithm 2 describes the key encapsulation component of
FrodoKEM. It shares some functions with Algorithm 1, such
as the Gaussian sampling Frodo.Sample to create the matrices
S’, E’, and E" as seen in lines 4, 5, and 6. Frodo.Gen manages
the generation of A according to line 7, and Frodo.Pack in
lines 9 and 13 transforms a n; X ng matrix C in Z, into a
byte array. The remaining functions are Frodo.Unpack in line
10 does the reverse process by transforming a byte array to an
ny X ny matrix C in Zg4, and Frodo.Encode encodes bit strings
of length [ = B -M? as  x W matrices in Z, as shown in line
12. The decapsulation algorithm is not shown because it shares
almost the same fundamental operations as encapsulation and
the only different function is Frodo.Decode which performs
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Fig. 2. Functional blocks of the FrodoKEM Key Generation.

the reverse operation of Frodo.Encode.

Algorithm 2 FrodoKEM.Encaps

TABLE 11
DEFINITION OF SHAKE128 FUNCTIONS

Input: (pk = seed 4||b), p.
Output: (ct, ss).

1: pkh <+ SHAKE(pk,lensec)

2: seedgg||k < SHAKE(pkh||u||salt,lensg + lensec)

3: (0 (D) p@rntnn—1) o GHAKE(0X96||seedsy, 16(n +

m)

4: 8" « Frodo.Sample(r(®) v p7=1) 7 p)

5: E' + Frodo.Sample(r(®™) p(nntl)  pQnn—1) p 7)

6: E'" < Frodo.Sample(r(2™m) y(2nn+1) ...,r(zﬁ”'*'ﬁz_l),ﬁ,ﬁ)
7: A+ Frodo.Gen(seed4)

8: B'+ S'A+ E'

9: Cy + Frodo.Pack(B")

10: B - Frodo.Unpack(b,n,n)

11: V+ S'B+ E"
12: C +~ V + Frodo.Encode(p)

13: Cy < Frodo.Pack(C)
14: ¢t = C1]|Ca2||salt
15: ss < SHAKE(ct||k,lensec)
16: return ct, ss

1V. METHODOLOGY
A. Profiling

The first step of the proposed methodology is to carry
out a software profiling of the C code implementation. This
process analyzes the code to obtain the most time-consuming
functions, including the number of calls and the percentage
of the total execution time. With this tool, we can understand
the behavior of the code, analyze its functions based on the
time results, and focus on which ones could be accelerated in
hardware.

B. Design of FrodoKEM Key Generation with HLS

The second step is to determine the suitability of the C
code for HLS synthesis. It is important to mention, that
in most cases some modifications are required. The most
important functions are improved after evaluating the code
with the profiling process. Fig. 2. shows the functional blocks
of KeyGen, where all the buses have 16-bit.

Fig. 3 shows the functional blocks of the encapsulation
component. The buses are 16-bit unless otherwise specified.

NAME INPUT (bytes) OUTPUT (bytes)
SHAKEI28_S 16 16
SHAKE128_10240 18 20480
SHAKEI128_640 18 1280
SHAKEI128_16 9616 32

We can see that key generation and encapsulation share some
blocks. The decapsulation functional block is not included
because it shares similar blocks to encapsulation.

We focus on the hardware implementation of the
SHAKEI128 instances (including the one used to generate the
matrix A) and the matrix multiplication. SHAKE128/256 are
extendable-output functions (XOFs) from the SHA-3 algo-
rithm above mentioned. The XOFs functions are based on the
Keccak algorithm, which is based on the Sponge construction.
The Sponge Keccak algorithm is carried out as follows:
initially, the input is padded, then absorbed and concatenated
with zeros to increase its security, then the Keccak function
makes some random permutations and rounds, and finally, the
squeezing stage generates the output. In the next section, we
will see that most of the design area is used by the SHAKE128
function, so it is important to improve it [18]. In Table IT we
show all the SHAKE128 functions for the KeyGen algorithm
with its input and output sizes in bytes.

The E and S matrices are sampled from the distribution
x- The process starts with the expansion of the seed value
coming from a SHAKEI128_10240 to a set of uniformly
distributed values. These values are then redistributed into
Gaussian samples, which establish the matrices. The values
of S and E matrices are stored as a vector in different RAMs.

The other time-consuming operation is the matrix multipli-
cation, it has 640 x 640 elements or coefficients of 16-bit each.
The rows of A are generated on the fly by SHAKE128_640
function and stored in a RAM, then they are multiplied by
the columns of S, and the addition with E is performed
sequentially in the same clock cycle and the result is stored



URBANO-MOLANO AND VELASCO-MEDINA et al.: FRODOKEM HARDWARE IMPLEMENTATION

927

kh seedSE r
pk > SHAKE128_16 LN —>»| SHAKE128_S > »| SHAKE128_10304
pk = seed, Il b / k Sﬁ
hd T 0x96 Il seedgg
v
L y| Frodo.Gen) dC Frodo.Pack E Matrix_Mul Purd Frodo.Sample() |«
SHAKE128_640 1 rodo.Pack() atrix_Mult < El rodo.Sample() |<€
Bl X v o} Co
»  Frodo.Unpack() »|  Matrix_Mult Riing Frodo.Encode() »|  Frodo.Pack()
> |—>
ot
ot=Cy Il Ce<
Y SS
> » SHAKE128_8 —>»
ctllk

Fig. 3. Functional blocks of the FrodoKEM Encapsulation.

back.

The Frodo.Pack() function is employed to transform a
matrix of dimensions n; X ne, represented by B, into a byte
matrix of dimension Z,. This is achieved by reading the matrix
row by row, from the least significant coefficient to the most
one, and then concatenating the resulting values to produce a
bit string.

Finally, the hardware was optimized using HLS-specific
C directives. To improve the performance in the Matrix
Multiplication block, we have used pragmas (directives) such
as array_partition to split large arrays of 16-bit variables
that can be accessed in parallel. Similarly, unroll allows some
loop iterations to run in parallel as well and reduce iterations.
For the other functions, we use pipeline, which facilitates the
execution of operations within a loop, allowing the iterations to
be performed simultaneously. Additionally, an interface with
ap_memory is used to specify that a variable should be treated
as a memory interface. This pragma allows control of the
access and storage of the data, influencing the behavior of
the synthesis tool for memory usage.

In order to verify the design, we adapted the Python script
provided by the FrodoKEM team to generate the test vectors,
stored them in a text file, and then imported them into the
HLS C code for co-simulation purposes. We used AMD Xilinx
Vivado HLS 2020.1 tools and an FPGA Artix-7 xc7a200t-
ffg1156-3. The generated VHDL code was synthesized on
the Artix-7 using Vivado 2020.1 and on the Stratix IV
EP4SGX230KF40C2 using Intel Quartus Prime 21.1 Standard
Edition, which was possible because no specific libraries or
Megafunctions were used.

V. RESULTS
A. Profiling Results

This section presents the profiling and synthesis results. To
achieve the profile of FrodoKEM, it is essential to know from

TABLE III
RESULTS OF THE REQUIRED CYCLES FOR EACH
ALGORITHM FROM THE FRODOKEM-640 VERIFICATION

Algorithm Cycles
Key Generation 3028723
Encapsulation 3141530
Decapsulation 3114443

the software implementation, the time required to perform the
functions KeyGen, encapsulation, and decapsulation. This time
allows us to know the percentages of the execution times for
each function.

The profiling of the original benchmark code was obtained
using Valgrind on a desktop computer with the following
specifications: an AMD Ryzen 9 5900X processor, a clock
speed of 3.7 GHz, 32 GB of RAM, and Ubuntu 20.04.

The reference C software implementation has a Known
Answer Test (KAT) file including one hundred values with
tuples containing the seed, secret key (sk), public key (pk),
ciphertext (ct), and shared secret (ss) values. The KAT file and
the FrodoKEM-640 scheme are simultaneously executed for
one second to perform the verification, doing 1222 iterations
for the key generation, 1178 for encapsulation, and 1188 for
decapsulation. It also provides a mean of the required cycles
for each algorithm as shown in Table III.

Profiling was performed by running the verification process
but simultaneously with Valgrind. The following results were
obtained: 27.80% of the execution time is for key generation,
28.53% for encapsulation, and 43.25% for decapsulation.

Fig. 4 shows the profiling results for key generation. As
expected, matrix multiplication was the most time-consuming
function with 80.50%. The next function was SHAKEI28
including its variants with 7.94% followed by Frodo.Pack with
5.22%. For the Matrix_ Mult, SHAKE128 is the most time
consuming with 92%.
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TABLE IV
HARDWARE IMPLEMENTATION RESULTS FROM
FRODOKEM-640 KEY GENERATION

Algorithm LUTs  FFs BRAM DSp [max Clock

(MHz) Cycles Frodo.Unpack
Original 133564 87891 25.0 640 1222 7428950
Improved 35398 20648 10.5 1 135 2009322
aFrequency is estimated by Vivado HLS. sox
Fig. 5 shows the profiling results for encapsulation. As o%
expected, matrix multiplication was the most time-consuming
function with 74.00%. The next function was SHAKE128 setzs

including its variants with 9.9%, Frodo.Pack with 5.0%, and
Frodo.Unpack with 4.8%. Analyzing the Matrix-Mult, we
observed that the SHAKE128 function is the most expensive,

with an execution time of 94%. Fig. 5. Profiling results for FrodoKEM Encapsulation.

Fig. 6 shows the profiling results for decapsulation. As
expected, matrix multiplication was the most time-consuming
function with 75.50%. The next function was Frodo.Unpack
with 9.8% followed by SHAKEI128 including all its variants
with 7.6%. For the Matrix_ Mult, SHAKE128 has an execution
time of 93.80%.

B. Synthesis Results o
Considering the above results, we carried out the HLS

design of the three components, beginning with KeyGen and a1z e 75.5%

focusing on the SHAKE128, Matrix_Mult, and Frodo.Pack

functions. Table IV shows the results from the reference C

software implementation with only a few modifications. The

area was 99% LUTs, 33% FFs, 86% DSPs, and 3.5% BRAM Frodo.Unpack

of the total available resources on the Artix-7. Moreover, the

number of clock cycles was approximately twice as high as

the software implementation. We modified some functions and

found specific features of HLS that allow improvements to the

code. The pragmas’ implementation allowed us to achieve the

best results.

9.8%

Fig. 6. Profiling results for FrodoKEM Decapsulation.

Matrix_Mult
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Matrix_Mult

Frodo.Pack
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Frodo.Pack 0.28%

80.5%

Oth, 0.47%
Matrix_Mult ers

97.6%
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Fig. 7. Visualizing clock cycle distribution by block in FrodoKEM-

640 KeyGen.
Fig. 4. Profiling results for FrodoKEM Key Generation.
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Ref. Scheme FPGA Algorithm LUTs FFs BRAM DSP Fmax (MHz) Clock Cycles
This work FrodoKEM Artix-7 KeyGen 35398 20648 10.5 1 135 2009322
This work FrodoKEM Stratix IV KeyGen 28838 20731 12.0 4 167 2009322
This work FrodoKEM Artix-7 Encaps 52068 31095 13.0 5 124 3739692
This work FrodoKEM Stratix IV Encaps 36706 30820 18.0 8 164 3739692
This work FrodoKEM Artix-7 Decaps 43616 23081 18.5 5 122 3847377
This work FrodoKEM Stratix IV Decaps 29216 22946 22.0 12 161 3847377

[11]* FrodoKEM Virtex-7 Encaps 136998 44284 - - 100 366609

[11]® FrodoKEM Virtex-7 Decaps 82307 14461 - - 100 220344

[11] CRYSTALS-Kyber Virtex-7 Encaps 1307815 11699 - - 67 31669

[11] CRYSTALS-Kyber Virtex-7 Decaps 1977896 194126 - - 67 43018

[19]P CRYSTALS-Kyber  ZYNQ-104  Key/Enc/Dec 31807 19820 32.0 290 208 132777

[11] Classic McEliece Virtex-7 Encaps 840430 60270 - - 100 3787729

[11] Classic McEliece Virtex-7 Decaps 870908 79962 - - 100 10659024

[20] HQC Artix-7 KeyGen 11484 8798 6.0 - 150 40247

[20] HQC Artix-7 Encaps 16487 13390 10.0 - 152 89110

[20] HQC Artix-7 Decaps 18739 15243 18.0 - 152 193082

[21] BIKE ZYNQ-7000 KeyGen 13567 11621 40.0 - 100 13784

[21] BIKE ZYNQ-7000 Encaps 23260 15571 96.0 - 100 633

[21] BIKE ZYNQ-7000 Decaps 37160 38118 96.0 35 100 13548

2 Correspond to the version submitted to the first round of NIST.
b Clock cycles correspond to key generation. For encaps and decaps,

TABLE VI
ENERGY CONSUMED BY FRODOKEM-640

Algorithm  Platform  Latency (us) Power(mW) Energy (mJ)
KeyGen Arﬁx—7 14883.9 3.63 54.0
Stratix IV 12031.9 921.56 11088.1
Encaps Art@x»7 30158.8 4.51 135.8
Stratix IV 232279 932.48 21659.6
Decaps Artix-7 315359 3.94 124.2
Stratix IV 23896.8 920.37 21993.9

Fig. 7 shows the clock cycle distribution by block in
FrodoKEM-640 KeyGen. We can see that the matrix multi-
plication block used most of the clock cycles, followed by the
Frodo.Sample and SHAKE128 blocks.

Matrix_Mult used 22.64% of the area, and SHAKE128_640
accounted for 95.50%. We can infer that the four SHAKE128
blocks utilized 89.10% of the total area. With this information,
along with the clock cycle distribution, we can conclude that to
speed up the algorithm, we must first enhance the SHAKE128
blocks and matrix multiplication. Table VI shows the energy
consumption of each algorithm when executing one operation.
This values are estimated by the time required to get the results
(latency) and the power measurements given by Vivado and
Quartus.

C. Comparison Results

To the best of our knowledge, this is the first work focused
on an HLS hardware implementation of the eFrodoKEM-640 -
SHAKEI128 scheme. Although a direct comparison cannot be
made due to the lack of similar HLS implementations of the
same algorithms, we have chosen to present various works that
involve hardware implementations of KEMs using HL.S, which
have been synthesized on different FPGAs. This includes
CRYSTALS-Kyber and other schemes that have advanced to
the fourth round of NIST.

they are 149777 and 57481, respectively

Table V presents the synthesis results for the three compo-
nents. The keyGen algorithm demonstrated a 34% reduction
in clock cycles compared to the reference software implemen-
tation, achieving 67 operations per second on the Artix-7 and
83 operations per second on the Stratix-IV. A fair comparison
with previous work is not feasible due to differences in the
FPGA and the algorithms used, as mentioned earlier. Our
results reflect more trade-offs than other schemes, as they
require less RAM blocks and DSP resources. Compared to
the HQC scheme, FrodoKEM requires more area and more
clock cycles.

VI. CONCLUSION

In this paper, we present the hardware implementation of
the FrodoKEM-640 scheme for PQC and its SHAKE128 vari-
ant using High-Level Synthesis. We improved the reference
C software implementation and applied a set of directives
that allowed optimizing the implementation, obtaining good
synthesis results with speed improvements in the KeyGen
component. The implementation results show that our design
uses 26% of total area utilization on the Artix-7 for the
key generation, 39% for the encapsulation, and 32% for the
decapsulation. Furthermore, our results contribute to validating
that FrodoKEM can be implemented in hardware. To achieve
a better performance, it is necessary to implement the scheme
using software/hardware co-design, optimizing the SHAKE
and matrix multiplication blocks. Additionally, we consider
that an RTL implementation of the scheme is required for
future development. Furthermore, although our design has fol-
lowed the standard’s recommendations to ensure a protection
against SCA, a detailed study of these and other attacks is
essential.

One of our main concerns was that developing a pure RTL
implementation of a PQC scheme could be time-consuming
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and require a hardware development team. Once HLS op-
timization is complete, a full design can be achieved in a
relatively short time. This proves to be an excellent design
tool for hardware validation of PQC schemes in the current
NIST call for additional digital signature proposals, where
development time presents a challenge.
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