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Systematic Analysis of Critical Factors for Value
Management in Cybersecurity

Vicente Merchan-Rodriguez

Abstract—Existing studies indicate that cybersecurity ranks
among the top priorities for IT spending in telecommunications
organizations, and that value management is critical for defining
effective cybersecurity policies and strategies that enable efficient
resource allocation. This study aims to analyze and synthesize
existing research on the critical factors underpinning the
strategic relevance of value management in the cybersecurity of
telecommunications organizations. A systematic literature review
(SLR) following the PRISMA methodology was conducted across
three phases: planning, execution, and reporting. The Consensus
tool was used to search the Semantic Scholar, IEEE Digital
Library, Scopus, and ScienceDirect databases, yielding 950
articles. After rigorous screening and eligibility assessment, 49
key articles were selected for qualitative synthesis. Python-based
tools were used for bibliometric analysis. Results show that 2023
recorded the highest publication output, with the journal
Sustainability leading in article distribution. Inter-institutional
collaboration and organizational culture emerged as the themes
generating the greatest research interest. Six recurring categories
were identified, consolidating the critical success factors (CSF) of
value management in cybersecurity within telecommunications
companies. The findings suggest that effective cybersecurity
value management requires a holistic, risk-based approach that
integrates human, technical, and strategic dimensions.
Organizations must prioritize continuous adaptation and
resilience against evolving threats by leveraging collaborative
ecosystems and information-sharing mechanisms. Furthermore,
embedding cybersecurity within broader business, innovation,
and value-creation agendas is essential for sustaining competitive
advantage and stakeholder trust. Compliance with standards and
the application of economic models for risk quantification ensure
regulatory alignment and long-term financial sustainability.

Link to graphical and video abstracts, and to code:
https://latamt.ieeer9.org/index.php/transactions/article/view/10932

Index Terms—value management, critical
success factors, telecommunications.

cybersecurity,

1. INTRODUCTION

HE Netskope's 'Cloud and Threat Report 2025' [1]
reveals that the lack of robust cybersecurity strategies in
the telecommunications sector represents a critical and
growing risk; it highlights that many operators still lack
comprehensive policies for the constant monitoring of cloud
and web traffic, which facilitates espionage campaigns such as
those perpetrated by Salt Typhoon, which achieved persistent
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and stealthy access to telecom networks. A recent study
examines proactive cybersecurity strategies in  the
telecommunications sector and highlights that effective digital
security management significantly strengthens corporate
reputation, user trust, and organizational value [2]. Another
study found that cybersecurity contributes between 11% and
20% to the value of each strategic initiative in which it is
involved at the business level, with an estimated median of
US$36 million per initiative, making cybersecurity a strategic
driver of growth in the telecommunications sector [3].

According to Watson & Bergman [3], there are six key
areas of value creation where cybersecurity actively
participates, so we have each of these with their respective and
potential contribution margins: 1. Technology adoption and
construction (54%); 2. Strengthening brand trust and
reputation (56% - 72%); 3. Improved customer experience
(48%); 4. business transformation and innovation (11% and
20% of the value generated); 5. Expansion into new markets
(35%), and 6. Development of new products (36%).

According to Chitopoulos [4], telecommunications
companies occupy a unique position as guardians of the global
digital infrastructure and must continually innovate to remain
competitive. In addition, each new technology deployed,
whether 5G, IoT, cloud computing, among others, expands the
attack surface while generating value for customers, users, and
shareholders. This paradox forces operators to make strategic
decisions: investing more in cybersecurity can slow
technology adoption, while prioritizing innovation without
adequate controls exposes them to significant risks.

Cybersecurity strategies have positioned themselves as a
key element in the security of contemporary companies,
encompassing a wide variety of approaches, from emerging
threat strategies and the role of artificial intelligence [5], [6],
[7], [8] to regulatory and compliance frameworks [9], [10],
[11]; through risk management and organizational resilience
as a fundamental strategy [12], [13].

Value management practices applied to cybersecurity in the
telecommunications sector are an emerging field that seeks to
integrate principles of maximizing organizational performance
with the formulation of digital protection strategies. The BS
EN 12973:2020 standard [14] defines Value Management
(VM) as a holistic concept oriented towards strategic decision-
making by integrating principles, drivers, and tools to
maximize organizational performance [15]. In the context of
telecommunications, applying these practices is critical to
transforming cybersecurity from a cost center to a strategic
value multiplier.

Some studies on VM practices in organizations cover
theoretical approaches, practical frameworks and applications
in various sectors, exploring repetitive activities, competencies
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and conceptual models that integrate value management to
maximize the potential of investments in information systems,
even defining some of these practices on a model based on
structural, process and relational competencies [16];
identification of drivers and long-term value creation [17];
value management in decision-making and innovation [18];
and, barriers to the adoption of value management as a
strategic proposal for improvement [19].

Rowe [20] points out that SLR is a valuable research
method, especially for achieving objectives such as
summarizing existing work, examining current contributions
and findings, and outlining alternative frameworks or prior
research paths. SLR, as a research method, is a means of
identifying, evaluating, and interpreting all available research
and answering research questions [21], [22]; therefore, it is a
crucial component of this research process. It allows a critical
focus on the existing primary evidence on the critical value
management factors for the design or formulation of
cybersecurity strategies in telecommunications companies. A
well-executed SLR can identify critical value management
success factors for formulating cybersecurity strategies and
reveal patterns and trends that might go unnoticed in isolated
studies [23].

The objective of this work is to analyze and synthesize
existing studies on critical factors that support the importance
of value management in cybersecurity processes of
telecommunications organizations. This study is classified as a
secondary study because it is a review of primary studies. This
work is  pertinent to  Ecuador's  Ministry  of
Telecommunications because it is leading the update of the
national cybersecurity policy and strategy.

The work is organized as follows: in section 2, we provide
an overview of cybersecurity and value; Section 3 describes
the method used for this review; Section 4 presents the results
of the review after first providing an overview of the studies,
the research methods used, the quality of the method and a
description of the studies; Section 5 discusses limitations,
strength of evidence, and future studies; and, section 6
concludes the work.

II. BACKGROUND

A. Cybersecurity

Cybersecurity is a broad concept within information
security, encompassing technologies, practices, policies, and
measures to protect information systems, computer networks,
devices, and data from unauthorized access, malicious attacks,
data theft, fraud, and other risks in the digital world [24].

According to Schiliro [25, p. 11], 'Cybersecurity is the
collection and coordination of resources, including personnel
and infrastructure, structures and processes, to protect
cyberspace-enabled networks and computer systems against
events that compromise integrity and property rights, resulting
in some type of loss'.

Some material perspectives related to cybersecurity that we
can consider are:
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e 'Security has been defined as a process of protecting
an object from physical damage, unauthorized access,
theft, or loss, maintaining a high level of
confidentiality and integrity of information about the
object, and making information about that object
available whenever needed' [26, p. 66].

e 'The activity or process, skill or capability, or state by
which information and communications systems and
the information contained therein are protected and/or
defended against damage, unauthorized use or
modification, or exploitation' [27, Sec. C].

e 'Protect individuals, society, organizations, and
nations from cyber risks. With the note: «Protecting
means keeping cyber risk at a tolerable level» [28,
Sec. 3.6].

As we can see, the conceptualization of cybersecurity
ranges from IT policies and infrastructure to processes, with
DHS's definition guiding our literature review.

Recent systematic reviews of cybersecurity strategies in the
telecommunications sector highlight several emerging threats
and corresponding protective measures. These studies
emphasize the need for multi-layered security approaches,
advanced technologies, and collaborative efforts among
stakeholders to improve resilience against cyberattacks. Such
is the case with ransomware and APTs as critical
infrastructure threats [29], the transition to 5G integrating Al
and ML [30], and zero trust architecture [31]. While these
reviews underscore the importance of robust cybersecurity
measures, they also reveal gaps in current practices,
suggesting that continued adaptation and investment in
cybersecurity are vital to the telecommunications sector's
resilience in the face of evolving threats.

B. Value

In research, the term value is rarely defined in isolation, but
linked to an object: quality, satisfaction, attitudes, co-creation
of value, axiological values, etc. Even so, traits are repeated:
evaluation, desirability, and judgment. In the Dictionary of the
Royal Spanish Academy [32], value is defined as: 'Degree of
usefulness or aptitude of things to satisfy needs or provide
well-being or delight'.

Value from the perspective of IT governance and
management frameworks is primarily understood as the
positive impact of IT investments and services on business
performance and objectives, rather than as a purely technical
attribute. In the specific case of IT governance, 'IT business
value' is defined as the impact of information technology on
organizational performance at the process and organizational
levels, including efficiency and competitiveness [33]. This
value is a direct consequence of good IT governance practices
(e.g., COBIT and ITIL) [33], [34].

A systematic review of the benefits of IT initiatives
proposes that IT wvalue is a multidimensional set of
informational, transactional, transformational, and strategic
benefits that contribute to organizational outcomes [35]. These
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benefits include, for example, better decision-making
information, transaction automation, process changes, and new
strategic capabilities [35].

C. Value Management

The term value management was introduced in 1974 by the
U.S. General Services Administration, which refers to it as a
group decision-making process used to increase or achieve
value in areas ranging from the development of business
strategies to the solution of technical problems [36]. Its
application is based on three key concepts: 1. a function that
defines needs in terms of purpose, without associating them
with specific solutions; 2. a cross-functional team that
incorporates diverse knowledge and perspectives to enrich the
analysis; and 3. A structured and creative process that allows
an alternation between creativity and analysis (lateral and
vertical thinking) [37].

The Institute for Value Management (IVM) [38] defines
value management in academic terms as a conceptual and
methodological approach that guides existing management
systems towards the systematic creation of sustainable value,
through value-based and role-based thinking, collaborative
behavior, and the use of structured methods to optimize the
relationship between stakeholder needs and resources used.

According to the EN 1325:2014 [39] and EN 12973:2020
[40] standards, value management is an underlying concept
that is applied within current management systems and
approaches, based on value- and function-oriented thinking,
and dedicated to motivating people, developing capabilities,
promoting synergies and innovation, to maximize the overall
performance of the organization.

Value management in cybersecurity has become a
fundamental pillar for telecommunications companies, given
the increasing sophistication of threats and the strategic
importance of digital assets. The critical success factors (CSF)
that reinforce the relevance of this management range from
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corporate governance, strategic intelligence and efficient asset
management, to the development of an organizational culture
oriented towards security and continuous innovation [41],
[42], [43], [44], [45], [46], [47], [48], [49], [50]. Recent
literature highlights that success in cybersecurity depends not
only on technological solutions but also on alignment with
business objectives, staff training, regulatory compliance, and
the ability to anticipate and respond to incidents. These CSF
enable telco companies to protect their competitive advantage,
strengthen customer trust, and boost their resilience in a
dynamic digital environment.

II1. METHOD

Starting from the initial idea, a traditional literature review
was carried out that evidenced the scarcity of specific
publications. Although the concept of value has been studied
in various disciplines, few works address its application to
cybersecurity strategies, an emerging topic with a limited
bibliography available.

Given this situation, an SLR was considered the most
appropriate method to delve into the research topic. To ensure
methodological rigor, the guidelines recommended by
Kitchenham & Charters [22] were followed.

A SLR allows for the synthesis of large volumes of
information and is especially useful for answering questions
about the effectiveness of approaches or identifying gaps in
knowledge [51]. The method consists of a structured process
for identifying, evaluating, and methodically interpreting
existing studies on a topic or phenomenon of interest [22] as
shown in Fig. 1.

As a complement, the PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-analyses) flowchart [52]
was used to structure the process into three main phases:
identification, screening, and eligibility and inclusion of
studies.

( B e
Phase 1 —

Planning the Review

>

® Develop review protocol

e Set inclusion and
exclusion criteria

. J .

Phase 2 —

Conducting the Review

e Define research questions e Search academic databases
Select primary studies
e Assess study quality

Extract relevant data

Phase 3 —

Reporting the Review

e Synthesize findings
e Analyze and discuss results

® Present conclusions

Fig. 1. Three-phase process followed for the SLR, adapted from Kitchenham & Charters [22].

A. Planning the Review
1) Research Question

RQ: What are the critical factors that underpin the
strategic relevance of value management in the
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cybersecurity  strategies of  telecommunications
organizations?

2) Search Terms
For this phase, the research question was considered.
Therefore, Table I shows the key terms in Spanish and
English to be entered into the selected databases.

TABLE 1
SEARCH TERMS AND BOOLEAN STRINGS USED IN THE
SYSTEMATIC DATABASE QUERY

Concepts Chain
Value Management 'Value management' OR 'Value administration'
OR '"Value creation' OR '"Value protection'
Cybersecurity 'cybersecurity' OR 'cyber security' OR 'IT
security' OR 'Information Security’
Telecommunication '"Telecommunication' OR 'Telco'

Critical success factors  'success factors' OR 'risk factors'

3) Bibliography Retrieval
This study focuses on journal articles and proceedings.
The search string was used in major online databases,
including Semantic Scholar, IEEE Digital Library,
Scopus, and ScienceDirect, which were selected for their
complementary nature and relevance to the study.

a) Inclusion and exclusion criteria.

Studies published in Spanish and English between
2020 and 2026 were considered, including research and
review articles, peer-reviewed papers, book chapters, and
conference proceedings addressing the research topic.
This time range was selected because it coincides with the

publication of the BS EN 12973:2020 value management
standard and the consolidation of technologies such as
5G, IoT, and edge computing in telecommunications.
These developments have redefined -cybersecurity
requirements and attack surfaces. Excluded materials
included preprints, blog entries, web content, theses,
technical reports, gray literature, presentations, case
reports, and white papers.

b) Quality Assessment Checklist.

Selected studies were evaluated using a set of key
questions assessing their relevance to the research object.
Each article was examined for explicit focus on value
management critical success factors and coverage of
cybersecurity or closely related domains. Responses were
coded on a trichotomous scale (Yes, Partially, No).

c) Tools and techniques for data visualization
and management.

The analysis employed Al tools: Asta.allen, Consensus,
and Python, to support the identification, filtering, and
synthesis of literature on critical success factors for value
management in cybersecurity within telecommunications
organizations.

B. Conducting the Review

Initially, 950 articles were obtained through a search using

keywords relevant to the study. This resulted in 49 articles, as
shown in Fig. 2.

The recovered articles were imported into BibTeX format

from the Parsifal tool to manage them centrally.

Records identified from databases
(n =950)

Records identified from trial registers
(n = 0) — Not applicable

IDENTIFICATION Sources: Semantic Scholar, IEEE . ,
Digital Librarv. Scopus, ScienceDirect Records identified from other sources
& R pus, (websites, reference lists, contact with authors)
(n=0)
Records after duplicates removed Records excluded
(n=645) (n=305)
SCREENING 950 identified — 305 automatically _’ Discarded during automatic duplicate

excluded = 645 screened

removal and initial filtering

\ 4

Full-text articles assessed for eligibility

(n=337)
ELIGIBILITY /v

Articles ranked by relevance, timeliness,
strength of evidence and research quality

A 4

Studies included in qualitative synthesis
(n=49)

INCLUDED

Studies included in quantitative
synthesis / meta-analysis
(n = 0) — Not applicable;

Full-text articles excluded, with reasons

(n = 288)

Not original research (n = 67)
Wrong study design (n = 52)
Irrelevant to topic (n = 48)

No full text available (n = 35)
Duplicate publication (n = 31)
Outdated or superseded (n = 29)
Incomplete data (n = 14)
Language other than English (n = 12)

narrative/qualitative synthesis only

Fig. 2. PRISMA flow diagram summarizing the identification, screening, eligibility assessment, and inclusion of studies.
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IV. RESULTS

A. Publication Time Trends

Fig. 3 shows the temporal distribution of the 49 studies
selected for the review between 2020 and 2025. The number
of publications increased from 3 in 2020 to 7 in 2021, 13 in
2022, and 15 in 2023, then to 6 in 2024 and 5 in 2025. This
distribution provides an initial descriptive view of the
literature included in the review and shows that most of the
selected evidence is concentrated between 2022 and 2023.
However, publication frequency alone is insufficient to
explain the critical factors that support value management in
cybersecurity, nor should it be taken as evidence of the
evolution or relevance of the research field. Therefore, this
temporal characterization is used only as a starting point for
the analysis of results, which is subsequently extended to
examine the thematic patterns, critical success factors, and
relationships identified across the selected studies.

14

12

10

Number of articles

2020 2021 2022 2023

Publication year

2024 2025

Fig. 3. Temporal distribution of the 49 included studies by publication year
(2020-2025).

B. Author Productivity

Fig. 4 shows that Sawik, Saqib, and Islam recorded two
verified publications each, while the other authors contributed
one. Although this result points to limited recurrence among the
ten most productive authors, it would be misleading to associate
this pattern with a lack of scholarly interest. The figure reflects
only the literature published and indexed during the period
examined; consequently, it does not capture the full extent of

ongoing research on value management in the
telecommunications and cybersecurity fields. From a
bibliometric perspective, this pattern suggests moderate

fragmentation and shared leadership within the field.

The time required by journals and publishers to review,
approve, edit, and index manuscripts is one factor that may help
explain the relatively low publication frequency observed. This
process can postpone the visibility of recent studies, particularly
near the cutoff date of the analysis. This balanced structure may
reflect a developing research field characterized by horizontal
participation, where multiple contributors engage at similar
levels of productivity. For this reason, the results should be
regarded as a snapshot of the scientific output available at a
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specific point in time, rather than as a definitive indication of the
international academic community’s interest in the topic.

Sawik, Tadeusz

Saeed, Saqib

Islam, Shareeful

Mancuso, Alessandro

- . R

[} Zebrowski, Piotr
|

é’ Melaku, Henock Mulugeta

Silaule, Carol B.

Makhubele, Lean M.
Mamorobela, Stevens P.

Suayyid, Sarah A.

=
[
[ 5]

Publications

Fig. 4. Ten productive authors identified in the reviewed literature, ranked by
number of verified publications on value management and cybersecurity.

C. Distribution by Journals

Fig. 5, the dominance of Sustainability, which alone accounts
for slightly more than one-fifth of the 49 reviewed studies,
indicates that a significant portion of the academic discourse is
absorbed by interdisciplinary = venues  encompassing
sustainability, management, technology, and systemic
transformation. The Journal of Cybersecurity and Privacy's
notable presence, capturing nearly one-sixth of publications,
reflects the field's strong connection to security, privacy, and
technological governance. At the same time, IEEE Access,
Sensors, and Neural Computing and Applications reinforce its
applied and technological dimensions, together accounting for
over a quarter of the corpus and signaling a substantial
engineering-oriented readership. SA Journal of Information
Management, International Journal of Information Technology,
and Pressacademia further extend this scope into organizational,
technical, and economic dimensions of value management, even
though each contributes a comparatively modest 5.3% share.

Additionally, Risk Analysis and the International Journal of
Production Research demonstrate that the topic is approached
from the perspectives of risk management, decision-making, and
production systems, together representing another fifth of the
total output. This layered structure—one dominant outlet, a
secondary tier of four journals at 10.5%, and a long tail of four
more at 5.3%—suggests a field still consolidating its primary
publication venues rather than converging on a single specialized
journal. Overall, the distribution underscores the field's
interdisciplinary — nature, where sustainability, security,
technology, and management converge across diverse editorial

spaces, reflecting the multifaceted character of value
management research in cybersecurity and its resonance across
engineering, business, and  policy-oriented  scholarly
communities.
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Sustainability — 21.1%

Journal of Cybersecurity and Privacy — 15.8%
International Journal of Production Research — 10.5%
Risk Analysis — 10.5%

IEEE Access — 10.5%

Sensors — 10.5%

SA Journal of Information Management — 5.3%

International Journal of Information Technology — 5.3%

Pressacademia — 5.3%

Neural Computing and Applications — 5.3%

Fig. 5. Distribution of the 49 included studies across the journals with the highest publication counts.

D. Impact of the Works (Citations)

Fig. 6 shows the distribution of citations per publication,
revealing a pronounced asymmetry. Most articles have fewer
than 60 citations, while a small number reach much higher
values, creating a long right tail in the distribution.
Specifically, 31 of the 49 included studies, nearly two-thirds
of the sample, accumulate fewer than 40 citations, while only
five publications exceed 120, underscoring how rapidly
citation frequency declines as the tail extends toward higher
values, a pattern that favors median-based rather than mean-
based summary statistics for this dataset. One publication with
approximately 600 citations clearly stands out from the rest of
the observations, highlighting an extreme value in the dataset
under analysis.

The marked asymmetry and the presence of extreme values
call for cautious interpretation of descriptive measures based
on the arithmetic mean, given their sensitivity to observations
of large magnitude. From this perspective, the observed
distribution should be interpreted considering its asymmetry,
to prevent the influence of a small subset of highly cited
publications from shaping the understanding of the overall
behavior of the analyzed scientific output. In view of the
presence of an outlying datum, the authors identified the
manuscript "Organizational Resilience: A Valuable Construct
for Management Research?", which has approximately 600
citations. Its main contributions include, first, a review of
criteria and constructs that facilitate understanding of firms'
adaptive capacities in times of adversity or turbulence, and
second, a methodological proposal for measuring resilience
from a business-oriented perspective, regardless of the firm's
classification, domain, or size.

30- [
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=
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Citations

Fig. 6. Distribution of citation counts across the 49 included studies.

E. Types of Publications

Fig. 7 shows a moderate negative linear relationship (r = -
0.34), suggesting that, in general, articles published in more
recent years tend to receive fewer citations than those
published in previous years. This behavior is consistent with
the temporal logic of the scientific system, given that older
documents have had greater visibility in reading and citation.
At the same time, recent works have not yet completed their
natural cycle of impact accumulation.

The negative slope of the linear regression curve, together
with the dispersion of the points, shows that the relationship is
not strictly deterministic; Although the time of publication
influences the volume of citations, it is also true that there are
old articles with relatively low impact, as well as publications
from intermediate years that have reached high citation levels.
This suggests that, in addition to the temporal effect, other
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relevant factors are involved, such as the article's perceived
quality, the journal's visibility, thematic relevance, and the
contribution's innovative nature, among others.
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Fig. 7. Correlation between publication year and citation count (r = -0.34).

F. Impact of Categories

Fig. 8 shows the average number of citations across the
analyzed thematic categories, revealing a heterogeneous
distribution of citation impact among the publications
considered. The category "Interagency collaboration and
regulatory best practices" exhibits the highest average number
of citations, with values near 165-170 citations per
publication, whereas the remaining categories average only
25-50 citations per publication, with Organizational culture,
Financial optimization, and Technology integration clustering
near 48-50, while CTI and Governance trail near 38 and 27.
Although these differences allow identification of variations in
citation impact among the categories analyzed, their
interpretation should be approached with caution. The average
number of citations is a cumulative indicator that may be
influenced by the time elapsed since publication, as older
studies are more likely to have higher citation counts than
those published more recently. Consequently, part of the
differences observed between categories may reflect the
temporal accumulation of citations rather than differences in
citation impact associated with each topic. Likewise, Fig. 6
shows a pronounced asymmetry in the citation distribution due
to outlying data, so comparisons based on the mean should be
interpreted with caution, given the possible influence of a
small number of highly cited publications on this statistic.
Finally, the results should be understood as a descriptive
characterization of citation behavior across thematic
categories, rather than as conclusive evidence of the greater
scientific relevance of one category over the others.

At a second level of impact, "Organizational culture and
internal awareness", "Financial optimization and efficient
allocation of resources", and "Technological integration and
automation" appear, each with relatively close averages of 45-
50 citations. This intermediate grouping suggests that these
categories also have academic relevance, though with a
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narrower scope of influence than the leading category. On the
other hand, the categories "Focus on Threat Intelligence and
Predictive Analysis (CTI)" and "Governance and Adaptive
Leadership in Cybersecurity” have the lowest citation
averages, ranging from approximately 25 to 40 citations.
These results cannot be interpreted as negative or incipient;
rather, they demonstrate their scientific rigor to smaller
audiences, or they may reflect a shorter bibliometric exposure
time compared to categories with a longer history.

Interagency
collaboration
and regulatory|
best practices

Organizational
culture and
internal
awareness

Financial
optimization
and efficient
allocation of

resources

Category

Technology
integration and
automation

Focus on Threat
Intelligence
and Predictive
Analytics (CTI)

Governance and
adaptive
leadership in
cybersecurity

20 40 60 80 100 120 140 160
Average citation count

=3

Fig. 8. Average number of citations per publication across the six critical
success factor (CSF) categories.

G. Evolution

Fig. 9 reveals a heterogeneous and dynamic distribution of
research categories between 2020 and 2025, reflecting the
field's thematic evolution in response to emerging priorities
and conceptual maturation. The most prominent finding is the
peak of Governance and Adaptive Leadership in
Cybersecurity in 2023, reaching 6 publications, the highest
value in the entire matrix. This concentration suggests that
scientific discourse in that year was particularly oriented
toward governance frameworks, strategic leadership, and
adaptive capacity in cybersecurity management.

Financial Optimization and Efficient Resource Allocation
also showed notable activity, with 4 publications in 2022 and
3 in 2023, reflecting growing academic interest in translating
cybersecurity strategies into economically viable decisions.
Similarly, Organizational Culture and Internal Awareness
consolidated in 2022 with 3 publications, underscoring a
temporary but significant focus on human factors and the
internalization of organizational security practices.
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Technological Integration and Automation maintained a
relatively stable presence throughout the period, ranging
between 1 and 3 publications per year, with an early peak in
2020. This consistent trajectory suggests it constitutes a
transversal and persistently relevant research line, though
without the pronounced peaks observed in governance or
resource allocation categories.

Inter-institutional Collaboration and Regulatory Best
Practices, and Focus on Threat Intelligence and Predictive
Analysis (CTI) exhibited lower, intermittent volumes. The
former appeared sporadically in 2021, 2023, and 2025, while
CTI reached its highest output in 2023 with 2 publications.
Notably, despite its limited publication frequency, inter-
institutional collaboration registered the highest average
citation impact (Fig. 8), reinforcing the important distinction
between thematic productivity and thematic influence; a few
highly cited contributions can define a category's scientific
weight regardless of publication volume.

resources

Focus on Threat
Intelligence
and Predictive
Analytics (CTI)

-~
=3
7] ')
$) -]
< Governance and ,.%
E: <]
5 S
= cybersecurity =
Q =
- R
S 3
= Interagency| =
© collaboration 1%
‘a and regulatory "g
o best practices 5
2 z
~
Organizational
culture and
internal
awareness
Technology
integration and

automation

o
NV
’19

Publication year

Fig. 9. Year-by-year evolution (2020-2025) of publications across the six
critical success factor (CSF) categories, illustrating shifting research priorities
over time.

H. Word Cloud

Fig. 10 shows a strong semantic concentration around terms
that clearly delineate the thematic core of the field under
analysis. The most prominent concepts: Cybersecurity,
Framework, Security, Value, Management, Risk, Intelligence,
Assessment, Resilience, and Infrastructure, indicate that the
literature is primarily structured around the strategic
management of cybersecurity, risk assessment, organizational
resilience, and the formulation of conceptual and regulatory
frameworks.
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The visual dominance of Cybersecurity confirms its role as
the central axis of articulation in scientific discourse. Its
association with Framework, Management, Assessment, and
Risk signals that academic production extends beyond isolated
technical understanding, adopting analytical and strategic
approaches to measuring and strengthening organizational
threat-response capacity.

The prominence of terms such as Resilience, Infrastructure,
Telecommunication, Industry, and Information reflects a
clearly applied orientation that links the field to specific
organizational environments, critical infrastructure, and
productive sectors. Meanwhile, concepts like Intelligence,
Threat, Digital Transformation, Compliance, Governance, and
Trust reveal a research agenda that transcends conventional
technical protection, encompassing anticipatory intelligence,
regulatory alignment, and organizational governance. This
reinforces the multidimensional and interdisciplinary nature of
the domain, integrating technological, organizational,
normative, and strategic components into a unified analytical
perspective.

Finally, the recurrence of expressions such as Literature
Review and Systematic Literature suggests a significant
proportion of synthesis and conceptual structuring studies,
indicative of an ongoing process of theoretical consolidation.
Collectively, the word cloud confirms that the field has
matured toward a comprehensive understanding of
cybersecurity, in which technical, economic, regulatory, and
organizational dimensions converge.
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Fig. 10. Word cloud of terms extracted from the titles of the 49 included
studies, highlighting the most frequent concepts in the reviewed literature.

1. Segmentation

Fig. 11 shows the classification of the selected publications
into three clusters using k-means, with publication year and
number of citations as the two input variables. Since the
analysis was based on these two readily interpretable
variables, clustering was used as a complementary descriptive
approach to examine the distribution of publication recency
and citation visibility across the reviewed literature.

The results show that Cluster 0 mainly comprises
publications from 2023 to 2025 with low to moderate citation
counts, consistent with their shorter time to accumulate
citations. Cluster 2 is formed mostly by studies published



1310

between 2020 and 2022 and presents greater variation in
citation counts. This dispersion suggests that publication age
alone does not explain citation visibility, as studies published
in similar periods may still exhibit markedly different citation
trajectories. Factors such as thematic relevance, journal
visibility, and the extent to which a study becomes useful to
subsequent research may also contribute to these differences.

Cluster 1 contains a single publication from 2021 with a
substantially higher citation count than the rest of the corpus,
clearly separating it from the other studies in the analysis.
Rather than interpreting this case as evidence of a distinct
level of scientific maturity or quality, it is more appropriately
considered an outlier in the reviewed set of citations. Overall,
the three clusters show that the literature does not exhibit a
uniform citation pattern across publication years; instead,
citation visibility varies with both recency and individual
study trajectories. This segmentation therefore provides an
additional descriptive perspective that complements the
subsequent thematic and qualitative analysis of the critical
success factors identified in the review.
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Fig. 11. K-means clustering of the 49 included studies by publication year
and citation count.

J. Text Mining

Fig. 12 illustrates a thematic distribution in which risk
management, literature review, and cybersecurity are the most
recurrent emerging patterns. Risk management ranks as the
most frequent phrase, followed by literature review, with
terms such as cyber security, supply chain, and systematic
literature also showing a prominent presence. This pattern
suggests that recent scientific production is oriented not only
toward understanding digital threats but also toward the
conceptual and  methodological  systematization  of
accumulated knowledge.

The prominence of supply chain signals the field's expansion
into interorganizational scenarios and complex value chains,
where risk exposure extends beyond the boundaries of a single
institution. Overall, emerging themes consolidate around three
core areas: risk management, the development of analytical
frameworks, and cybersecurity applied to organizational and
supply chain environments. This reinforces the hypothesis that
the field is evolving toward a broader, interdisciplinary
research agenda focused on developing management models
that are transferable to real-world contexts.
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Fig. 12. Frequency of key phrases identified through text mining of the
reviewed literature.

K. Categories and Critical Factors

The following section addresses the research question: What
critical factors underpin the strategic relevance of value
management in  the  cybersecurity  strategies  of
telecommunications organizations? Table II shows the
identified categories, their corresponding descriptions, and the
critical success factors (CSF) associated with each.

Table II provides a categorized, general overview of the
reviewed papers.

10% of studies propose: a Bayesian framework to optimize
value decisions in cybersecurity of critical infrastructures and
cite telecommunications networks as a case study; analysis of
costs vs. impact of DDoS attacks on ISP providers; study
cybersecurity value indicators in mobile network nodes; assess
supply chain risks in fiber operators; quantify losses due to
breaches and propose a system for prioritizing investments in
security.

57% propose risk assessment frameworks based on the
theory of wvalue, cybersecurity ROI, and probabilistic
frameworks (e.g., Bayesian, Monte Carlo) applicable to any
critical infrastructure, without specific implementation in
telecommunications; and governance and adaptive leadership
studies in cybersecurity that discuss value management
principles but lack sectoral examples.

32% propose methodologies for quantifying pure risk (e.g.,
vulnerability metrics, attack simulations) without any
reference to value or network contexts; analysis of compliance
frameworks or regulations that mention telecommunications
as an actor among many other sectors.

Among the main limitations are the lack of uniform metrics
and indicators as there is no common taxonomy to measure
the value added or protected in telecommunications services;
little empirical evidence in the field when presenting real cases
reported by operators, and studies are usually based on
simulated or generic data; finally, there is a lack of
comparisons before and after implementing value frameworks,
so that the effectiveness of management cannot be robustly
evaluated.
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TABLE 11
CRITICAL SUCCESS FACTORS RELEVANT TO DIFFERENT CATEGORIES
Category Description Relevant CSF Title
Interagency C00P§l’ ati.on between ) Inter-Agency Cooperation and Collaborative Policies to Strengthen Resilience to Threats [41]
collaboration and organizations and compliance Strategic alliances with key players in the digital ecosystem [42]
reulatory best with regulations and standards, Partnershin with i d veriodic third-part luati 53
g t' ry facilitating collective defense and artnership with secure suppliers and periodic third-party evaluation [53]
practices coordinated response. Effective coordination with regulators and government entities [54]
Recognize that the weakest link Fostering a strong organizational culture and standards to avoid insider threats [55]
is often the user. It includes Management and continuous updating of cybersecurity staff competencies and skills [56]
o awareness, ().rga:nizational Awareness and continuous training of end users [47]
Orgamzatlor_lal culture, and insider threa_t Sensitive data management strategies to reduce vulnerabilities [57]
culture and internal management. Many studies Foeriodi imulati . R iy effecti
awareness highlight the development of a Use of periodic tests and simulations (cybersecurity exercises) to verify effectiveness [58]
strong internal culture in which Strengthening internal communication and timely reporting of incidents [59]
employees serve as the first line Training and technological updating programs specific to security teams [60]
of defense. Design of specific security change management programs [61]
Adaptive and dynamic governance as a basis for confronting emerging threats [45]
Standardization through regulatory frameworks adjusted to the telecommunications sector [62]
Rapid response and continuous post-incident learning to minimize impacts [63]
Developing clear identity management and access policies [48]
Organizational ability to adjust Integration of new international regulations for industry compliance [64]
G d cybersecurity policies and Adoption of methodologies for periodic assessment of risks and vulnerabilities [65]
overnance an . . . ..
adaptive leadership processes in the face of changes Enforce strict access and privilege control policies [66]
in cybersecurity m _thre_ats, regulatlops, and Implementation of contingency and disaster recovery plans integrated into the processes [67]
objectives, with active and i, . . . .. . . ..
] . Definition and systematic review of security policies aligned with the organizational
flexible leadership. [68]
strategy
Senior management involvement and the existence of cybersecurity committees [69]
Implementation of regular and external audits in cybersecurity [44]
Consistent alignment of security strategy with business objectives [70]
Customization of security policies according to the type of customers [50]
Driving technological innovation (AL, automation, deep learning) as a catalyst for (71]
protection
It comprises technological Application of a holist'ic approach that integrates processes, people, and technology in the [72]
. > management of value in cybersecurity
infrastructure, encryption, and Imol tati f automated svst for incident detecti d 46
network security (ICT). It is the mP er.nen ation f) automated systems for inci e.n etection an rﬁ:sponse [46]
technical execution that protects Agile incorporation of scalable technology solutions based on business growth [73]
Technology . . L .. . . . .
integration and the integrity and av_allablllty qf Deployment of critical network segmentation and isolation strategies [74]
automation data. Relevance of incorporating  gystainability and integration of long-term security solutions into the infrastructure [75]
advanced technologies (Al, . . -
. Automation and orchestration of incident response processes [76]
automation, structured . ] o ;
frameworks) as key enablers to Continuous, centralized monitoring of security events [77]
protect value. Adaptability of cybersecurity architecture to new technologies and threats [78]
Diversifying defense technologies to reduce single points of failure [79]
Integration of robust encryption mechanisms into systems and communications [80]
Focuses on incident resilience by ~ Integration and effective application of threat intelligence (CTI) to anticipate and mitigate 81]
minimizing downtime and risks
Focus on Threat maintaining opc.eratlo'ns after Prioritization of emerging risks through artificial intelligence and analysis of large volumes 82]
Intelligence and attacks. Threat 1pte111gence and of data
Predictive Analvtics advanced analytics enable Proactive assessment of exposure to new and emerging threats [83]
(CTI) y proactive cybersecurity, support
investment decisions, and help Dicital F. ies Anplication for L L dand P I 43
anticipate, detect, and mitigate igital Forensics Application for Lessons Learned and Process Improvement [43]
risks.
Probabilistic model-based optimization for effective cybersecurity investment [84]
It focuses on financial efficiency, =~ Using mathematical models to maximize return and efficiency on cybersecurity investment [85]
secking the maximum return on Risk-based prioritization for security decisions [86]
. . investment (RO_I) and cost- . Measuring and demonstrating the value of cybersecurity investment in terms of business
Financial benefit ratio of installed security continuity [87]
optimization and tools. Mathematical and . . . .
. . L . Implementation of clear and tangible metrics to evaluate cybersecurity performance [88]
efficient allocation decision-making models that . . . . .. . .
of resources maximize cybersecurity return on Ongoing economic evaluation and alignment of security investment with business [89]
investment and are aligned with objec.tlve?s L . .
the business strategy are a Application of cost-benefit analysis to justify investments in cybersecurity [90]
recurring CSF. Establishing cybersecurity-specific key performance indicators (KPIs) [91]
Prioritization of investments based on potential impact and criticality of the service [92]
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Table III presents the results of a thematic analysis using
Non-negative Matrix Factorization (NMF) theme modeling.
Six key themes were identified in the 49 studies: 1.
Intelligence and risk management frameworks; 2.
Organizational culture and norms; 3. Innovation and
alignment frameworks with objectives; 4. Competitive
advantage and dynamic strategy; 5. Human factors
management and awareness-raising; and 6. Digital
transformation in telecommunications.

The topics shown in Table III synthesize the main findings
of the studies and provide a structured overview of research
and practical priorities in value management for cybersecurity
processes in telecommunications.

V. DISCUSSION

The six CSF categories identified from the literature
synthesis challenge and enrich the interpretation of the COBIT
2019 and ITIL frameworks in the domain of cybersecurity for
telecommunications.

First, adaptive governance and leadership in cybersecurity
deepens and specializes the dynamic principle of the COBIT
governance system (design factors, threat landscape, risk
profile) and the governance of the ITIL SVS Service Value
System, guiding them to security decisions that are sensitive to
change and directly linked to value, risk, and resources in
critical infrastructures. In turn, technology integration and
automation together with the focus on threat intelligence and
predictive analytics reinterpret the information and technology
dimension of ITIL and COBIT's services, infrastructure and
application components, shifting the focus from supporting
technology to advanced capabilities as central enablers of
resilience, continuity and economic and strategic justification
of security investments.

Second, organizational culture and internal awareness and
inter-institutional collaboration and regulatory best practices
expand the dimension of organizations and people, partners
and suppliers, and value streams of ITIL, as well as the
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components of culture, organizational structures, and
compliance in COBIT, by showing that value protection in
telecommunications depends as much on user and employee
behavior as on coordination between operators, suppliers, and
regulators.

Finally, the category of financial optimization and efficient
allocation of resources puts the treatment of value in both
frameworks under tension, as it forces an explicit connection
between business objectives, return on investment, and the
cost-benefit of cybersecurity controls and technologies and
COBIT governance objectives and ITIL service financial
management practices. Transforming security from a cost
center to a strategic capacity for value creation and
preservation. Together, the six categories articulate a set of
CSFs to generate value that integrates IT governance and IT
service management around value management in
cybersecurity processes for telecommunications, challenging
both models to evolve towards more value-oriented
configurations, dynamic risk, and ecosystem cooperation.

The analysis confirms that inter-institutional collaboration
and sound regulatory practices, when embedded within clearly
defined and audited CSF frameworks, enhance the resilience
and maturity of the digital ecosystem. However, persistent
challenges remain in measuring resilience, sustaining
partnerships, and adapting regulations to evolving threats. A
cross-cutting challenge is translating collaborative intent into
operational structures with defined roles, metrics, and
information flows that can manage complex incidents and
shifting regulatory contexts.

Governance and adaptive leadership in cybersecurity extend
beyond strategic declarations; they are operationalized through
context-specific policies, resilience metrics, continuous
auditing, and active engagement by senior management.
Empirical evidence on the comprehensive effectiveness of
these factors remains limited, positioning the integration of
regulatory frameworks, adaptive models, and business value
creation as a central line for future research.

TABLE III
THEMATIC SYNTHESIS OF QUALITATIVE FINDINGS

Theme

Key terms

Findings

Risk intelligence and management

Organizational culture and value

innovation, framework, cybersecurity, critical,
effectively, alignment, document, nist, objectives,

Innovation and alignment with objectives
value

Competitive advantage and dynamic

strate
8y management

factors, human, communication, effective,
management, address, awareness, cybersecurity,

Human factors and awareness
education, gaps

Digital transformation and operational

efficienc
Y performance

cyber, security, risk, intelligence, management,
resilience, approach, threat, attacks

value, significantly, company, security, threats,
impact, information, influence, compliance, internal

competitive, advantage, dynamic, future,
cybersecurity, research, business, strategic, impact,

industry, digital, systems, transformation, risks,
cybersecurity, adapt, comprehensive, efficient,

Threat intelligence and risk management
frameworks strengthen organizational resilience to
cyberattacks

Standards and corporate culture significantly
influence compliance and the perceived value of
cybersecurity initiatives.

The adoption of innovation frameworks (e.g., NIST)
facilitates value creation by integrating
cybersecurity with strategic objectives.

Dynamic cybersecurity capabilities can be
transformed into sustainable competitive
advantage.

Human factors management—through training
and communication—is essential to reducing
security breaches.

The digital transition in telecommunications
requires adaptive risk management systems to
maintain efficiency and performance.
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Technological integration and automation yield concrete
benefits in both preventive management and incident
response; however, the human component and strategic
alignment remain decisive, underscoring the need for hybrid
rather than purely technological approaches. A key limitation
of this review is the scarcity of evidence on certain proposed
CSF and potential bias in the available bibliographic corpus,
which warrants caution in generalizing findings and reinforces
the need to broaden the evidence base in future work.

Organizations aspiring to manage value and resilience in
cybersecurity must treat culture, awareness, and talent
management as cross-cutting strategic priorities, with
dedicated indicators and a long-term perspective that
transcends isolated audits or one-off awareness campaigns.
Identified limitations include a lack of robust metrics to assess
cultural maturity, organizational resistance to change, and user
fatigue due to escalating security demands. The core challenge
is ensuring that the cultural evolution of cybersecurity shifts
from reactive incident response to an integral component of
the organization's strategic identity and value proposition.

VI. CONCLUSIONS

A. Contribution

The literature proposes theoretical models for managing
specific value and risk in cybersecurity, but only a small
number explicitly apply them to telecommunications networks
or infrastructure providers. Although these direct studies
recognize relevant risks and suggest preliminary metrics, the
lack of empirical validation and shared standards prevents
drawing the conclusion that operators are managing value
coherently and in proportion to its impact. The main gap
continues to be the absence of comprehensive value metrics
and real cases that support the value-risk relationship in the
telecom sector in a robust way.

Value management in cybersecurity is recognized as a
fundamental strategic element in telecommunications. The
CSF underpinning its importance is multidimensional,
encompassing strategic governance and leadership, risk and
asset management, threat intelligence, organizational culture,
and dynamic technology integration aligned with business
objectives.

Evidence indicates that technological integration and
automation yield solid results only when embedded in a
holistic approach that aligns technical capabilities, process
coordination, investment decisions, and human behavior.
Within this framework, organizational culture and internal
awareness are not peripheral elements but necessary
conditions, sustained through clear policies, continuous
training, effective communication, and visible leadership
commitment. The CSF linked to Threat Intelligence and
Predictive Analytics (CTI) reinforces this holistic view,
demonstrating that anticipation, prioritization, and systematic
assessment tangibly enhance responsiveness to evolving risk
environments.

From an economic perspective, financial optimization CSF
converges on the need for formal models that guide
investment decisions, quantify risk and value, and connect
security spending to business impact, operational continuity,
and service criticality. Granular indicators and periodic
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reviews enable focused monitoring and timely adjustments,
ensuring effective resource allocation over the medium and
long term. Critically, risk prioritization extends beyond
technical analysis; it depends equally on governance quality
and organizational maturity. The interaction among economic
decisions, technical capabilities, and cultural practices
ultimately explains how cybersecurity value is realized within
telecommunications organizations.

B. Future Research

Among the main challenges identified are the absence of
standardized metrics to measure the return on investment in
cybersecurity, the difficulty in balancing technological
innovation with compliance with regulatory requirements, the
global shortage of specialized talent in the domain, and the
growing complexity derived from the convergence of
technologies such as artificial intelligence, Internet of Things,
and blockchain [93], [94], [95]. However, the most important
challenge this work will continue to address is the design of a
comprehensive value framework for cybersecurity processes
in telecommunications organizations.
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