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 Abstract—The increasing integration of advanced information 

and communication technologies in power systems has increased 

their vulnerability to cyberattacks. False Data Injection Attacks 

(FDIAs) are a concerning and widely encountered cyberattack. 

FDIAs pose a critical threat to the security and reliability of 

modern power systems by manipulating measurement data. 

Traditional state estimation techniques often fail to detect stealthy 

FDIAs, particularly in large-scale grids. This paper proposes a 

Self-Attention-enabled Conditional Generative Adversarial 

Network with Gradient Penalty (SACGAN-GP) for effective FDIA 

detection. The framework leverages a self-attention mechanism to 

capture long-range dependencies among state variables, 

enhancing feature representation and improving detection 

performance. The gradient penalty term ensures training stability 

and mitigates mode collapse, a common issue in standard GANs. 

SACGAN-GP can effectively utilize limited labelled attack data 

and learn robust representations of normal and anomalous 

patterns, without relying heavily on large, labelled datasets as 

required by supervised models. Experimental validation on IEEE 

14-bus and 118-bus test systems demonstrates that the proposed 

model performs better than other methods. The proposed method 

achieves an accuracy of 97.06%, F1-score of 98.28%, and an AUC 

of 100% on the IEEE 14-bus system, while attaining 95.59% 

accuracy, 97.39% F1-score, and 100% AUC on the IEEE 118-bus 

system. Detection times remain under 0.52 seconds, confirming the 

method’s applicability for real-time scenarios. Furthermore, 

attention heatmaps generated by the model provide interpretable 

insights into the localized impacts of FDIAs, offering a promising 

direction for intelligent, secure power grid monitoring. 
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I. INTRODUCTION 

HE United Nations 2030 agenda underscores 

affordable, clean energy (SDG-7) and resilient, 

innovative infrastructure (SDG-9). Securing smart grids 

supports SDG-7 by ensuring reliable electricity, while 

SDG-9 is advanced through artificial intelligence that 

strengthens infrastructure resilience and fosters innovation.[1].  

The increasing digitization of modern power systems has made 

them vulnerable to various cyber threats, particularly False Data 

Injection Attacks (FDIAs)[2]. These attacks manipulate 

measurement data from sensors and phasor measurement units 

(PMUs), deceiving control centers, potentially causing 

blackouts, equipment failures, and economic losses[3]. 

Ensuring cybersecurity in power grids is critical for maintaining 

grid stability, reliability, and operational integrity [4]. Modern 

power grids function as complex cyber-physical systems, 

integrating intelligent sensors, real-time communication, and 

advanced control mechanisms to manage bidirectional power 

and information flows [5]. However, their openness and 

heterogeneity expose them to significant risks, enabling 

attackers to infiltrate core systems remotely through external 

devices and networks. Consequently, it is imperative to detect 

cyber intrusions early by identifying abnormal patterns in grid 

measurement data [6]. Traditional model-based FDIA detection 

techniques rely on state estimation residuals and hypothesis 

testing [7]. For example, the k-smallest residual test and similar 

approaches compare estimated and measured values to flag 

inconsistencies [8]. However, these methods face two 

fundamental challenges: (i) the high computational cost of state 

estimation makes them unsuitable for real-time detection in 

large-scale grids, and (ii) unobservable attacks can evade 

detection by subtly altering measurements to bypass threshold-

based methods.  

The proliferation of smart devices and advanced metering 

infrastructure (AMI) has significantly increased the volume and 

speed of measurement data in power systems, necessitating 

efficient and intelligent data management solutions [9]. This 

data abundance, combined with advancements in artificial 

intelligence (AI), has motivated the use of machine learning 

(ML) and deep learning (DL) for FDIA detection. A hybrid 

intrusion detection system integrating particle swarm 

optimization and grey wolf optimization with convolutional 

T 
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neural networks (CNN) and long short-term memory (LSTM) 

classifiers is used for FDIA detection in [10]. This method lacks 

deployment in large-scale power systems.  A graph autoencoder 

model offering location-aware FDIA detection enhancing 

resilience against unknown attacks is proposed in [11]. 

However, the model’s heavy computational requirements and 

dependence on diverse topological data make it difficult to 

deploy. An attention-based temporal graph variational 

autoencoder (AT-GVAE)–based locational detector that 

reconstructs power system states is proposed in [12]. However, 

this method’s unsupervised design and lack of spatial 

dependency modelling may reduce its detection accuracy in 

complex power networks. A diffusion-based synthetic FDIA 

sample generator combining diffusion model with attention-

based generative adversarial networks (GANs) is proposed in 

[13]. The model’s manual tuning process adds complexity to 

deployment in practical smart grid environments. An ensemble 

of tree-based ML models (Extra Tree, Random Forest, 

XGBoost) are used in [14]. The models’ dependence on 

idealized datasets restricts their effectiveness in unpredictable, 

data-scarce, and adversarial real-world grid conditions. Further 

a probabilistic deep auto encoder model is presented in [15]. 

Moreover, it is designed for datasets with discrete or limited 

consecutive outliers, which restricts its adaptability to 

continuous or large-scale data corruption. mixture Gaussian 

distribution learning method is proposed in [16]. However, its 

effectiveness is reduced when training data is limited or when 

the system operates under high variability. Additionally, the 

method assumes a fixed threshold and stable feature 

distributions, which may reduce adaptability in dynamic grid 

conditions. Support vector machines (SVMs) are proposed for 

FDIA detection in [17]. Moreover, their sensitivity to high-

dimensional and imbalanced datasets restricts their scalability 

and performance. Deep Neural Networks (DNNs) are presented 

in [18] have shown promise in identifying FDIAs. however, 

their reliance on high-resolution temporal data makes them less 

effective under low sampling rates. CNN based approaches 

have been employed to capture spatial dependencies in grid data 

[19]. However, these methods typically require extensive 

offline training and careful parameter tuning, limiting their 

adaptability. Graph Neural Networks (GNNs) have also been 

used for topology-aware FDIA detection [20], but they often 

struggle to efficiently adapt to significant changes in grid 

topology, necessitating frequent retraining with updated data. 

Recent advancements have introduced federated DL 

frameworks for decentralized FDIA detection [21]. While these 

methods enhance data privacy, they demand considerable 

computational resources for encryption and distributed model 

training, making them less practical for large-scale deployment. 

A federated semi-supervised class-rebalanced (Fed-SCR) 

approach is proposed in [22] enables collaborative learning 

across substations without sharing raw data. Although it helps 

protect privacy, it requires substantial local computation. 

Similarly, a federated learning framework designed for edge-

based FDIA detection is proposed in [23]. It preserves user 

privacy but can suffer reduced accuracy when confronted with 

highly dynamic or previously unseen attack patterns.  

Most existing supervised learning approaches for detecting 

FDIAs rely on large volumes of labelled data that span a wide 

range of attack scenarios. However, collecting such 

comprehensive labelled datasets is impractical in large-scale, 

dynamic power systems. To address this limitation, semi-

supervised methods such as GANs have been explored. For 

instance, [24] proposed a semi-supervised GAN that leverages 

both labelled and unlabelled data. Despite these advantages, 

such models often assume balanced class distributions, which 

do not accurately reflect real-world FDIA occurrences. 

Furthermore, traditional GANs face challenges like training 

instability and mode collapse, resulting in inconsistent 

performance on actual power grid data [25]. Recent 

advancements, such as the self-attention-based GAN in [26], 

have demonstrated the benefits of incorporating attention 

mechanisms for FDIA detection in smart grids. However, these 

approaches often lack conditional data generation and gradient 

penalty, which are essential for learning structured 

dependencies and ensuring training stability. To overcome 

these issues, this paper introduces a Self-Attention enabled 

Conditional Generative Adversarial Network with Gradient 

Penalty (SACGAN-GP). The main contributions of this paper 

are summarized as follows: 

1. To enhance the accuracy of FDIA detection in the power 

grid, propose a novel FDIA detection framework based on 

Conditional GANs enhanced with a self-attention 

mechanism and gradient penalty by integrating the 

topology and data of the power grid. 

2. The self-attention module captures long-range 

dependencies in measurement data, facilitating the 

detection of stealthy and unobservable attacks. 

3. The gradient penalty enforces Lipschitz continuity in the 

discriminator, enhancing training stability and 

convergence. 

4. The proposed detection method is comprehensively 

evaluated on the standard IEEE 14-bus and 118-bus 

systems, and its performance is compared with state-of-

the-art GAN-based approaches. 

The remainder of this paper is structured as follows: Section 

II provides the background on power system state estimation, 

FDIAs, and formalizes the detection problem. Section III 

presents the proposed SACGAN-GP model architecture and 

training methodology. Section IV discusses experimental 

results and performance comparisons. Finally, Section V 

concludes the paper and outlines future research directions. 

 

II. BACKGROUND 

FDIAs exploit power system communication infrastructure 

vulnerabilities to tamper with measurement data. By carefully 

crafting malicious inputs, attackers can alter state estimation 

results without triggering traditional False Data Detection 

(FDD) mechanisms. This section presents an overview of 

power system state estimation, the principle behind FDIAs, and 

the formal problem formulation for FDIA detection. 

 

A. Power System State Estimation 
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Power system state estimation is used to determine the most 

probable real-time operating state of the grid. It estimates the 

voltage magnitudes and phase angles at various buses based on 

a set of measurements (e.g., power flows, injections, and 

voltage magnitudes.  

The measurement model equation (1) is expressed as 

                     𝑧 = 𝐻𝑥 + 𝑣    (1) 

where 𝑧 ∈ ℜ𝑚 is the measurement data and 𝑚 is the number 

of measurement data. 𝑥 ∈ ℜ𝑛represents the system state 

variables (voltage, angles) and 𝑛 represents the number of state 

variables, 𝐻 ∈ ℜ𝑚𝑋𝑛 is the Jacobian matrix determined by 

system topology, and v denotes the measurement noise vector, 

typically assumed to follow a Gaussian distribution with zero 

mean. The estimated state 𝑥 ̃ (2) is obtained by equation (2) 

𝑥̃ = (𝐻𝑇𝑅𝐻)−1𝐻𝑇𝑅𝑧                                  (2) 

Where R is the weight matrix, after power system state 

estimation, the FDD mechanism is used to detect, identify, and 

eliminate false data.  

 

B. False Data Injection Attack
 

In FDIA detection mechanisms, the attack is generally 

expressed as 𝑍𝑎 = 𝑧 + 𝑎, in practice the attack vector 𝑎 

originates from different sources of intrusion. Typical vectors 

include man-in-the-middle manipulation of Modbus/SCADA 

traffic, compromised RTUs or PMUs, and malicious firmware 

modifying outgoing measurements. These falsified values are 

constructed to remain consistent with the state-estimation 

model, producing unobservable attacks that bypass residual-

based bad-data detection and mislead control decisions [27]. 

The proposed SACGAN-GP model addresses this risk by 

learning spatial dependencies among bus measurements; 

deviations caused by coordinated falsification result in elevated 

anomaly scores and improved detection reliability. An 

adversary injects a malicious vector 𝑎 ∈ ℜ𝑚into the original 

measurements (z) to produce a compromised vector za as in (3) 

 𝑍𝑎 = 𝑧 + 𝑎                                        (3) 

If the attack vector is constructed as 𝑎 = 𝐻𝑐, where 𝑐 ∈ ℜ𝑛 

is the intended change in the estimated state, the resulting 

estimated state 𝑥̂𝑎 results in (4) 

𝑥̂𝑎 = [𝐻𝑇𝑅−1𝐻]−1𝐻𝑇𝑅−1𝑍𝑎  
= 𝑥̂ + 𝑐 

                                                   

(4) 

This manipulation enables the attacker to bias the estimated 

system state toward a malicious target while preserving 

consistency with the power system model, evading detection by 

traditional FDD mechanisms. These unobservable attacks are 

particularly dangerous, as they are crafted to mimic normal 

operating conditions, making them difficult to identify. 

 

C. Problem Formulation 

FDIA detection aims to build a robust model that identifies 

malicious measurement patterns, even when they evade 

conventional FDD techniques. Let the training dataset be 

defined as 𝑇 = {𝑋1, 𝑋2, … 𝑋𝛿} containing predominantly normal 

samples, where 𝛿 >> 𝛽. A smaller labelled dataset 𝑆 =

{(𝑋1
𝑆, 𝑌1), (𝑋2

𝑆, 𝑌2), … , (𝑋𝛽
𝑆, 𝑌𝛽)} includes a limited number of 

attack samples. Here,𝑌𝑖 ∈ {0,1} indicates whether a sample is 

normal or attacked. 

The FDIA detection model is trained to assign an anomaly 

score A(X) to a given sample. A sample is flagged as malicious 

if the score exceeds a predefined threshold λ: 

The detection performance is evaluated based on how 

accurately the model distinguishes attacked samples from 

normal samples under this decision rule. 

Fig. 1. illustrates the workflow of the proposed False Data 

Injection Attack (FDIA) detection methodology. Power system 

measurements and transmission line parameters are first 

processed through a state estimation block. Observable FDIAs 

are identified using traditional residual-based detection 

methods. However, unobservable FDIAs bypass this stage and 

are further analyzed using a SACGAN-GP model. Historically 

 
Fig. 1. FDIA detection framework integrating residual based state estimation 

and SACGAN-GP for observable and stealthy attacks. 

 

labelled measurement data are used to train the SACGAN-GP-

based FDIA detector, which classifies test instances as normal 

(label = 0) or FDIA (label = 1). This framework effectively 

identifies both observable and stealthy (unobservable) attacks, 

enhancing detection robustness and grid security. 

 

III. PROPOSED SACGAN-GP FOR FDIA 

The proposed SACGAN-GP framework is shown in Fig. 2. 

It consists of four main components: Generator, Discriminator, 

Self-Attention Mechanism and Gradient penalty. The model 

follows an adversarial learning approach, where the Generator 

creates synthetic attack samples, and the Discriminator 

distinguishes between real and fake data. The self-attention 

mechanism enhances FDIA detection in power systems by 

capturing long-range dependencies and complex feature 

interactions within measurement data. Gradient Penalty ensures 

training stability and sharp decision boundaries, contributing to 

improved generalization on unseen attack scenarios. 
 

This architecture presents a SACGAN-GP for stabilized 

training, incorporating self-attention mechanisms and Gradient 

Penalty for improved feature learning. In this architecture a 

generator that synthesizes samples conditioned on binary labels 

(normal/anomaly) through concatenated noise and label 

embeddings, processed via dense layers and self-attention with 

residual connections, and a discriminator that evaluates samples 

using identical attention mechanisms while enforcing Lipschitz 

continuity through gradient penalties. During training, the 
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system employs a 5:1 update ratio between the discriminator 

and generator, utilizing Wasserstein loss for meaningful 

gradient signals. The discriminator's output scores are 

thresholded at the 75th percentile of normal samples for 

anomaly detection, enabling classification without additional 

networks. Integrating self-attention allows the capture of long-

range dependencies in the data, while the Gradient Penalty 

framework ensures training stability. This unified approach 

demonstrates advantages in synthetic sample quality, training 

convergence, and anomaly detection performance through 

standard metrics, particularly benefiting from the 

discriminator's dual role in both adversarial training and 

anomaly scoring. The architecture represents an advancement  

over traditional GANs by combining conditional generation, 

attention mechanisms, and stabilized training for improved 

anomaly detection capabilities. 

 
 

Fig. 2. The architecture of the proposed SACGAN-GP model for FDIA detection. 
 

 

A. Generator Model (𝐺𝜃): 

The generator model plays a central role in simulating 

realistic false data injection patterns to evaluate and enhance the 

resilience of power system detection mechanisms. The 

Generator aims to approximate the true data distribution 

𝑃𝑑𝑎𝑡𝑎(𝑥) by mapping a random noise vector 𝑧~𝑝𝑧(𝑧) into the 

data space. Additionally, the conditional nature of the model 

ensures that the generated data aligns with a given label y. 

𝐺𝜃(𝑧, 𝑦) outputs a synthetic attack sample that mimics real 

measurements as given by equation (5) 

𝐺𝜃(𝑧, 𝑦) = ℜ𝑑𝑧 × ℜ𝑑𝑦 → ℜ𝑑𝑥  (5) 

Where, 𝑧~𝑝𝑧(𝑧) is sampled from a Gaussian noise 

distribution. 𝑦 ∈ ℜ𝑑𝑦  represents the class labels (i.e., normal or 

attack) and 𝑧 ∈ ℜ𝑑𝑧 is a latent vector sampled from a Gaussian 

distribution,  

The loss function for the generator is given by equation (6) 

𝐿𝐺 = −𝛦𝑧~𝑝𝑧(𝑧),𝑦~𝑝(𝑦)[𝐷𝜑𝐺𝜃(𝑧, 𝑦), 𝑦)]                  (6) 

Where 𝐷𝜑 Discriminator function parameterized by 𝜑, 

outputs real/fake score. This promotes the generator to produce 

samples that fool the discriminator. 

 

B. Discriminator Model (𝐷𝜑): 

The discriminator is trained concurrently with the generator 

during the training process to enhance adversarial learning and 

improve detection performance, The Discriminator 𝐷𝜑 act as a 

binary classifier that distinguishes between non-attack and 

attack samples. It takes input x and the corresponding label y 

and outputs a score representing the likelihood that the sample 

is real, as expressed in the equation (7) 

Gφ(x, y) = ℜdx × ℜdy → ℜ                                     (7) 

 

The Wasserstein loss with Gradient Penalty (WGAN-GP) is 

employed to enhance Training stability and enforce Lipschitz 

continuity. The discriminator’s objective function is defined as 

in (8) 

𝐿𝐷 = −𝛦𝑥~𝑝𝑑𝑎𝑡𝑎[𝐷𝜑(𝑥, 𝑦)] − 𝛦
𝑥
∧𝐷𝜑(𝑥

∧
, 𝑦)] +

 𝜆𝛦
𝑥
∧

~𝑝𝑥
∧ [(‖𝛻

𝑥
∧𝐷𝜑 (𝑥

∧
, 𝑦)‖

2
− 1)

2

]                                             (8) 

Where 𝑥~𝑝𝑑𝑎𝑡𝑎 denotes real data samples, 𝑥̃ = 𝐺𝜃(𝑧, 𝑦) ∼
𝑃𝐺 are represented by generated fake samples, 𝑥̂~ 𝑝𝑥̂ is sampled 

uniformly along straight lines between pairs of real and fake 

samples, and λ is the gradient penalty coefficient. The gradient 
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penalty ensures Lipschitz continuity, stabilizing training and 

avoiding mode collapse. 

 

C. Self-Attention Mechanism in CGAN-GP: 

Self-attention mechanisms enable the model to weigh the 

relevance of each input feature in relation to others, improving 

the detection of subtle and spatially distributed anomalies in 

power system data. In standard GANs, CNNs struggle to 

capture long-range feature dependencies in high-dimensional 

data. The self-attention mechanism resolves this by allowing 

each feature vector to attend to all others in the input space. For 

an input feature map 𝑋 ∈ ℜ𝑁𝛸𝑑 where N is the number of 

features and d is the feature dimension, the self-attention output 

is defined as in equation (9) 

𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄, 𝐾, 𝑉) = 𝑠𝑜𝑓𝑡 𝑚𝑎𝑥 (
𝑄𝐾𝑇

√𝑑𝐾
) 𝑉                        (9) 

where 𝑄 = 𝑋𝑊𝑄, 𝐾 = 𝑋𝑊𝐾, and  𝑉 = 𝑋𝑊𝑉 are the query, 

key, and value matrices derived from learned projections, and 

𝑑𝐾 is the dimensionality of the key vectors. This formulation 

lets the model selectively focus on the most relevant features 

when generating or evaluating data samples. The self-attended 

features are then concatenated with CGAN features before 

being passed to the next layer. This enhances feature 

representation and improves FDIA detection accuracy. 

Integrates self-attention and a gradient penalty with CGAN, as 

discussed in the next section. 

During training, the generator and discriminator are updated 

in an alternating manner using adversarial optimization, with 

conditional inputs guiding both generation and classification 

tasks. In the detection phase, the trained discriminator computes 

anomaly scores and classifies attack types based on conditional 

information, allowing for accurate and robust detection of false 

data injection attacks in complex power system environments. 

The Pseudocode for SACGAN-GP is shown in Algorithm 1. 

 

D. Training Algorithm for SACGAN-GP: 

Algorithm 1 shows the training process of the proposed 

SACGAN-GP based FDIA. The algorithm begins by loading 

the voltage and angle measurement dataset D, along with their 

corresponding FDIA labels. The feature matrix X and label 

vector y are extracted and normalized to a [0, 1] range using 

MinMaxScaler. The dataset is then divided into training and 

testing subsets. 

The generator 𝐺𝜃 is designed by combining a random noise 

vector 𝓏 ∈ ℝ𝑑𝑧  with conditional information attack type (label 

y) as in equation (5). This concatenated input is passed through 

dense layers and a self-attention block to capture spatial and 

temporal dependencies among buses, producing synthetic 

measurement data 𝑥𝑎𝑡𝑡𝑎𝑐𝑘. The discriminator 𝐷𝜑 takes either 

normal or attacked samples concatenated with their respective 

labels and processes them through dense layers and a self-

attention mechanism, ultimately producing a score that 

indicates whether the input is normal or an attack. 

During training, the algorithm iteratively updates both the 

generator and discriminator through adversarial learning. For 

each epoch, the discriminator is first updated over several 

iterations by comparing its responses to normal samples 

(𝑋𝑛𝑜𝑟𝑚𝑎𝑙, 𝑦𝑛𝑜𝑟𝑚𝑎𝑙) and attacked samples(𝑥𝑎𝑡𝑡𝑎𝑐𝑘, 𝑦𝑎𝑡𝑡𝑎𝑐𝑘). The 

discriminator loss 𝐿𝐷 is calculated using the Wasserstein 

distance formulation augmented with a gradient penalty term, 

which enforces the Lipschitz constraint to stabilize training. 

Following the discriminator update, the generator is optimized 

to fool the discriminator by generating data that it classifies as 

real. The generator loss 𝐿𝐺 is computed as the negative expected 

output of the discriminator when evaluating fake samples. Both 

networks are optimized using the Adam optimizer. Once the 

training is completed after E epochs, the final trained generator 

and discriminator models are returned. 

The entire structured sequence of steps involved in training 

the SACGAN-GP to learn a robust mapping from latent space 

to realistic power system measurements, conditioned attack 

labels, while effectively distinguishing between normal and 

manipulated data patterns for accurate FDIA detection. 

 

IV. RESULTS AND DISCUSSION 

All simulations were conducted on a system equipped with 

an Intel(R) Core (TM) i5-8400 CPU @ 2.80GHz, 8 GB RAM, 

and a 64-bit x64-based Windows operating system. The 

proposed SACGAN-GP was implemented using TensorFlow 

and Kera’s libraries in Python. 

A. Dataset Generation and Model Parameters 

Since no publicly available dataset exists for False Data 

Injection Attacks (FDIAs), a synthetic dataset was generated 

using the Pandapower library. Power flow analyses were 

conducted using the Newton–Raphson method, and state 

estimation was carried out with the Weighted Least Squares 

(WLS) algorithm. The resulting system state variables were 

extracted from the measured data, including voltage 

magnitudes and phase angles. 

Non-attacked data were produced by scaling the load demands 

at each bus to 25%, 50%, 75%, and 100% of their nominal 

values, with the corresponding voltage magnitudes and angles 

computed and stored as state variables. To simulate attacked 

data, FDIAs were introduced by modifying voltage magnitudes 

and angles by 5%–50% on selected buses (0, 1, and 5). 

Additionally, systematic angle deviations of up to 5° were 

applied to emulate coordinated attack strategies. These 

alterations bypass residual-based Bad Data Detection (BDD) 

mechanisms, thereby modifying the estimated states without 

triggering detection. 

Each data sample represents the electrical state of the system 

under specific operating conditions, consisting of 34 features 

(voltage, angle, and load information). 336 labelled samples 

were generated, divided into 268 for training (80%) and 68 for 

testing (20%). Of the test set, 55 correspond to non-attacked 

states and 13 to attacked states, introducing class imbalance 

consistent with realistic scenarios. Attacked data points were 

labelled as “1,” while normal samples were labelled as “0,” 

forming a binary classification framework suitable for FDIA 

detection. To emphasize the severity and stealthiness of FDIAs, 

small deviations such as 5%–50% in voltage magnitudes and up 

to 5° in angles were sufficient to significantly distort state 
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estimation while remaining undetected by traditional BDD 

techniques. This study employs 336 samples for the IEEE 14-

bus system and 2832 samples for the IEEE 118-bus system. 

Although the dataset size appears limited, the proposed 

SACGAN-GP framework is specifically designed to operate 

effectively in data-scarce environments. Its robustness under 

limited data conditions is primarily attributed to the semi-

supervised learning paradigm of the conditional GAN and the 

stabilizing effect of the gradient penalty. In SACGAN-GP, the 

semi-supervised discriminator jointly models both normal and 

attacked operating states, enabling it to learn an implicit 

representation of the underlying data distribution even from a 

small number of samples.  

 

Algorithm 1: Pseudocode for Training Procedure SACGAN-

GP 

Input: Dataset D (voltage/angle measurements and FDIA 

labels), total epochs E, batch size B, noise vector size 

dz, gradient penalty coefficient λ 

Output: Trained generator G(θ) and discriminator D(ϕ) 

1.  Load dataset D  

2.  Extract feature matrix (Χ) and label vector (𝑦) 

3.  Normalize (Χ)  to range [0, 1] using MinMaxScaler 

4.  Split (Χ, y) into training and test sets: (𝑋𝑡𝑟𝑎𝑖𝑛, 𝑦𝑡𝑟𝑎𝑖𝑛) and 

(𝑋𝑡𝑒𝑠𝑡, 𝑦𝑡𝑒𝑠𝑡) 

5.  Generator G(θ)   

 Concatenate a random noise vector 𝓏 ∈ ℝ𝑑𝑧  with a label 

embedding (𝑦) 

 Pass x through dense layers, the self-attention block, and the 

output layer to generate 𝑥𝑎𝑡𝑡𝑎𝑐𝑘 

6.  Discriminator D(ϕ)   

 Concatenate input (𝑥) with label (y) 

 Pass through dense layers, the self-attention block, and the 

output layer to produce a normal/attack score 

7.  For epoch e = 1 to E do 

8.   For t = 1 to critic do  

9.    Sample a batch of real samples (𝑋𝑛𝑜𝑟𝑚𝑎𝑙, 𝑦𝑛𝑜𝑟𝑚𝑎𝑙) 

from the training data 

10.    Sample noise 𝓏~𝒩(0, Ι) and labels 𝑦𝑎𝑡𝑡𝑎𝑐𝑘 

11.    Generate attack samples: 𝑥𝑎𝑡𝑡𝑎𝑐𝑘 = G(𝓏, 𝑦𝑎𝑡𝑡𝑎𝑐𝑘)  

12.    Compute discriminator loss: 

𝐿𝐷 = 𝔼[𝐷(𝑥𝑎𝑡𝑡𝑎𝑐𝑘, 𝑦𝑎𝑡𝑡𝑎𝑐𝑘)] −
𝔼[𝐷(𝑥𝑛𝑜𝑟𝑚𝑎𝑙 , 𝑦𝑛𝑜𝑟𝑚𝑎𝑙)] + 𝜆 ∙
𝐺𝑃 (𝑥𝑛𝑜𝑟𝑚𝑎𝑙 , 𝑥𝑎𝑡𝑡𝑎𝑐𝑘)(8) 

13.    Update ϕ (discriminator parameters) using Adam 

optimizer 

14.   End For  

15.   Sample noise 𝓏~𝒩(0, Ι)  and labels (𝑦)  

16.   Generate attack samples:𝓍𝑎𝑡𝑡𝑎𝑐𝑘,   = G 

(𝓏, 𝑦) 

 

17.   Compute generator loss: 

LG = −𝔼 [D (𝓍𝑎𝑡𝑡𝑎𝑐𝑘, 𝑦)] (6) 

 

18.   Update θ (generator parameters) using 

Adam optimizer 

 

19.  End For   

20.  Return trained generator G(θ) and discriminator D(ϕ) 
 

 

Furthermore, the incorporation of a gradient penalty enforces 

Lipschitz continuity in the discriminator, which stabilizes 

adversarial training, mitigates mode collapse, and prevents 

overfitting. The joint modelling reduces reliance on large 

labelled datasets while preserving discriminative capability. 

Model validation was done through performance comparison 

with baseline classifiers using standard evaluation metrics. In 

addition, ablation studies of architectural components and 

sensitivity analyses of key hyperparameters were performed. 

The training dynamics and convergence behaviour were also 

examined. Finally, the model’s capability to distinguish 

between normal and attacked samples was visualized using t-

distributed Stochastic Neighbor Embedding (t-SNE) for 

dimensionality reduction and clustering. 

“The authors confirm that the complete source code and the 

synthetic dataset generation procedures used in this work will 

be made available publicly upon acceptance of the manuscript”. 

 

B. Quantitative Performance Evaluation 

The detection performance was evaluated using standard 

classification metrics: Accuracy, Precision, Recall, F1-score, 

area under the receiver operating characteristic curve (AUC-

ROC) and Detection time. Fig. 3. and Fig. 4. shows the FDIA 

detection metrics of the six methods in the IEEE14-Bus and 

IEEE118-Bus system.  
 

 

 
 

Fig. 3. Comparison of FDIA detection methods on the IEEE 14-bus system 

in terms of accuracy, precision, recall, F1-score, AUC and detection time. 
 

Fig. 3. shows the comparative performance of various FDIA 

detection methods on the IEEE 14-bus system. The proposed 

SACGAN-GP model demonstrates superior performance 

across all key evaluation metrics, including accuracy, 

precision, recall, F1-score, and AUC. Notably, SACGAN-GP 

achieves near-perfect detection capability with an accuracy of 

97.06%, recall of 100%, and an F1-score of 98.28%, 

outperforming traditional models such as Isolation Forest, 

LSTM Autoencoder, GAN, WGAN, and CGAN. Although the 

detection time slightly increases to approximately 0.21 

seconds, it remains within acceptable limits for real-time 

applications. These results confirm the model's robustness, 

stability, and effectiveness in identifying stealthy FDIAs in 

power systems. 
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Fig. 4. Comparison of FDIA detection methods on IEEE 118-bus system 

demonstrating scalability and detection effectiveness of SACGAN-GP. 

 

Fig. 4. illustrates the comparative performance of six FDIA 

detection methods evaluated on the IEEE 118-bus system. The 

proposed SACGAN-GP model consistently outperforms all 

baseline models Isolation Forest, LSTM Autoencoder, GAN, 

WGAN, and CGAN across all key metrics, including accuracy 

(95.59%), precision (94.91%), recall (100%), F1-score 

(97.39%), and AUC (100%). The performance and detection 

time are compared in Tables I and II for the IEEE 14-bus and 

118-bus systems, respectively. As shown in Table I and II, 

SACGAN-GP consistently achieves improved detection 

metrics when compared to baseline methods. This enhanced 

detection performance, however, is accompanied by a modest 

increase in detection time. Specifically, the average detection 

time increases to 0.5158 seconds for the IEEE 118-bus system, 

compared to the significantly lower time 0.21 seconds observed 

in the IEEE 14-bus case. This increase is primarily attributed to 

the higher number of measurement features and the quadratic 

complexity of the self-attention operation with respect to 

system size. The performance improvement is beneficial as 

long as the detection time is within the control loop operation 

time of different layers of the power system.   

Different layers of power system control function have 

varying temporal resolutions. For example, primary control 

actions, such as, immediate frequency regulation should 

respond within seconds; secondary control mechanisms, 

including Automatic Generation Control, typically act within a 

few seconds to several minutes; and tertiary control processes, 

including economic dispatch and state estimation, generally 

execute on a minute-scale. Therefore, a detection time below 

one second is acceptable [28-29]. The detection time of 

SACGAN-GP, below one second, allows it to identify 

malicious data injections before the subsequent state estimation 

cycle begins, enabling operators to intervene before corrupted 

measurements influence operational decisions. This response 

capability significantly reduces the risk of cascading errors that 

could compromise system stability, economic efficiency, or 

equipment safety. Consequently, the achieved detection time 

confirms that the proposed framework not only delivers high 

detection accuracy but is also computationally efficient enough 

to be integrated into real-time control center workflows, 

reinforcing its suitability for enhancing smart grid resilience, 

demonstrates its practical applicability for real-time power grid 

monitoring. The results confirm that integrating self-attention 

mechanisms and gradient penalty into the conditional GAN 

framework significantly enhances the model's capability to 

detect stealthy and complex FDIAs, making SACGAN-GP a 

reliable and scalable solution for securing large-scale power 

systems.  

TABLE I 

PERFORMANCE COMPARATION OF DETECTION METHODS IN 

THE IEEE14-BUS POWER SYSTEM 

Structure Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1score 

(%) 

AUC 

(%) 

Detection 

Time (s) 

Isolation 

Forest 
41.58 88.00 35.00 50.00 41.00 0.18 

LSTM AE 32.67 100.00 19.00 32.00 93.00 0.12 

GAN 83.17 83.00 95.00 91.00 49.00 0.03 

WGAN 81.19 83.00 98.00 90.00 90.81 0.06 

CGAN 83.17 83.00 99.00 91.00 81.65 0.05 

SACGAN-

GP 
97.06 96.61 100.00 98.28 100.00 0.21 

 

TABLE II 

PERFORMANCE COMPARISON OF DETECTION METHODS IN THE 

IEEE118-BUS POWER SYSTEM 

Structure Accuracy  

(%) 

Precision    

(%) 

Recall 

(%) 

F1score 

(%) 

AUC 

(%) 

Detection 

Time(s) 

Isolation 

Forest 
48.35 81.64 49.01 61.25 42.57 0.2456 

LSTM AE 21.17 78.78 7.34 13.43 46.29 0.2177 

GAN 84.47 54.02 49.47 51.64 65.76 0.05 

WGAN 80 43.5 70.52 53.81 79.83 0.07 

CGAN 58.73 22.31 58.94 32.36 49.37 0.06 

SACGAN-

GP 
95.59 94.91 100 97.39 100 0.5158 

 

The SACGAN-GP performed better than all baseline models, 

demonstrating its better generalization and robustness in 

detecting FDIAs. Notably, the higher precision and recall 

values indicate a low false positive and false negative rate, 

critical in real-world power systems where misclassification 

can lead to operational inefficiencies or vulnerabilities. It may 

be noted that the proposed SACGAN-GP has greater recall 

value for both the test systems. 

 

C. Training Dynamics and Convergence Behaviour of SAGAN-

GP 

Fig. 5. illustrates the generator and discriminator loss trends 

across training epochs, along with the gradient penalty and 

conditional loss components. The SACGAN-GP exhibits 

smoother training dynamics, which help it to avoids mode 

collapse, a common challenge in adversarial learning. 

 

D. Measurement Distribution and Dimensionality Reduction 

To evaluate the model’s ability to distinguish between real 

and generated data, t-distributed Stochastic Neighbor 

Embedding (t-SNE) was applied for dimensionality reduction 

and cluster visualization.  
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Fig. 5. Training convergence of SACGAN-GP showing generator and 

discriminator loss variation over epochs. 

 

 
Fig. 6. t-SNE visualization illustrating cluster separation between normal and 

attacked measurement samples. 

As shown in Fig. 6. the SACGAN-GP model successfully 

forms two well-separated clusters representing non-attacked 

and attacked states, confirming its ability to capture the 

underlying data distribution. The minimal overlap between real 

and synthetic samples suggests high generative accuracy, while 

the clear separation highlights the discriminator’s effectiveness 

in distinguishing anomalies. A single generator was sufficient 

to represent the data distribution, as only two distinct classes 

normal and attacked were present in the dataset. 
 

E. Anomaly Score Histogram for FDIA Discrimination 

The anomaly score histogram is shown in Fig. 7. 

Demonstrates the model’s ability to distinguish between normal 

(Non-Attacked) and attacked data. Normal samples show low 

anomaly scores clustered to the left, whereas attacked samples 

exhibit higher scores on the right. A clear threshold separates 

the two distributions, serving as an effective decision boundary. 

This separation confirms that the SACGAN-GP models 

accurately assign high scores to manipulated data and low 

scores to normal samples, minimizing false positives and 

negatives. the results demonstrate the models’ effectiveness in 

robust and reliable FDIA detection. 

 

 
Fig. 7. Anomaly score distribution of normal and attacked samples with 

threshold-based separation. 

 

F. Ablation Study 
 

To evaluate the individual contributions of key components 

in the proposed SACGAN-GP architecture, an ablation study 

was performed. This involved systematically removing specific 

modules such as self-attention layer, gradient penalty, and 

conditional inputs, and analyzing their impact on detection 

performance. Tables III and IV present the performance 

comparison of ablated variants and baseline CGAN on the IEEE 

14-bus and IEEE 118-bus systems, respectively. From Tables 

III and IV, it is inferred that SACGAN-GP model consistently 

performs better than its ablated versions in terms of Accuracy, 

Precision, Recall, F1-score, Area Under the Curve (AUC), and 

Detection Time. 

 

TABLE III 

PERFORMANCE COMPARISON OF ABLATED VARIANTS IN THE 

IEEE14-BUS POWER SYSTEM 
 

Structure Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1score 

(%) 

AUC 

(%) 

Detection 

Time(s) 

SACGAN-

GP 

97.06 96.61 100.00 98.28 100.00 0.2130 

CGAN-GP 82.35 83.58 98.25 90.32 26.48 0.3357 

SACGAN 66.17 49.27 75.55 59.64 56.26 0.1329 

CGAN 66.17 49.25 73.33 58.92 50.18 0.1062 

 

TABLE IV 

PERFORMANCE COMPARISON OF ABLATED VARIANTS IN THE 

IEEE118-BUS POWER SYSTEM 
 

Structure Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1score 

(%) 

AUC 

(%) 

Detection 

Time(s) 

SACGAN-

GP 

95.59 94.91 100.00 97.39 100.00 0.5158 

CGAN-GP 83.07 83.22 99.79 90.75 40.84 0.5192 

SACGAN 66.66 50.00 74.60 59.87 66.89 0.8714 

CGAN 65.34 47.43 73.62 57.69 64.71 0.3690 
 

Particularly, in the IEEE 14-bus system, SACGAN-GP 

achieved an F1-score of 98.28% and an AUC of 100%, 

significantly performing better than CGAN-GP model. Also, in 

the larger and more complex IEEE 118-bus system, SACGAN-

GP continued to deliver strong results, achieving an F1-score of 

97.39% and an AUC of 100%. These results highlight the 

model's robustness in both small- and large-scale systems and 

confirm that the integration of self-attention, conditional 

generation, and gradient penalty contributes to superior 

detection accuracy and stable training dynamics. Removing the 

self-attention layer significantly drops both F1-score and AUC, 

confirming its role in enhancing spatial awareness and 

interpretability. Excluding the gradient penalty results in 

unstable training and poorer generalization, evident from 

reduced performance metrics. 
 

G. Hyperparameter Sensitivity Analysis 
 

The investigation of the sensitivity of the SACGAN-GP to 

key hyperparameters such as learning rate, noise dimension, 

batch size, gradient penalty coefficient (𝜆𝑔𝑝), and attention head 

count for IEEE 14 bus system and IEEE 118 bus system are 

given in tables V and VI respectively. Here, the performance 

evaluation is carried out in terms of AUC range. The following 

inferences are drawn from table V and VI  
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1. Learning rate was tested at values of 1×10−4, 1×10−5, and 

1×10−6. The optimal value of 1×10−5 consistently resulted in 

higher AUC scores across both systems. Extremely low or 

high learning rates led to unstable or excessively slow 

convergence. 

2. For noise dimension, values of 50, 100, and 200 were 

evaluated. A dimension of 100 was found optimal, 

achieving the highest AUC, and demonstrating a good 

balance between latent space complexity and data fidelity. 

3. Batch size varied among 32, 64, and 128. A batch size of 64 

produced the best results in terms of both convergence 

speed and generalization. Larger batch sizes led to 

underfitting, particularly in later epochs. 

4. The gradient penalty coefficient was tested with values of 

0.1, 1, and 10. A value of 1 yielded the most stable training 

and the highest AUC, confirming its importance in 

regularizing the discriminator and avoiding gradient 

explosion or vanishing. 

5. The number of attention heads varied between 1, 2, and 4. 

Using 2 attention heads provided the best tradeoff between 

representational capacity and computational efficiency, 

resulting in the most favorable AUC range. 
 

TABLE V 

SACGAN-GP UNDER DIFFERENT HYPERPARAMETER 

SETTINGS: IEEE 14-BUS SYSTEM 

Hyperparameter Range Tested Optimal Value AUC Range 

Learning Rate 
1 × 10−4, 1 ×

10−5, 1 × 10−6 
1 × 10−5 0.925 – 0.973 

Noise dimension 50, 100, 200 100 1.000 - 1.000 

Batch Size 32, 64, 128 64 0.948 – 0.973 

Gradient Penalty 

(𝜆𝑔𝑝) 
0.1, 1, 10 1 0.951 – 0.973 

Attention Heads 1, 2, 4 2 0.945 – 0.973 
 

TABLE VI 

SACGAN-GP UNDER DIFFERENT HYPERPARAMETER 

SETTINGS: IEEE 118-BUS SYSTEM 

Hyperparameter Range Tested Optimal Value AUC Range 

Learning Rate 
1 × 10−4, 1 ×

10−5, 1 × 10−6 
1 × 10−5 0.925 – 0.973 

Noise dimension 50, 100, 200 100 0.999 - 1.000 

Batch Size 32, 64, 128 64 0.948 – 0.973 

Gradient Penalty 

(𝜆𝑔𝑝) 
0.1, 1, 10 1 0.951 – 0.973 

Attention Heads 1, 2, 4 2 0.945 – 0.973 

 

Across both datasets, the model demonstrated strong 

robustness to moderate variations in hyperparameters. 

However, the analysis confirms that precise tuning, particularly 

of the learning rate, batch size, gradient penalty and attention 

configuration, can significantly enhance performance. 
 

H. Impact of Measurement Noise 

Presence of noise in real-world power systems is inevitable. 

Therefore, evaluating the robustness of the detection method 

under noisy conditions is essential. Hence, the proposed method 

is tested under different noise levels, namely low-level noise at 

1% (PMU noise), medium-level noise at 5% (SCADA noise) 

and high-level noise at 10% (sensor noise). The performance of 

the proposed SACGAN-GP is presented in Tables VII and VIII. 

 

TABLE VII 

PERFORMANCE AT DIFFERENT NOISE LEVELS IN IEEE14-BUS 

SYSTEM 

SACGAN-GP 
Without 

Noise 

1% Noise 

level 

(σ = 0.01) 

5% Noise 

level 

(σ = 0.05) 

10% 

Noise 

level 

(σ = 0.10) 

Accuracy (%) 97.06 95.59 95.65 94.12 

Precision (%) 96.61 95.00 94.83 94.92 

Recall (%) 100.00 100.00 96.49 98.25 

F1score (%) 98.28 97.44 95.65 96.55 

ROC-AUC 

score (%) 
100.00 100.00 100.00 98.41 

PR-AUC score 1 1 1 0.99 

 

TABLE VIII 

PERFORMANCE AT DIFFERENT NOISE LEVELS IN IEEE118-BUS 

SYSTEM 

SACGAN-GP 
Without 

Noise 

1% Noise 

level 

(σ = 0.01) 

5% Noise 

level 

(σ = 0.05) 

10% 

Noise level 

(σ = 0.10) 

Accuracy (%) 95.59 95.41 94.89 95.41 

Precision (%) 94.91 94.90 94.87 94.91 

Recall (%) 100 99.79 99.14 99.79 

F1score (%) 97.39 97.28 96.96 97.39 

ROC-AUC 

score (%) 
100 100 98.04 99.89 

PR-AUC score  1 1 0.99 0.98 

       

From tables VII and VIII, it can be inferred that there are slight 

variations in the performance metrics for different scenario of 

noise injection do not significantly affect the detection 

capability of the SACGAN-GP model, highlighting its 

robustness to measurement noise. Further, the stable values of 

the Area Under the Receiver Operating Characteristic curve 

(ROC -AUC) score characterizes the presence of a stable trade-

off between true positive and false positive rates across decision 

thresholds. The Precision-Recall (PR-AUC) scores near unity 

show that the proposed SA-CGAN-GP model maintains stable 

detection performance even under increasing noise levels, 

demonstrating robustness to practical sensor inaccuracies and 

confirming its applicability in real smart-grid environments.  
 

I. Limitations and Future Directions 

While the attention mechanism captures long-range 

dependencies effectively, it also adds a significant 

computational burden as the system size increases. For very 

large power systems, the expected quadratic growth in 

computational complexity can be effectively addressed by 

adopting scalable attention variants, such as sparse and 

hierarchical attention mechanisms. These approaches can 

significantly reduce computational and memory overhead while 

retaining the ability to capture critical system-wide 

dependencies. The proposed SACGAN-GP framework use 

simulated data, along with the assumption of a centralized 

training environment. These limitations can be mitigated with 
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the availability of real-time operational datasets and by 

adopting scalable variants of the proposed framework. Future 

works can also be focused on extending the proposed 

framework to detect multiple coordinated attack types and 

classify them based on their locational impact. This can be 

achieved by hybridizing the SACGAN-GP with methods such 

as federated learning and edge computing paradigms. 
 

V. CONCLUSION 

To advance the cyber-resilience of modern power grids, this 

work investigates the FDIA detection problem by applying an 

attention-driven conditional GAN, which has exhibited state-

of-the-art efficacy and adaptability in diverse research contexts. 

This research proposes a novel SACGAN-GP for detecting 

FDIAs in power systems. The proposed approach is entirely 

data-driven and does not require prior knowledge of the system 

model, making it adaptable and suitable for real-world 

deployment across different power grid configurations. The 

SACGAN-GP architecture captures complex spatial and 

contextual dependencies within measurement data by 

leveraging self-attention mechanisms. The model sustains high 

detection capability under adverse conditions such as 

unbalanced datasets. Experimental results on IEEE 14-bus and 

IEEE 118-bus test systems confirm that SACGAN-GP 

significantly performs better than other methods, achieving 

higher accuracy, precision, recall, F1-score, and ROC metrics. 

The higher ROC-AUC and PR-AUC values at different noise 

level shows the model stability even in presence of noise. These 

results confirm the model’s ability to detect FDIAs effectively 

in the power grid.  Furthermore, dimensionality reduction and 

visualization techniques such as t-SNE validate the model’s 

ability to generate realistic and distinguishable attack patterns. 

The limitations of the proposed method, the possible mitigation 

strategies, and future direction are also discussed.  
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