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Expert Selection for Wordlist-Based DGA Detection
Reynier Leyva La O. , Carlos A. Catania , and Rodrigo Gonzalez

Abstract—Domain Generation Algorithms (DGAs) have
evolved beyond traditional pseudorandom patterns, with
wordlist-based variants generating linguistically coherent
domains that evade conventional detection methods. While
previous research has primarily focused on generalist detection
approaches across multiple DGA types, systematic expert model
selection specifically targeting wordlist-based variants remains
largely unexplored. This work addresses expert model selection
for wordlist-based DGA detection, where expert models refer
to specialized architectures trained exclusively on specific DGA
categories. We conduct systematic evaluation of seven candidate
models across transformer, convolutional neural network (CNN),
and traditional machine learning approaches. Models were
trained on a balanced dataset of 160,000 domains spanning eight
wordlist-based DGA families and evaluated using a rigorous
two-phase protocol that measures both performance on training
families and generalization to previously unseen variants. Our
comparative analysis identifies fine-tuned ModernBERT as the
optimal expert model, achieving 86.7% F1-score on known
families while maintaining 80.9% performance on unknown
families with 26ms inference time on NVIDIA Tesla T4 GPUs,
enabling processing of approximately 38 domains per second on
a single GPU instance. The study validates that domain-specific
expert training significantly outperforms generalist approaches
trained on diverse DGA families, with F1-score improvements
of 9.4% on familiar variants and 30.2% on unseen families.
This performance gain indicates that focused expertise develops
transferable linguistic patterns rather than memorization of
specific family characteristics.

Link to graphical and video abstracts, and to code:
https://latamt.ieeer9.org/index.php/transactions/article/view/10036

Index Terms—Domain Generation Algorithms, Expert Selec-
tion, Cybersecurity, Real-time Detection, Model Comparison

I. INTRODUCTION

DOMAIN GENERATION ALGORITHMS (DGAs) have
evolved from simple pseudorandom string generators

into sophisticated linguistic mimics that challenge traditional
cybersecurity defenses. Modern malware families leverage
DGAs to establish resilient Command and Control (C&C)
channels by generating thousands of candidate domains daily,
effectively bypassing blacklist-based detection systems even
when individual domains are discovered and blocked [1].

Among DGA variants, wordlist-based algorithms
present the most challenging detection problem.
While conventional DGAs generate easily recognizable
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character sequences like qwerty123.com, wordlist
variants produce semantically plausible domains such as
secure-banking-portal.com that closely resemble
legitimate web services. This semantic plausibility renders
entropy-based and character frequency methods ineffective [2].

The urgency for effective wordlist-based DGA detection
is exemplified by recent threats in Latin America. In 2024,
the Grandoreiro banking trojan targeting over 1,500 banks
across Brazil, Mexico, Argentina, and other Latin American
countries demonstrated sophisticated domain generation ca-
pabilities with multiple algorithmic variants. IBM X-Force
analysis revealed that the latest Grandoreiro iteration em-
ploys a reworked DGA containing multiple seeds to calculate
different domains for each operational mode, generating up
to 14 possible (C&C) domains daily [3]. This advanced
DGA implementation, combined with the malware’s semantic
plausibility in domain generation, underscores the critical
need for specialized detection models capable of identifying
linguistically coherent yet malicious domains in production
environments.

The fundamental challenge for cybersecurity practitioners
lies in selecting appropriate detection models for wordlist-
based DGAs. Character-level CNNs excel at capturing pseudo-
random patterns but lack linguistic sophistication for wordlist
detection [4]. Large language models possess the necessary
semantic capabilities but introduce prohibitive computational
overhead for real-time deployment. Traditional machine learn-
ing approaches offer computational efficiency but may miss
subtle semantic patterns that characterize modern wordlist
DGAs. Hybrid approaches combining multiple detection tech-
niques have shown promise in network security applica-
tions [5], though these methods typically focus on general
anomaly detection rather than the specific linguistic challenges
posed by wordlist-based domain generation.

Production cybersecurity systems require both high de-
tection accuracy and millisecond-level response times when
analyzing millions of DNS (Domain Name System) queries
daily. This constraint necessitates systematic model evaluation
to balance detection accuracy with deployment feasibility.

False positive rates in production environments directly
impact operational costs, with enterprise DNS monitoring
systems processing millions of queries where each misclas-
sified legitimate domain triggers unnecessary security investi-
gations. Industry reports indicate that high false positive rates
(> 5%) can overwhelm security operations centers, neces-
sitating detection models that maintain both high accuracy
and acceptable operational thresholds [6]. Recent approaches
have explored explainable AI techniques to better identify
and reduce false positives in intrusion detection systems [7],
though these methods focus on general network anomalies
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rather than the specific semantic challenges of wordlist-based
DGA detection.

In this context, expert model selection refers to the sys-
tematic identification of specialized detection architectures
optimized for specific threat categories. Unlike generalist ap-
proaches that distribute learning capacity across diverse attack
types, expert models concentrate their representational power
on the distinctive characteristics of a particular DGA variant.
This specialization enables deeper pattern recognition within
the target domain while maintaining computational efficiency
for operational deployment. The expert selection process must
therefore balance specialized performance against general-
ization capability to ensure robust detection of both known
families and emerging variants within the same threat category.

This work addresses expert model selection for wordlist-
based DGA detection through a comprehensive empirical
evaluation across seven candidate architectures. We systemati-
cally compare transformer-based models, convolutional neural
networks, and traditional machine learning approaches across
eight wordlist-based DGA families using a rigorous two-phase
evaluation protocol that measures both specialized perfor-
mance and generalization to three previously unseen variants.

Our analysis identifies ModernBERT as the optimal expert
model after fine-tuning on wordlist-based DGA data, achieving
86.7% F1-score on known families while maintaining 80.9%
on unseen variants with 26ms inference latency. Controlled
comparison validates that domain-specific training signifi-
cantly outperforms generalist approaches, demonstrating 9.4%
improvement on familiar variants and 30.2% enhancement on
unseen families.

The study makes three contributions. First, we establish
a systematic evaluation framework specifically designed for
wordlist-based DGA detection with rigorous generalization
testing. Second, we provide comprehensive empirical analysis
focused exclusively on wordlist-based DGA families, demon-
strating effective detection without performance degradation.
Third, we validate that domain-specific expert training signif-
icantly outperforms generalist approaches when confronting
wordlist-based DGAs. This evaluation scope, encompassing
eleven distinct wordlist-based families with systematic statis-
tical validation, addresses the documented underrepresentation
of this threat category in existing detection literature.

II. RELATED WORK

A. Wordlist-Based DGA Characteristics

Wordlist-based DGAs employ predefined dictionaries of
common words, brand terms, and linguistic tokens, com-
bining them through deterministic or probabilistic rules
to generate semantically plausible domain names. Families
such as Suppobox and Matsnu generate domains like
secure-login-check.com that closely resemble legiti-
mate services [1]. Despite representing only 4 of 92 cataloged
botnet families in DGArchive [8], these variants occupy dis-
tributional regions close to legitimate traffic, creating dispro-
portionate detection difficulties [6].

Advanced implementations use Hidden Markov Models
(HMM) and Probabilistic Context-Free Grammars (PCFG)

for generation that systematically evade traditional detection
metrics [9]. Traditional entropy-based and character frequency
methods fail against these semantically plausible domains, as
they lack obvious randomness signatures [10].

B. Detection Approaches and Limitations

Current detection approaches span diverse architectural
paradigms with distinct trade-offs. Random Forest classifiers
with n-gram features provide computational efficiency but
struggle with linguistic variants due to hand-crafted feature
limitations [11], [12]. Convolutional neural networks excel
at local character patterns [10], while recurrent architectures
model sequential dependencies [13], [14].

Transformer-based approaches leverage pre-trained lan-
guage models to capture semantic relationships, showing im-
proved performance on wordlist variants [15], [16]. However,
inference times range from sub-millisecond for traditional
models to over 1000ms for large language models, limiting
real-time deployment [6].

Embedding techniques have shown promise, with Em-
beddings from Language Models (ELMo) and Bidirectional
Encoder Representations from Transformers (BERT)-based
approaches demonstrating effectiveness across different sce-
narios [17], [18]. Mixed embedding approaches combining n-
grams and word representations prove effective in few-shot
learning scenarios [19].

C. Evaluation Challenges in Literature

Meta-analysis of 38 DGA detection studies reveals system-
atic evaluation biases. Most studies underrepresent wordlist-
based families, often including minimal samples to avoid
performance deterioration since these domains substantially
increase false positive rates [6]. This selective evaluation cre-
ates incomplete understanding of detection capabilities against
sophisticated variants.

While ensemble and few-shot learning approaches have
been explored [20], [21], no systematic comparison specif-
ically targets wordlist-based DGA detection across diverse
architectural paradigms with rigorous generalization testing.
This evaluation gap, combined with the operational neces-
sity for balanced accuracy-efficiency trade-offs in production
cybersecurity systems, motivates the development of a com-
prehensive expert selection framework that addresses both
specialized performance on known threat families and robust
generalization to emerging variants.

III. PROBLEM FORMULATION

This work addresses expert model selection for wordlist-
based DGA detection through systematic evaluation of
candidate architectures. Given a set of models E =
{E1, E2, . . . , En} and a dataset D containing benign domains
and samples from multiple wordlist-based DGA families, we
identify the optimal expert model E∗ that maximizes detection
performance while maintaining operational efficiency.
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A. Evaluation Framework

We evaluate candidate models using standard classification
metrics combined with operational constraints [22], [23]. Core
performance measures include precision, recall, F1-score, and
false positive rate, complemented by inference time measure-
ments for operational feasibility assessment.

B. Expert Selection Methodology

The optimal expert model E∗ maximizes a composite scor-
ing function that balances multiple performance dimensions:

E∗ = arg max
Ei∈E

f(F1i, Pi, Ri, FPRi, Ti) (1)

where F1i, Pi, Ri, FPRi, and Ti represent F1-score,
precision, recall, false positive rate, and inference time for
model Ei.

The composite scoring function integrates performance and
efficiency metrics:

f(·) = α1 · F1 + α2 · (1− FPR) + α3 · P + α4 ·R+ α5 ·
(
1− T

Tmax

)
(2)

where coefficients α1, . . . , α5 reflect relative metric impor-
tance with constraint

∑5
i=1 αi = 1.

This formulation enables practitioners to customize expert
selection according to deployment priorities. Real-time sys-
tems may emphasize low latency (α5 > 0.4), while inves-
tigative applications may prioritize recall (α4 > 0.4). For
this comparative study, we conduct two scoring analyses: first,
we employ equal weighting (αi = 0.2) to provide unbiased
assessment across all performance dimensions, ensuring that
no single metric dominates the expert selection process and
enabling fair comparison across architecturally diverse models.
We also evaluate a case where FPR reduction takes priority,
setting α1 = α3 = α4 = α5 = 0.1 and α2 = 0.6, which
represents environments where the cost of investigating false
alarms becomes a critical operational concern.

C. Evaluation Protocol

Our evaluation employs a two-phase protocol measuring
both specialized performance and generalization capability.
The first phase evaluates models on known wordlist-based
DGA families using previously unseen domains from training
families. The second phase assesses generalization to com-
pletely unknown DGA families, reflecting operational scenar-
ios where new threats emerge continuously.

Statistical robustness is achieved through randomized batch
sampling, with 30 batches per family containing 100 domains
each (50 benign, 50 malicious). This methodology ensures re-
liable performance estimates while maintaining computational
tractability for comprehensive model comparison.

IV. METHODOLOGY

We designed a systematic evaluation framework to identify
optimal expert models for wordlist-based DGA detection. Our
approach encompasses dataset construction, model selection
across diverse architectures, and rigorous evaluation measuring
both detection accuracy and operational efficiency.

A. Dataset Construction

We constructed a balanced dataset reflecting operational net-
work conditions and wordlist-based DGA diversity. The train-
ing dataset comprised 160,000 domains split equally between
DGA samples (80,000) and legitimate domains (80,000). Ta-
ble I provides detailed breakdown of family-specific sample
allocation across training and evaluation phases.

For evaluation, each family present in training contributes
1,500 DGA samples combined with 1,500 fresh legitimate
domains (distinct from training data) to create balanced 3,000
sample family evaluations. The generalization testing employs
1,500 samples from each unknown family paired with 1,500
different legitimate domains (separate from both training and
in-family test sets) to maintain evaluation independence and
prevent data leakage across experimental phases.

TABLE I
SAMPLE DISTRIBUTION ACROSS WORDLIST-BASED DGA

FAMILIES FOR TRAINING AND EVALUATION. THE DATASET
COMPRISES 160,000 BALANCED DOMAINS (80,000 DGA

FROM EIGHT FAMILIES, 80,000 LEGITIMATE FROM
TRANCO TOP SITES). IN-FAMILY TESTS USE NEW

SAMPLES FROM TRAINING FAMILIES WITH THE SAME
1,500 BENIGN DOMAINS. GENERALIZATION TESTS
EVALUATE THREE UNSEEN FAMILIES (BIGVIKTOR,

NGIOWEB, PIZD) WITH A DIFFERENT SET OF 1,500 BENIGN
DOMAINS TO MAINTAIN EVALUATION INDEPENDENCE

Category Family Training In-Family Test Generalization Test

Training
Families

charbot 10,000 1,500 —
deception 10,000 1,500 —
gozi 10,000 1,500 —
manuelita 10,000 1,500 —
matsnu 10,000 1,500 —
nymaim 10,000 1,500 —
rovnix 10,000 1,500 —
suppobox 10,000 1,500 —

Generalization
Families

bigviktor — — 1,500
ngioweb — — 1,500
pizd — — 1,500

Legitimate All scenarios 80,000 1,500 1,500

DGA samples were obtained from publicly available repos-
itories widely adopted in the research community and rec-
ommended by recent comprehensive studies on DGA detec-
tion methodologies [6]. These include DGArchive [8], 360
Netlab [24], and UMUDga [25], which collectively provide
labeled samples across multiple DGA families with verified
malicious classification. We selected wordlist-based DGA fam-
ilies using two criteria: verified wordlist generation and at
least 12,000 domains per family. Repository samples were
complemented with domains generated using the open-source
CharBot implementation [26]. The CharBot generation tool
and scripts are documented in our public repository [27]. This
combination of repository and generated domains provides
sufficient training data consistent with documented family
behaviors. Legitimate domains were sourced from the Tranco
top sites list [28], ensuring a curated and unbiased baseline.
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B. Model Selection Strategy

Our evaluation encompasses seven models representing
three architectural paradigms spanning the spectrum be-
tween semantic sophistication and computational efficiency.
Wordlist-based DGAs require both linguistic understanding to
identify semantically plausible malicious domains and oper-
ational efficiency for real-time deployment. Large language
models offer maximal semantic capabilities at substantial
computational cost, traditional approaches provide efficiency
with limited linguistic sophistication, while specialized trans-
formers balance both dimensions. This architectural diversity
enables systematic assessment of accuracy-efficiency trade-
offs for expert wordlist-based DGA detection.

Large Language Models include Gemma 3 4B [29], [30] and
LLaMA 3.2 3B [31], selected based on recent studies demon-
strating superior wordlist-based DGA detection performance
[15], [16]. The 3-4B parameter configurations balance seman-
tic capabilities with computational feasibility while remaining
openly available through Hugging Face repositories, enabling
reproducible research without proprietary access requirements.

Specialized Transformers comprise ModernBERT [32] and
DomBertUrl [33], offering domain-specific pretraining with
moderate resource demands. ModernBERT provides con-
temporary BERT optimization for classification tasks, while
DomBertUrl demonstrated effective performance on domain
classification tasks [33].

Traditional Models encompass CNN [4], FANCI [34], and
LA Bin07 [21], establishing computational efficiency base-
lines. These architectures represent character-level pattern
recognition (CNN), hand-crafted features with Random For-
est classification (FANCI), and hybrid detection (LA Bin07),
enabling comparison between transformer and established
approaches.

C. Training Configuration

All experiments were conducted under consistent conditions
using NVIDIA Tesla T4 GPUs within Google Colab [35]
environments to ensure reproducible results. All source code
and datasets used in this study are publicly available in the
MoE-word-list-DGA GitHub repository [27].

Fig. 1 illustrates the dataset construction process, where
eight wordlist-based DGA families each contribute 10,000
samples combined with 80,000 legitimate domains to create
the balanced 160,000-domain training dataset.

D. Two-Phase Evaluation Protocol

We implemented a rigorous two-stage evaluation designed
to assess both specialized performance and generalization
capability, moving beyond traditional single-phase validation
approaches.

The first phase evaluates model performance on known
wordlist-based DGA families using fresh domains from the
same families encountered during training. This in-family
assessment measures how effectively models learn family-
specific linguistic patterns while avoiding overfitting to train-
ing samples.

The second phase assesses generalization capability on
completely unknown DGA families (bigviktor, ngioweb, and
pizd) never encountered during training. This generalization
evaluation reflects operational scenarios where new threat
variants emerge continuously, testing model robustness beyond
familiar attack patterns.

Statistical robustness is achieved through randomized batch
sampling, with 30 batches per family containing 100 domains
each (50 benign, 50 malicious). Results are reported with
means and standard deviations following established sampling
theory principles [36].

E. Specialization versus Generalization Analysis

To validate the benefits of expert specialization, we compare
our wordlist-focused approach against a generalist model
trained on the comprehensive 54 DGA families used in the
training dataset described in Table 2 of La O et al. [16]. This
expanded training set includes our eight wordlist families plus
46 additional families spanning arithmetic, hash-based, and
hybrid generation strategies.

Both models use identical architectures and hyperparam-
eters, differing only in training data composition. This con-
trolled comparison directly addresses whether specialized
training on wordlist characteristics outperforms broad expo-
sure to diverse DGA types.

V. EXPERIMENTAL RESULTS

A. Individual Model Performance

We evaluate seven candidate models across wordlist-based
DGA families using the previously described two-phase pro-
tocol. Table II presents comprehensive performance metrics
for known and unknown families, revealing significant perfor-
mance variations across architectural paradigms.

The results demonstrate distinct architectural trade-offs and
generalization patterns. Large language models exhibit ex-
treme precision-recall imbalances: LLaMA achieves 92.4%
precision but only 41.9% recall on known families, while
Gemma maintains exceptional precision (95.4-95.7%) across
both scenarios but struggles with recall (66.5% known, 60.3%
unknown). This pattern indicates conservative classification
behavior that misses substantial portions of malicious domains.

Specialized transformers show contrasting generaliza-
tion capabilities. ModernBERT demonstrates consistent bal-
anced performance with minimal precision-recall variance
(89.7%/86.6% known vs 89.0%/75.5% unknown), while
DomBertUrl exhibits superior generalization stability, actually
improving its F1-score from 72.4% on known families to
84.6% on unknown families. This represents a remarkable
12.2 percentage point increase suggesting effective transfer
learning.

Traditional approaches reveal fundamental limitations for
semantic detection tasks. FANCI shows catastrophic per-
formance degradation on unknown families, dropping from
70.5% to 39.1% F1-score, while CNN maintains moderate
consistency (78.9% vs 65.5%) but fails to capture linguistic
nuances.
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Dataset Construction

Balanced Training Dataset
160,000 total (50%
DGA, 50% benign)

DGA Families
8 families

10,000 each

Benign Domains
80,000 legitimate

domains

Model Training
Unified dataset
Fair comparison

Trained Models

Fig. 1. Dataset construction for model training. Eight wordlist-based DGA families (10,000 samples each) combined with 80,000 legitimate
domains from Tranco create a balanced 160,000-domain training dataset (50% DGA, 50% benign). This unified dataset enables fair
architectural comparison across all evaluated models.

Trained Models

In-Family
Evaluation

(Known families)

8 families
1,500 each + benign

3,000 per family

Batch Structure
30 batches per family
100 domains (50/50)

Metrics
P, R, F1, FPR

Generalization
Evaluation

(Unseen families)

3 families
1,500 each + benign

3,000 per family

Batch Structure
30 batches per family
100 domains (50/50)

Metrics
P, R, F1, FPR

Statistical Analysis
Model ranking

Performance comparison
Composite scoring

Results

Fig. 2. Two-phase evaluation protocol for assessing specialized performance and generalization capability. In-family evaluation: 8 known
families, each with 1,500 fresh DGA samples combined with the same 1,500 benign domains, organized in 30 randomized batches (100
domains per batch: 50 benign, 50 malicious). Generalization evaluation: 3 unseen families (bigviktor, ngioweb, pizd), each with 1,500
DGA samples paired with a different set of 1,500 benign domains to maintain evaluation independence. Metrics include precision (P), recall
(R), F1-score (F1), and false positive rate (FPR).
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Inference time analysis establishes clear operational bound-
aries: CNN achieves sub-millisecond inference but limited
semantic understanding, specialized transformers operate in
the practical 13-35ms range with superior accuracy, while
large language models require 656-1413ms. This represents
two orders of magnitude slower performance, making them
impractical for real-time DNS monitoring systems processing
millions of queries daily.

B. Expert Selection Analysis

We now apply our composite scoring methodology to
identify the optimal expert model by evaluating overall per-
formance across both known and unknown DGA families.
Table III shows the results using equal weighting (αi = 0.2)
for all performance dimensions.

The balanced scoring analysis clearly identifies Modern-
BERT as the top expert candidate with a combined score of
0.886. Although DomBertUrl shows slightly better general-
ization performance (0.884 vs 0.867), ModernBERT’s strong
advantage on known families (0.904 vs 0.818) makes it the
more reliable choice for operational deployment. This advan-
tage becomes particularly important when considering that
production systems encounter familiar threat patterns more
frequently than completely novel variants.

To test the robustness of this selection, we also evaluate
how the ranking changes when FPR reduction becomes the
dominant concern. Using the alternative weighting scheme
outlined in our methodology (α1 = α3 = α4 = α5 = 0.1
and α2 = 0.6), we recalculate the composite scores to
reflect environments where false alarm costs drive operational
decisions.

The FPR-focused results in Table IV show remarkable con-
sistency with the balanced approach. ModernBERT not only
retains its top position but actually improves its scores across
all categories, particularly in the unknown families scenario.
The unchanged ranking order across all models indicates that
ModernBERT’s low false positive rate naturally aligns with
production requirements, making it suitable for environments
where investigation costs must be minimized.

C. Family-Level Performance Analysis

Table V presents F1-scores across individual DGA families,
showing that detection performance varies substantially across
different families. The manuelita family presents consistent
challenges with F1-scores below 45% across all models,
generating domains with sophisticated linguistic patterns that
closely resemble legitimate structures. In contrast, matsnu and
suppobox achieve detection rates above 90% for transformer
models, indicating reliance on identifiable semantic patterns.

ModernBERT demonstrates the most consistent perfor-
mance across known families, achieving the highest scores on
6 out of 8 families. However, on unknown families, DomBer-
tUrl shows superior generalization, achieving the highest F1-
scores on 2 of 3 unseen families.

D. Specialization vs. Generalization Validation

We compare our wordlist-focused expert against a generalist
model trained on 54 DGA families to validate the benefits
of domain-specific specialization. Both models use identical
ModernBERT architecture and hyperparameters, differing only
in training data composition. Table VI shows the F1-score
comparison between specialized and generalist approaches.

Domain-specific training consistently outperforms the gen-
eralist approach. On known families, the specialist achieves
9.4% relative improvement, while on unknown families the
advantage increases to 30.2%. This substantial generalization
gain demonstrates that focused training enables the model
to capture fundamental linguistic patterns underlying wordlist
generation rather than memorizing family-specific character-
istics.

Fig. 3 illustrates the F1-score distribution differences
between approaches. The specialized model demonstrates
markedly higher consistency on known families, with F1-
scores concentrated near the upper bound and minimal dis-
persion. In generalization scenarios, the specialist maintains
compact F1-score distribution around 0.79, while the generalist
shows broader variance and lower central tendency, highlight-
ing diminished reliability on unfamiliar threats.

Fig. 3. F1-score distribution comparison between specialized wordlist
expert and generalist model trained on 54 DGA families. Left:
performance on known families (specialist 86.7% vs generalist
79.2%). Right: generalization to unknown families (specialist 80.9%
vs generalist 62.1%). Box plots show median, quartiles, and outliers.
Both models use identical ModernBERT architecture.

These results validate the expert specialization paradigm
for cybersecurity applications. The specialist achieves a com-
bined composite score of 0.886 (averaging performance across
known and unknown family scenarios) compared to the gen-
eralist’s 0.840, demonstrating superior overall expert qualifi-
cation.

VI. DISCUSSION

A. Expert Model Selection and Performance Trade-offs

ModernBERT emerges as the optimal expert model, demon-
strating superior balance between detection accuracy and
operational efficiency. The transformer architecture proves
most suitable for wordlist-based DGA detection, effectively
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TABLE II
PERFORMANCE COMPARISON OF EXPERT MODELS ON WORDLIST-BASED DGA DETECTION. RESULTS REPORTED FOR

BOTH KNOWN FAMILIES (N=8, EVALUATED ON FRESH SAMPLES FROM TRAINING FAMILIES) AND UNSEEN FAMILIES
(N=3, HELD-OUT FOR GENERALIZATION TESTING). EVALUATION BASED ON 30 RANDOMIZED BATCHES PER FAMILY (100

DOMAINS EACH: 50 DGA, 50 BENIGN). HARDWARE: NVIDIA TESLA T4 GPUS. BOLD VALUES DENOTE BEST
PERFORMANCE PER METRIC

Model Precision Recall F1 FPR Time
(%) (%) (%) (%) (ms)

Known families (n=8)

LLaMA 3.2 3B 92.4±5.5 41.9±8.8 54.7±8.8 2.9±2.2 656±95
Gemma 3 4B 95.4±3.6 66.5±5.7 75.2±4.8 2.5±2.2 1413±1309
ModernBERT 89.7±4.1 86.6±3.1 86.7±3.0 9.0±3.8 26±3
DomBertUrl 81.2±6.4 69.0±6.9 72.4±5.8 12.8±5.0 13±2
CNN 80.9±5.7 80.0±4.1 78.9±4.0 15.3±5.5 <1
FANCI 70.3±4.8 72.7±5.4 70.5±4.9 27.6±5.5 310±23
LA Bin07 84.6±5.9 82.3±3.3 81.7±3.8 12.0±5.9 80±23

Unknown families (n=3)

LLaMA 3.2 3B 60.5±4.4 68.8±4.9 63.4±4.2 39.8±5.8 693±270
Gemma 3 4B 95.7±4.4 60.3±5.9 70.8±5.0 2.2±2.1 1390±1146
ModernBERT 89.0±4.4 75.5±5.6 80.9±4.5 9.1±4.1 35±19
DomBertUrl 87.7±4.2 82.3±4.5 84.6±3.5 11.5±4.3 13±2
CNN 76.9±6.9 60.2±4.9 65.5±5.3 15.9±5.4 <1
FANCI 51.8±7.6 32.0±6.5 39.1±6.7 27.6±5.5 284±17
LA Bin07 73.0±9.1 45.7±5.3 53.7±5.7 14.1±5.6 80±22

TABLE III
EXPERT SELECTION SCORING (EQ. 1) WITH BALANCED
WEIGHTING (αi = 0.2 FOR ALL METRICS). COMPOSITE

SCORES COMBINE PERFORMANCE ON KNOWN FAMILIES
(N=8) AND UNSEEN FAMILIES (N=3) TO IDENTIFY THE
OPTIMAL EXPERT MODEL ACROSS BOTH SPECIALIZED

PERFORMANCE AND GENERALIZATION CAPABILITY. BOLD
VALUES DENOTE BEST PERFORMANCE PER METRIC

Model Known Unknown Combined Rank
Score Score Score

ModernBERT 0.904 0.867 0.886 1
DomBertUrl 0.818 0.884 0.851 2
CNN 0.849 0.773 0.811 3
LA Bin07 0.862 0.705 0.784 4

TABLE IV
EXPERT SELECTION SCORING (EQ. 1) WITH

FPR-PRIORITIZED WEIGHTING (α2 = 0.6), REFLECTING
PRODUCTION ENVIRONMENTS WHERE FALSE ALARM

COSTS DOMINATE OPERATIONAL CONCERNS.
CONSISTENT RANKING WITH BALANCED APPROACH

VALIDATES MODERNBERT’S SUITABILITY FOR
MINIMIZING INVESTIGATION COSTS. BOLD VALUES

DENOTE BEST PERFORMANCE PER METRIC

Model Known Unknown Combined Rank
Score Score Score

ModernBERT 0.907 0.888 0.898 1
DomBertUrl 0.845 0.885 0.865 2
CNN 0.848 0.807 0.827 3
LA Bin07 0.871 0.782 0.827 4

capturing the semantic patterns that distinguish sophisticated
malicious domains from legitimate services.

Traditional machine learning approaches show significant
limitations for wordlist-based DGA detection, though with
varying degrees of effectiveness. FANCI demonstrates the
poorest performance, failing catastrophically due to its reliance
on hand-crafted features that cannot capture semantic rela-
tionships essential for distinguishing linguistically coherent
malicious domains from legitimate ones.

CNN and LA Bin07 achieve moderate success, maintaining
reasonable detection capabilities while offering computational
efficiency advantages. However, these approaches still fall
short of transformer-based models when confronting the se-
mantic complexity inherent in wordlist variants that closely
mimic natural language patterns.

Large language models, while possessing the necessary
semantic understanding, introduce prohibitive computational
overhead that renders them impractical for real-time cyberse-
curity applications. Their multi-second inference requirements
create an insurmountable barrier for enterprise DNS monitor-
ing systems that must process queries at scale.

B. Validation of Expert Specialization
The comparative analysis between specialized and generalist

approaches validates the benefits of domain-specific training.
The specialist model achieves 9.4% F1-score improvement on
known families and 30.2% F1-score enhancement on unknown
variants compared to the generalist trained on 54 diverse DGA
families.

This performance differential reveals a fundamental prin-
ciple: focused training on specific threat categories develops
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TABLE V
FAMILY-LEVEL F1-SCORE PERFORMANCE MATRIX ACROSS WORDLIST-BASED DGA FAMILIES. KNOWN FAMILIES (TOP
SECTION) WERE PRESENT DURING TRAINING; UNKNOWN FAMILIES (BOTTOM SECTION: BIGVIKTOR, NGIOWEB, PIZD)

WERE HELD OUT FOR GENERALIZATION TESTING. VALUES REPORTED AS MEAN ± STANDARD DEVIATION ACROSS 30
RANDOMIZED BATCHES (100 DOMAINS PER BATCH: 50 DGA, 50 BENIGN). BOLD VALUES INDICATE BEST

PERFORMANCE FOR EACH FAMILY, REVEALING SUBSTANTIAL VARIATION IN DETECTION DIFFICULTY ACROSS
LINGUISTIC PATTERNS

Family LLaMA Gemma ModernBERT DomBertUrl LA Bin07 CNN FANCI

Known families

charbot 53.2±6.9 68.3±5.4 88.6±3.1 66.0±5.3 83.0±4.6 79.3±3.9 64.2±6.0
deception 82.8±4.8 97.9±1.7 95.7±1.8 92.8±2.7 94.4±2.6 92.5±2.4 87.9±2.2
gozi 58.6±5.9 81.1±5.3 90.4±2.9 63.6±12.1 84.1±5.6 79.6±7.1 74.0±6.5
manuelita 34.5±11.2 29.7±6.4 43.1±7.8 24.5±8.4 23.8±6.4 22.6±6.0 29.3±5.6
matsnu 83.4±8.4 90.7±2.5 95.2±2.1 89.5±3.3 93.0±2.8 90.1±2.6 82.9±3.4
nymaim 33.6±8.7 55.1±7.7 89.8±2.7 62.5±6.9 87.7±3.4 81.9±4.6 67.1±4.4
rovnix 40.7±7.0 96.4±1.7 95.5±2.0 92.4±2.2 93.6±2.5 92.4±2.6 85.4±2.8
suppobox 51.4±17.3 82.1±8.2 95.2±2.0 87.8±5.9 94.2±2.7 92.9±2.4 73.5±6.0

Average 54.7±9.5 75.2±5.4 86.7±3.6 72.4±6.6 81.7±4.1 78.9±4.3 70.5±4.9

Unknown families

bigviktor 71.7±4.0 40.2±6.5 77.2±4.8 79.0±4.2 35.6±4.8 47.3±6.1 48.3±5.9
ngioweb 81.5±2.5 88.6±3.5 71.8±6.4 82.6±3.9 42.0±9.4 57.7±7.2 45.5±6.4
pizd 36.9±6.1 83.5±4.9 93.8±2.1 92.4±2.5 83.4±3.0 91.4±2.5 23.5±7.7

Average 63.4±4.4 70.8±5.1 80.9±4.8 84.6±3.6 53.7±6.3 65.5±5.6 39.1±6.7

Total Average 57.1±8.4 74.0±5.3 85.1±3.9 75.7±5.9 74.1±4.8 75.2±4.7 62.0±5.4

TABLE VI
F1-SCORE COMPARISON: SPECIALIZED WORDLIST

EXPERT VS. GENERALIST MODEL TRAINED ON 54 DGA
FAMILIES. BOLD VALUES INDICATE BEST PERFORMANCE

FOR EACH METRIC

Evaluation Scenario Specialist Generalist Improvement
F1-Score F1-Score

Known families 86.7% 79.2% +9.4%
Unknown families 80.9% 62.1% +30.2%

more effective pattern recognition than broad exposure to
diverse attack types. The substantial improvement on unknown
families demonstrates that specialization enhances transfer-
ability rather than limiting it through overfitting to familiar
patterns.

The specialist model’s superior generalization capability
suggests that concentrated exposure to wordlist characteristics
enables the learning of fundamental linguistic structures under-
lying this DGA category. In contrast, the generalist approach
appears to struggle with the semantic complexity inherent in
wordlist-based domains when training resources are distributed
across multiple threat types.

These results support the deployment of specialized de-
tection models rather than single comprehensive systems for
cybersecurity applications where distinct attack categories
exhibit fundamentally different characteristics.

C. Architectural Boundaries and Deployment Considerations

The evaluation reveals clear architectural limitations that
guide model selection for production environments. Large

language models (LLaMA, Gemma) demonstrate semantic
understanding but suffer from prohibitive inference latency
(656-1413ms), making them unsuitable for real-time applica-
tions. Traditional approaches like CNN offer computational
efficiency but lack the semantic sophistication required for
wordlist detection.

Specialized transformers occupy the practical deployment
space, offering the optimal balance between detection capa-
bility and operational constraints. ModernBERT’s 9.0% false
positive rate, while higher than large language models (2.5-
2.9%), remains operationally acceptable given the substantial
improvement in detection capability and processing speed.

The inference time analysis establishes practical thresholds
for cybersecurity applications: sub-100ms latency enables real-
time DNS monitoring, while multi-second inference times
limit models to batch processing scenarios unsuitable for active
threat mitigation.

The composite scoring methodology allows practitioners to
select the most suitable model for their specific application
by adjusting the weighting coefficients (α1, . . . , α5) according
to operational priorities. For instance, real-time monitoring
systems processing millions of DNS queries would benefit
from increasing the inference time weight (α5 > 0.4) to prior-
itize speed, potentially selecting CNN despite lower accuracy.
Conversely, security investigation scenarios could emphasize
recall (α4 > 0.4) to ensure comprehensive threat detection,
favoring models like LLaMA despite slower processing. This
approach enables organizations to identify the optimal model
that aligns with their deployment constraints and security
requirements rather than relying on a one-size-fits-all solution.

ModernBERT’s compact size (149M parameters) provides
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an efficient computational profile suitable for deployment
in resource-limited environments, making expert model ap-
proaches practically viable without extensive GPU infrastruc-
ture.

D. Current Limitations and Research Directions
The manuelita family’s resistance to detection across all

evaluated models highlights a critical limitation in current ap-
proaches. Rather than indicating fundamental flaws in seman-
tic methods, this challenge suggests the need for deeper un-
derstanding of why models fail on specific linguistic patterns.
SHAP (SHapley Additive exPlanations) [37] analysis could
provide valuable insights into which domain characteristics
cause classification errors. For instance, SHAP could reveal
whether failures stem from specific character n-grams, syllable
patterns, or semantic word combinations that closely mimic
legitimate domain structures. Such granular feature attribution
would enable targeted improvements: if SHAP identifies that
models incorrectly weight certain linguistic tokens as benign,
training strategies could emphasize these problematic patterns,
or model architectures could incorporate attention mechanisms
specifically designed to capture the subtle semantic differences
that distinguish sophisticated wordlist-generated domains from
legitimate ones.

The temporal dimension of DGA evolution presents ongoing
challenges. As threat actors adapt their generation strategies
in response to detection systems, models require continuous
learning capabilities that maintain performance on established
families while adapting to emerging variants. This necessitates
research into continual learning approaches that avoid catas-
trophic forgetting.

Future work should address complete Mixture of Experts
(MoE) implementation [38] including dynamic routing mech-
anisms and expert gating strategies. Following the comparative
analysis methodology established in this study for wordlist-
based DGAs, similar evaluations should be conducted across
other DGA categories (arithmetic, hash-based, hybrid) to
identify optimal expert models for each threat type. This
comprehensive approach would enable the development of a
complete expert ensemble system capable of high-efficiency
detection tailored to specific operational requirements.

Evaluation expansion to hybrid DGA categories would
establish comprehensive design principles for cybersecurity
MoE systems. Additionally, investigation of few-shot learning
approaches could improve detection of novel families with
limited training data, addressing the challenge of emerging
threats that lack substantial training samples. Integration of
additional semantic features, such as domain registration pat-
terns and network-level characteristics, could further improve
detection of linguistically sophisticated families. Hybrid archi-
tectures combining the low false positive rates of LLMs with
the efficiency of specialized transformers through cascade or
distillation approaches represent complementary directions for
enhancing detection while maintaining real-time performance.

VII. CONSLUSIONS

This work presented a systematic strategy for expert model
selection aimed at detecting domains generated by wordlist-

based DGAs. Through the evaluation of seven models across
different architectural paradigms, ModernBERT was identified
as the optimal expert, combining high detection performance
with inference times suitable for real-time operational envi-
ronments.

The two-phase evaluation protocol enabled the assessment
of both specialization on known families and generalization to
previously unseen variants. Results demonstrate that domain-
specific training offers significant advantages over generalist
approaches, with improvements of 9.4% and 30.2% in F1-
score for known and unseen scenarios, respectively. This gap
suggests that specialization enhances transferable linguistic
pattern recognition rather than limiting it through overfitting
to familiar cases.

Nevertheless, persistent challenges remain in families such
as manuelita, whose linguistic coherence complicates classifi-
cation even for semantically advanced models. This limitation
highlights the need to explore deeper contextual analysis
techniques or the integration of complementary features.

Finally, the composite scoring methodology used in this
study provides a flexible framework for expert selection,
adaptable to various operational priorities such as precision,
response time, or false positive rates. Future work will focus
on extending this approach toward a full MoE implementa-
tion, including dynamic routing and gating mechanisms, and
evaluating its effectiveness against other DGA categories.
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